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ABSTRACT

The main objective of this article is to investigate the
role of using new technologies in the security and
confidentiality of vast amounts of health care big data.
After performing this survey and reviewing numerous
studies based on the analytical descriptive
methodology that is based on the evaluation of several
scientific articles from 2011 to 2022, the study reaches
to several outcomes, the most significant of which are:
The ability of these technologies to predict the behavior
of beneficiaries of patients and doctors, reduce the risks
they face, keep data confidential and ensure that it is
preserved. Many health institutions are unable to
familiarize themselves with and use all their data.
Finally concluded, it was proved that emerging
technologies have changed the practice of healthcare
and transformed the entire nature of the relationship
between disease and health.

Key words: Emerging Technologies, Blockchain, Big
Data, 10T, Cloud Computing, Healthcare, Data
Confidentiality.

1. INTRODUCTION

Today's technological advancement has resulted in an
increased utilization of emerging technology
applications in different parts of life. Institutions
pursuing excellence and leadership are continually
attempting to deploy and operationalize these
technologies in their institutions, connecting this to
knowledge in terms of creating, extracting, and
safeguarding it.

The significance of implementing IOT technologies is
demonstrated by highlighting the importance and need
to improve the quality and accessibility of health care,
as well as the fact that the increase in hospitalization
needs and the number of patients in urgent need of
continuous care significantly raises the cost of medical
treatment with the same importance of 10T, and
priority came Blockchain technology which provides a
secure means to conduct all medical transactions
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without the need of a central authority or a bank as a
controller, a strategy that has the potential to replace
existing operations. This study focuses on surveying
and analysing technologies and their relevance to
managing and safeguarding knowledge in the medical
industry in terms of security.

2. EMERGING TECHNOLOGIES

Emerging technologies are modern technologies that
are used experimentally and applied in various sciences
to help people for developing and saving time and
effort, but they are not tested or confirmed at a high rate
[14]. There are no deficiencies and some errors, and
therefore they need continuous development to reach a
stage of stability in performance and high quality in use
because it is used in sensitive sectors, such as the
medical sector, for example, which does not allow a
large number of errors, because this will affect human
lives directly [15]. There are various technologies used
in many fields, such as medicine and education, which
are among the most important fields, and the rest of the
sciences, such as economics, politics, sociology,
physics,  chemistry, engineering, architecture,
mechanics, electricity, and many other fields [10].
There are various examples of emerging technologies
and its applications. We will present the most important
and famous ones, which are given by:

2.1. Blockchain Technology

Blockchain is a technology similar to the central
database in principle, so it is a group of computers
connected to each other through a network, and each
device keeps a copy of the database, which can only be
modified with great powers, and there is no single
database that can be accessed [16]. There is one server
in which the central database can be accessed and
controlled by the rest of the devices. In blockchains, the
data is read-only for all users, while modification,
writing, or other permissions are specific and not
available to everyone, but with the consent of all users
[17].
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2.1.1. Operation of  Blockchain
Technology

A copy of the database is kept in all devices. Therefore,
there is no main server that keeps the data, but there are
a number of copies present on all devices, and
automatic synchronization takes place between these
devices in the event of modification, but the
modification is not easy, because it requires extreme
powers and approvals. The data here is encrypted and
each part of data has a specific encryption code that

cannot be decrypted or stolen.. All devices play the role

Concepts
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of a server at the same time and are connected to each
other in a synchronous, real-time and secure manner,
and chains of nodes take into account privacy,
complete confidentiality, and security, so data cannot
be obtained or modified without authority [1] as shown
in figure 1.

Based on the previous concept, permissions are the
most important property of blockchain. The reading
permission is available for everyone, but the writing or
modifying permission is for a specific group of people,
and the modification needs several approvals.
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Figure 1: Blockchain Hashes and connections

From figure 1, we see that the databases here has a
single copy, but duplicated in each computer, and these
copies are linked together with an encrypted
identification number called HASH, and they can only
be changed by modifying the chain of identification
numbers. Any change done by the hacker to this
encrypted number will change the whole chain, and
thus the modification is rejected and Intrusion detection
be alerted..

2.1.2. Usage and Application Process of Blockchain
Technology

There are a lot of work have been done to invest the
scientific knowledge of the Blockchain in financial
investments such as Bitcoin and some of them have
been bankrupt, as is well known, but the important
thing in the matter is the application of the Blockchain
and not the results that are not related to this
application. Blockchain may be used in the health
sector due to its importance in storing and preserving
data for patients and confidential as well as the private
medical reports.. Thus, the patient's information is kept
strictly confidential, ensuring privacy and credibility.
Some other usage may be related to the medical,
physical and psychological history of patients, which
allows doctors to know everything about patients, but
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this must be done with the consent of the patient, so that
it is not recorded as a violation of privacy.

On other hand, blockchain can also be used in the field
of education, the field of remittances, banking, health,
trade, tourism and other fields. The usage of blockchain
depends on the same technology, which focus on the
confidentiality, privacy, the authoritarian assigned to
some people, and the security in recording, transferring
and modifying data.

2.2. Big Data

Big Data is a huge set of data that is stored to be used
in statistics, analyse it, collect reports from it, and study
it in whole or in part. Big data is useful in many fields
such as economic, social, educational, medical and
other fields, but big data needs very large storage space,
a certain organization and structure for preservation,
and it also needs technical support and a specific
mechanism for storage, retrieval, backup, and analyse
[22]. In the medical sector, specialists use big data to
analyse diseases, symptoms, and rare cases, and
compare results and studies, new and mutated diseases,
germs, bacteria, and mutated viruses. It is also used in
emergency and emergency cases to search for similar
cases and how to treat them accurately [11]



2.2.1. Operation Concept of Big Data

Data is processed in a system consisting of inputs,
operations, outputs, feedback and data in the form of
letters, numbers, symbols, text, images, video and
audio. After processing, the data is converted into
information that is stored in databases in the form of
text or in servers for files, images, video and audio.
Special types of protocols are used to transfer files to
store them. After storage, the encryption is done, and
sometimes the information is encrypted when it is
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processed, and the content is changed, but it is difficult
to recover it [19].

Storage is carried out in large-sized servers located in
dedicated and cooled places, which may be owned or
rented from companies that rent huge servers with
extraordinary capabilities. The data may be copied to
keep a backup copy of it periodically, or its copies may
be synchronized simultaneously in several servers at
the same time to prevent its loss and damage in the
event of problems and software errors. Information
retrieval is also done using pre-set protocols and
algorithms [21] See figure 2.
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Figure 2: Big-data analysing the output

2.2.2. Big Data Various Applications

e  One of the most important industries to which
Big Data technology is applied is the
pharmaceutical industry, healthcare, medical
and patient care sector, which in itself is an
independent industry that is not related to the
rest of the industries because it has great
privacy [20].

e Such technology is important in storing
transportation and transportation data for
humans in smart cities, recording financial
movements and recording purchases to
predict consumption, and is wuseful in
identifying people by collecting the largest
possible number of data about these people.
The more data, the better because it can be
deleted, modified and revised using
algorithms prepared for that [20].

e This Bib Data technology has been applied in
self-driving cars as a kind of smart city and
future smart civilization, and because cars are
not available to everyone and therefore the
number of people who own them is limited
and there are no smart cars significantly, this
allowed the possibility of experimenting with
this type of technology [21].
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e  There is another smart possibility for this type
of data, such as the ability to search and
simultaneous translation by writing or
photographing with a camera and for any
language in the world There is also the ability
to read any barcode or QR code as well, and
old information stored in the form of images
can be accessed, for example, by converting
the image to text and storing it All these kinds
of new technology is an application of big data
[24].

e Among the benefits and applications of big
data is also its use in social networking sites
such as YouTube, Facebook, Twitter,
Instagram and other applications that have
become famous and known to everyone [23].
By storing data in very large quantities, it has
become possible to expand business, increase
corporate revenues, and communicate more,
not only socially, but also financial
communication, knowledge communication,
commercial communication, and other means
of communication [23].

e Itisused inthe field of education by providing
scientific and academic references and other
scientific data and storing them on special
servers [19].



2.3. 10T (Internet of Things)

The Internet of Things is the network connection
between modern technical devices, and this connection
may take several forms. Two or more devices can be
linked together or linked to the Internet and thus
controlled through the global network and remotely
[25]. In order to secure this link, encryption and high
sophisticated technologies must be used, because any
fraud or data breach may destroy data or devices or
change the mechanism of using it [11]
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2.3.1. Operation Concept of 10T

Two devices can be connected to one network through
a router wirelessly, or through a wireless telephone
network, that is, through coverage and a virtual private
network VPN [25].

As for satellite networks, they are not very useful in the
medical sector because they need a wide geographic
land and may be useful in the battlefields to treat the
injured and injured with smart robots linked to each
other and to a central server through satellites or an
automatic transmission vehicle [11] See figure 3.
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Figure 3: Architecture of the 10T healthcare systems

2.3.2. 10T Application Areas

The usage of the Internet of Things application start
from integrating programming with mechanical and
digital machines and making them programmable in a
way that allows the machine to make decisions
according to the available alternatives, variables and
data it encounters, and a series of pre-prepared
decisions Artificial intelligence, complex algorithms
and software functions may be introduced to give
commands to machines to carry out a specific activity
without referring to humans and at certain scheduled
times or when facing a specific situation [26].

Internet of Things can be used through the development
of these things and the introduction of new electronic
circuits on them, and these circuits are of the
programmable type. Therefore, it is possible to take
advantage of additional features and strengthen these
things to a very large degree by introducing artificial
intelligence and new software, so that the development
of things becomes programmatic only through orders
and not through mechanical parts and materials [26].
In the medical sector, the IoT technologies can be used.
Papers, catalogs, and magazines can be replaced with a
simple QR code. Machines can be used to buy drugs
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with electronic prescriptions to prevent fraud and
manipulation. Projectors can be added to explain and
clarify  diseases and  therapeutic =~ methods.
Improvements can also be made to machines to make
them operate by touch and automatically through smart
programs and Artificial intelligence [28].

Internet of Things can be used in the field of marketing
to promote products through robots that rotate between
consumers in restaurants or stores, for example, and
through devices that scan barcodes and QAR codes for
the product, which have been added in many stores, and
through which the buyer can know the price and
components of the product and its validity period faster
and with search filters that he adds according to his
wish [29].

The Internet of Things can also be used in sustainable
energy production machines such as wind power
generation fans, solar cells, modern batteries and
innovative generation turbines [30].

2.4. Cloud Computing Technology

Usually data is saved in many devices that contain
interrelated tables called databases, Databases allow
fast, encrypted and secure data storage and recovery,
but there are cloud servers in which the data is saved



with access to it at any time and from any device
through a password and a username.. This method is
called cloud storage. There are many international
companies that provide cloud storage for data for free,
such as Google. After storing the file, it can be shared
and given permissions to read, modify or delete. Cloud
storage can also be used in many fields such as
economy, tourism, education and medicine [13]

Cloud storage also allows access to information
through many devices, not through one type. The data
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may be displayed on tablets, laptops, desktops, or any
other type of smart device connected to the Internet.
Cloud storage is primarily based on the Internet, and it
is stored securely, encrypted, confidentially, and allows
privacy [13] as shown in figure 4.

Figure 4: Cloud computing with servers and coverage areas [13]

2.4.1. Operation Concept of Cloud Computing

The cloud network operates through servers to store
data in an organized manner and in a large amount. It
often uses Google Drive, Dropbox, Media Fire and
OneDrive services, and there are many similar
companies, but these companies are the most famous.
Every minute and every second [33], billions of data
are downloaded and transferred through these networks
and through the Internet, and transfer with protocols to
dedicated servers that guarantee safety, security, and
full encryption. Any file can be stored, transferred, and

shared by giving the authority to read and modify it at
any time [32].

Through real-time synchronization, information can be
retrieved and transferred to any electronic device, or
copied for use on several devices at the same time. You
can also make a backup so that we don't fall into the
problem of losing data, losing it, or suddenly damaging
devices. Thus, cloud computing guarantees us many
features that did not exist before, including data
retention permanently, with high security and privacy
[34]. See figure 5.
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Figure 5: A typical cloud system model (Li et al., 2016).




2.4.2. Cloud Computing Applications

Cloud computing can be used in the application of
forensic medicine by collecting evidence, storing it,
organizing it into groups, and matching it with the
standards used and laws. It is also possible to study the
case by writing a group of sentences to compare it with
previous statistics or to choose alternatives from many
similar cases to study it and identify the clues [35].
Forensic medicine needs secure technologies, the
content of which cannot be modified, and it must be
encrypted. All these features are available in cloud
computing, as there is high security, privacy, and
encryption, and it cannot be modified except with
certain permissions [36].

Cloud computing can also be used in architecture,
design, electrical engineering, communications,
transportation, tourism and all sectors. In view of the
large amount of data that can be accepted and stored in
an encrypted and secure manner without the possibility
of losing it, it can be used in the financial sector [38],
but not to complete operations and deals, but rather for
financial analysis and study such as preparing budgets,
financial statements, cost accounts and statistical
studies. It can also be used in business management by
preparing plans, strategies, goals and standards and
studying them in a way that guarantees automatic
preservation and that information is not lost, especially
important information [39].

3. HEALTHCARE SECTOR AND USAGE OF
EMERGING TECHNOLOGIES

Emerging technologies are used in the health sector
through the modernization and development of
technical devices as well as through the rehabilitation
of workers in the health sector [40].

To use Big Data in healthcare applictions we can
collect data of former patients or data about diseases
and then made it available to workers in the health
sector so they can compare the data of current patients
with previous patients or use a computer to do this task.
Thus, the disease is diagnosed by finding similarities
between the current disease and a previous disease
stored in the database [41]. Then the disease is treated
with prescriptions similar to the old ones, with some
improvements and modifications with regard to the use
of the cloud internet, data can be stored to make it
available on the Internet and access it at any time, from
anywhere and on any device [42]. On other hand, it is
also possible to take advantage of the Internet of Things
by connecting devices with each other and making
them perform tasks faster, which saves fatigue and
effort and reduces human errors and problems. Robots
can be made available to do radiography, write reports,
electrocardiograms, or perform endoscopy or simple
operations such as hair transplantation or the removal
of polyps and other simple operations. Modern
equipment has been used to perform accurate
operations inside the brain or endoscopic operations to
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remove any damaged organ, such as the appendix,
gallbladder [11]

However, modern technologies are still relatively
dangerous while they were used in the medical sector
because human lives are invaluable and cannot be
compensated. Therefore, attention must be paid and the
use of any smart devices should be accompanied by
human control, no matter what, because any error in
data processing may lead to a great loss [13].

The advantages that can be obtained from modern
technologies are very large and cannot be counted, but
the defects, despite their small number, are considered
relatively large due to the endangerment of human lives
(Odom, 2017). Therefore, a control mechanism must
be found and immediate treatment of technical medical
errors [13]

4. ROLE OF EMERGING TECHNOLOGIES IN
SECURING KNOWLEDGE OF THE MEDICAL
SECTOR

Emerging technologies have emerged as a result of
accelerated growth in ICTs in particular, and these
technologies may be unclear and specific in their
definition, being a relative concept that varies from
person to person, and from area to area, where
emerging technologies may be defined as any
technology currently being developed or to be
developed in the next 5-10 years [43].

It can be said that emerging technologies in the medical
sector represent technologies and software that can be
adapted in hospitals and have a clear impact in the
coming years. It can be said that emerging technologies
in the medical sector represent technologies and
software that can be adapted in hospitals and have a
clear impact in the coming years [44]. "Medical
Service", which represents an integrated system
encompassing everything new in the field of medical
service, the health sector, from medical devices,
software, applications, educational environments,
working methods, and concepts to upgrade service in
this vital sector and work to generate, extract, and
secure knowledge [3].

Knowledge is relative and related to many variables
and changes from one measure to another, and we can
identify a number of types of knowledge, which are as
follows:

Patient knowledge: This sets out a clear description of
the patient’s state of health, which helps doctors to
identify observations and indications which are
recorded in the medical records to submit a full report
to the patient [45].

Practitioner's  knowledge:  implicit  knowledge
regarding the practices of medical staff while providing
care to patients, and the practitioner acquires
knowledge through continuous learning, observations,
and experiences [46].

Medical knowledge: the basis of knowledge through
which theories about medicine and health care,



methods of presentation and processes are described
(Chronaki et al., 2003).

Knowledge of resources: an estimate of the resources
provided and the infrastructure available in the field of
health care. It is important for practitioners to have
knowledge of the resources available: diagnostic
medical devices, instruments, medicines, support staff,
nursing and family in hospitals and surgical facilities
[48].

Process knowledge: Understanding of particular
procedures or steps used in health facilities to decide
the rules of care for certain medical conditions such as
emergencies and others. Process knowledge is a
consistent technique of treating the patient with
concerns such as required resources [49].

Organizational knowledge: the organizational structure
and policies of the health institution, organizational
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knowledge involves information and the flow of
knowledge within the organization, meaning how
information flows from one source to another [50].
Knowledge of social relationships reflects the social
capital within the institution and consists of health-care
providers or even administrative personnel, where
knowledge is shared, secured, and preserved among
health-care providers and professionals [51].
Knowledge of measures: the set of criteria used to
measure the success of the health care management
processes and system and associated health outcomes,
where they help to control performance, efficiency, and
integrity of indicators and standards in measuring
important information. [5]. The above various medical
knowledge is illustrated in the following figure 6.
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Knowledge Fires

knowledge
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Medical Patient
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Figure 6: Types of Knowledge .

Since the services of the medical sector depend on the
analysis and exchange of information and knowledge
within and outside the medical institution, health
knowledge management is an important strategic
matter and rule that can improve medical performance.

Therefore, the application of knowledge management

in  medical institutions helps to develop the

performance of its employees [4].

In our view, the growing role of emerging technologies

in the management of knowledge in the medical sector

in bridging different knowledge gaps is concerned with
the development of systems and processes that enhance
knowledge and information in order to create
authenticity, creativity, and continuous learning in the
medical field. Accordingly, the most important
components of knowledge management in the medical
sector are the usage of modern technologies and
strategies associated with manpower , where emerging
technologies are characterized by five basic features
that help them secure medical knowledge, which are

given as follows [4]:

e Emerging within their specific context. For
example, there are many techniques that have
been emerging for years but have emerged to be
used to preserve knowledge and its security [52].

e Go through phases beginning with their
discovery, adoption, activation, use and maturity,
followed by influence and enthusiasm towards
them [53].
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e Despite the ability to change prevailing medical
practices, they have not been properly understood
or exploited, including Web 2 techniques and
their medical adaptation[53].

On the other hand, 10T technologies in the medical
sector as defined by the World Health Organization
(WHO) manage knowledge by employing technology
to enable workers to create, capture, store, retrieve and
use knowledge . There are also five important elements
to be provided for the application of knowledge
management in the health sector, in which IoT
technologies play a role provided as follows:

Availability of communities of practice: Knowledge
management is more than a repository or center for
data, documentation, and other information,
encompassing other people's experiences and
lessons learned. Therefore, it is important to be noted
that knowledge management encompasses the
principle of collaboration and understanding among
individuals to disseminate, share and use knowledge
for getting benefits .

Content management: A knowledge repository must
be developed to facilitate knowledge sharing. This
requires a thoughtful plan to determine the type of
content to be published and processes to ensure that
the content published is context-specific and up to
date, so that staff members have a repository of



medical knowledge to frequent as their renewable
resource..

Transfer of knowledge and capabilities: Knowledge
management is an actionable process as it changes
the behaviour of knowledge sharing and thus the
emergence of new behaviours. Knowledge transfer
should provoke innovation and improve the process
of operation [3].

Overall performance results tracking: In order to
improve the performance of a health organization,
there is an urgent request to track the results included
in the knowledge management program, and
performance results tracking processes that include a
wide range of tools and metrics such as survey and
data analysis, and interpretation of data results [5].
Technology and infrastructure support: Web
technologies represent one of the most important
means of enabling knowledge because they
streamline collaborative processes, make knowledge
available immediately and essentially, and provide a
structure for disseminating content in a form that
facilitates access to and reuse of knowledge [3]

Due to the usage of emergent technology in different
patterns and forms in knowledge extraction and
management processes (generated, transferred, shared,
etc.) through effective and efficient recruitment, it will
facilitate knowledge accessible to all places and times
in which it can be said that through IoT techniques,
knowledge can be extracted and interacted between
individuals, so it is generated. Among individuals and
groups, it also provides an electronic learning
environment that allows all members to have equal
access to knowledge and to communicate freely among
themselves [5].

5. STUDY PROBLEM AND METHODOLOGY
OF SOLUTION

Successive and ongoing developments in the field of
emerging technologies and their use as well as its
employment in different sectors, in particular the

~—— Distributed Application
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medical sector, which is of great importance and urgent
need to employ emerging techniques in ensuring
knowledge management and the security of health big
data, Many previous studies focused on addressing the
applications of emerging technologies in different
fields, both in educational and other service institutions
[8].

The problem of this study in the medical sector is
manifested by the increase in the volume and
multifaceted forms of data, which makes it vulnerable
to risks and infringes on the specificity of such data
[40], as well as the inability to organize and manage
such data for its magnitude. Based on these facts, the
current study problem can be formulated as the
following question:

What is the major role of emerging technologies in
securing and confidentialzing big health data?

The study relied on the analytical descriptive
curriculum through the collection of previous studies
covering the period from 2011 to 2011, being the most
appropriate approach to the nature of the study. These
studies focused on addressing the topic of emerging
technologies but from multiple angles, such as the
Internet of Things, blockchain techniques, and a third
one focused on big data, with different sectors in which
the study was applied [40].

The main achieved results of a study [6] entitled the use
of blockchain technology and the semantic web for the
implementation of smart contracts between individuals
and health insurance institutions. Blockchain: research
and applications, also found that the system developed
validates various features related to block chain and
smart nodes features that were briefly discussed in this
work, which can be mitigated in part or all of them
through the use of your licensed block chain. The study
also found that the application of well-established
techniques for potential malfunctions in external
services could also enhance the system's security and
prevent it from potential attacks. See figure 7.
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Figure 6: System architecture for Blockchain [6].
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The study [2] Entitled: Emerging Technologies in
Health Care: an Educational Program, aims to address
the use of emerging technologies in health care
approach ", done based on the descriptive approach, its
results showed that emerging technologies in health
care were proceeding at a rapid pace, The results
showed that emerging techniques changed the practice
of health care and transformed the entire nature of the
relationship between disease and health. This is despite
the fact that healthcare techniques will not work for all
health care problems, but it can improve practice,
decision-making, and health care management. The
study recommended an educational program on
emerging technologies in health care.

A study [7] entitled "IOT Applications in Health
Institutions and their Role in Improving Medical Care
Services" explored the use of 10T applications in the
medical sector and their role in upgrading medical care
services in health institutions. The study focuses on
IOT applications by improving the quality of health
services provided by drawing on the descriptive
approach through the analysis of published literature.
The results showed that IOT applications in health
institutions contribute to obtaining accurate patient
health diagnoses, which helps in improving the quality
of service provided to patients. The results also show
that this reduces the patient's periodic reviews of the
hospital by relying on loT applications for remote
diagnosis.

The study (Bachrachel, 2017) Entitled "Application of
knowledge management in health institutions", focused
on identifying the application of knowledge
management to health institutions because of its
important role in the development of medical and
administrative performance of medical personnel based
on the content analysis methodology to examine
published intellectual production in order to understand
the problem of research. The study found that although
it is important to apply knowledge management in the
health sector, it faces a number of constraints that may
prevent its application or understand its importance,
such as terminology, trust, poor technology, and time
wasted. And it recommends the attention that should be
paid to health knowledge management in Saudi Arabia
to clarify its importance in the State health sector
specifically in the light of the Kingdom's Vision 2030.
(Supai, 2015) In his study entitled “Sharing Knowledge
and Its Relationship to Employee Empowerment: An
Applied Study for the Libyan Hospitals” has mentioned
knowledge sharing and its relationship to employee
empowerment: an applied study on Libyan hospitals.
This study aims to examine organizational structures
and processes based on the idea of teamwork and task
forces that allow the exchange of knowledge,
information, and experience Knowledge sharing is
therefore one of the modern methods that hospital
human resources management seeks to strengthen
among its various cadres as a nucleus that helps to
apply employee empowerment. Based on the analytical
descriptive curriculum, the study was applied to middle
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and direct management staff in the hospitals operating
in the city of Bangladesh (Benghazi Medical Center,
Republic Hospital, Jala Hospital, October 7th Hospital)
The study found that the level of practice of medical
personnel and personnel to share knowledge in general
was moderate, with each dimension in hospitals as well
as the implementation of the policy for the
empowerment of staff in the hospitals in question.

In his study entitled "The role of knowledge transfers
in reducing the knowledge gap," [3], a survey of
doctors' opinions in some hospitals in Nineveh
governorate, aimed at detecting transfers of knowledge
in reducing the knowledge gap, Thus, through analysis
of the linkages and impact of knowledge transfers to
reduce the knowledge gap by drawing on the
descriptive curriculum, the study found that knowledge
transfer processes are modern entry points that seek to
achieve a successful transfer of knowledge among
individuals working in organizations and at their
different levels and specializations, as evidenced by the
correlation and moral impact of knowledge transfers in
reducing the knowledge gap In accordance with the
conclusions presented, a set of proposals were
formulated that could be adopted by the research
hospitals aimed at improving knowledge transfers to
reduce knowledge gaps.

It was in line with the objectives of the current study,
another study by [10] dealt with emerging technologies
in health care, overcoming risks and evaluating
rewards, One of its most important findings was that it
demonstrated the availability of two technologies,
radio frequency sensors (RFID) and global positioning
systems (GPS), which benefit health-care institutions
and appear capable of reducing costs but may require
substantial initial investment and have an impact on
some modern technologies such as nanotechnology,
and recommends that health-care institutions that can
navigate upcoming technologically driven model
transformations should be given attention by more
flexible organizations.

Similarities, differences, strengths and weaknesses
in this studies and comments on it:

The similarity in the previous work was to study the
Internet of Things with the same examples, which is to
connect devices to a single network to perform routine
work However, previous studies that studied the
Internet of Things did not care about the machine’s
superiority over humans and its benefits in terms of
saving time, reducing human errors, and saving effort
and costs. Also, previous studies have defined the
Internet of Things through very simplified graphics,
and they were not deep and clear graphics.

There is a great similarity in the studies that were
carried out to show the relationship between
technology and knowledge. All previous studies were
based on the same basis, which is the definition of
technology and the performance of related tasks.
However, many previous studies did not provide



solutions to the lack of experience among medical
personnel.

Also, most of the previous studies were conducted in
mafia that is not qualified to develop computer
technologies and integrate  technology and
programming with medical uses and the health sector.
Therefore, it is better to obtain specialized studies in
the field of experimentation, development, and
development for the health sector, which study medical
technologies in a specialized manner, practice them,
and test them in reality. It is not possible to rely on
realistic experiences in hospitals to use the Internet of
Things, for example, by default, without connecting the
devices in reality and testing them.

5. Results and discussion:

All previous studies agree with this paper on the
importance of using emerging technologies to secure
and confidential big health data for several reasons,
such as:

- The ability of these technologies to predict
the behavior of beneficiaries of patients and
doctors and reduce the risks they face.

- Keep data confidential and ensure that it is
maintained.

- Many health institutions cannot access and
use all their data.

- Emerging techniques of various Kkinds
contribute to data analysis and confidentiality.

The results of the study [2] showed that emerging
technologies in health care are proceeding at a rapid
pace, with the results showing that emerging
technologies have changed the practice of health care
and transformed the whole nature of the relationship
between disease and health.

A study [9] also showed that there are many factors to
consider when choosing an IOT data processing
solution, and there are many challenges in 10T data
exploration addressed through big data.

In addition to these findings, the results of the study [8]
showed that block chains were described as virtually
non-hackable, but most block chain transactions had
much less secure endpoints, and the study emphasized
that smart contacts should be scanned thoroughly for
any errors by experts before implementation, which |
agree with the results of the study [7], which showed
that IOT applications in health institutions contribute to
the patient's accurate health diagnoses, helping to
improve the quality of service provided to patients, as
well as the results show that this reduces the patient's
periodic hospital reviews by relying on 10T
applications for remote diagnosis.

6. CONCLUSION AND FUTURE WORKS
Although the previous researches differ in the handling

of 10T technologies in health big data security, some
of them focused on addressing blockchain techniques
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in the medical field, others focused on IOT in the
medical sector, especially hospitals, as well as some
studies focused on big data in the medical sector.
However, there was no study that collected and
addressed all the current study's variables in their focus
on emerging technologies and their handling of health
information and big data security.

As a future Studies, the Internet of Things and cloud
storage can be used to store the largest possible number
of patient files and build smart algorithms to identify
and diagnose diseases and try to treat them with
innovative recipes and methods.

It is also possible to take advantage of the blockchain
to build a database of the health status of customers, so
that medical and health institutions can easily return to
the medical file and identify the diseases that a person
may have contracted and his health condition directly.
It is also possible to benefit from the applications of
health sciences technology in forensic medicine in
identifying evidence, examinations, and how to die,
and storing data for return to them or submitting them
to the competent authorities.

In some emergency cases and delicate operations such
as brain surgery or endoscopic operations, smart
devices can be used to perform precise and microscopic
surgeries, especially brain, eye, neurosurgery and
microscopic surgeries.

The author of this article recommend the following:

- Attention should be highlighted to further
studies arranged by the security of emerging
technologies.

- Improve the quality of medical services using
emerging technologies.

- Empowering hospital workers to have the
ability to cope with emerging technologies
and their nature.

- Linking scientific knowledge with technical
knowledge and introducing technology to
academic, scientific and academic curriculain
universities and schools.

- Increasing introductory training courses for
nurses, doctors and health personnel to
introduce the impact of modern technology in
the medical sector.

- Allocating a budget for development and
scientific research in hospitals, a budget for
training, a budget for purchasing modern
devices, and working to find appropriate
financing ways to obtain devices in the future.

- Networking of computer and medical devices
as much as possible so that technology
becomes part of the profession and practice
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