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 

ABSTRACT 

 

The Internet of Things (IoT), refers to all the infrastructures 

and technologies put in place to operate various objects 

through an Internet connection, it is about connected objects. 

One of the most frequently used IoT application protocols is 

the Constrained Application Protocol (CoAP) that matches 

restricted computers. CoAP is a solution for in-regulated data 

formats and a high security to protect government-related data 

from cyber-attacks. CoAP advises using DTLS (Datagram 

Transport Layer Security) to provide robust security of the 

UDP-based TLS edition. Initially, DTLS was planned for 

conventional networks. Therefore, a heavyweight solution is 

created by moving the protocols over the resource-limited 

computers. Unfortunately, DTLS has some security issues 

regarding the management of keys and its vulnerability against 

common cyber-attacks especially Denial of Service (DoS). 

Thus, a security approach is important to secure CoAP-based 

IoT infrastructures from these attacks.  In our work, we 

propose to secure IoT data using enhanced DTLS protocol 

over CoAP. The enhancement DTLS make it possible to 

prevent DoS and Distributed DoS attacks. In our proposition, 

we apply a thrusted party (TP) to which we delegate the 

process of the authentication and authorization of clients. In 

addition, the TP is responsible of the verification of IP 

addresses in order to mitigate attackers from flooding the 

network with fake hello messages. 

 

Key words: CoAP, DTLS, DoS and Distributed DoS attacks, 

Internet of Things (IoT). 

 

1. INTRODUCTION 

 

The Internet of Things (IoT), which produces a huge 

variety of technology for the benefit of a society, is one of the 

fastest emerging networking paradigms. The creation of (IoT) 

has resulted in a protracted assault involving end-to-end 

security methods [1-4]. IoT infrastructures cover a big 

application area starting from business-oriented emergencies 

such as insurance and banking, to mission-critical crises such 

 
 

as e-health and intelligent transport networks. In order for raw 

data to be received by an IoT platform (like the Cloud for 

example), we need a facade through which objects can connect 

and communicate. This facade is called an application 

interface based on application protocols. An application 

protocol is a set of rules defining the mode of communication 

between two computer applications. These rules are based on 

transport protocols (TCP / UDP) to initially establish routes 

and exchange data according to all the rules of the selected 

application protocol. One of the most frequently used IoT 

application protocols for resource discovery is CoAP that 

matches restricted computers [5-8]. IoT systems need CDs 

with energy-efficiency, limited processing capabilities, limited 

storage space, efficient network architecture and setup, 

specified data model, and a model of (IoT) implementation for 

effective functionality. This device, like the ocean, is 

manufactured and made to be environmentally friendly. CoAP 

is a solution for in- regulated data formats and a high security 

to protect government-related data from cyber-attacks.  

Indeed, when CoAP is used for temperature control, the 

server sends some update to the client. Such attributes 

contribute to vast volumes of data. Otherwise, multiple 

problems emerge such as fragmentation and recombination. 

CoAP advises using to provide robust security of the 

UDP-based TLS edition. Initially, DTLS was planned for 

conventional networks. Therefore, a heavyweight solution is 

created by moving the protocols over the resource-limited 

computers. The DTLS headers are also too long to fit into a 

complete IEEE 802.15.4 transmission unit (MTU). Besides 

these technical problems, DTLS has also some security issues 

regarding the management of keys and its vulnerability against 

common cyber-attacks. The Internet of Things has a variety of 

security problems, but attacks against data communication 

infrastructure through Denial of Service (DoS) pose an 

especially major challenge to IoT deployments.  According to 

the literature in the context of IoT security, much of the work 

presents DoS attack detection mechanisms or only mentions 

DoS attacks as one of the IoT ecosystem's problems. 

Therefore, a security approach is important to secure 

CoAP-based IoT infrastructures from these attacks [9-12].  

The purpose of our work is to provide secure communication 

within the IoT environment and resilience against DoS attacks. 

Therefore, we propose to enhance the secure CoAP protocol 

with DTLS by integrating the concept of Third Party (TP). In 
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our work, we based our proposition on the work presented in 

[13], described above. We employed the idea of trusted party 

from that work and try to enhance it. However, in some cases, 

devices can be compromised and intruders will use their IP 

addresses to flood the network with fuzzy requests. Therefore, 

we plan to improve the existing proposition by adding a 

prevention mechanism presented in [14]. Although, the 

proposition of this later work was not dedicated to DTLS 

protocol. We believe that it provides great benefit to secure the 

protocol against DoS attacks. Thus, inspired by the proposal 

presented in [14], we opted the concept of IP addresses 

verification in our work and adapt it to be used by the trusted 

party (TP). This party is a trusted entity responsible for the 

verification and the authentication of the sending nodes called 

clients. The proposed mechanism aims to protect the IoT 

environment from DoS attacks as well as distributed DoS. The 

protection is lead on the idea of mitigating the attack by 

ensuring a strong authentication process between clients and 

server. Furthermore, the proposed mechanism aims to identify 

suspicious addresses that would be a trigger of such an attack. 

 

2. RELATED WORKS 

 

We review prior works that handled the problem of 

security in CoAP protocol. We study the security mechanism 

and approach proposed to secure the exchange of IoT data 

using DTLS protocol.  

In [15], the authors studied the security features of the 

CoAP protocol and address the different problems that face 

this protocol. In addition, CoAP security over DTLS was also 

discussed where authors affirm that CoAP is a good choice for 

IoT devices. However, there are still some enhancement and 

improvements to be done on the protocol as on it security 

protocol DTLS. Regarding CoAP security as well, authors in 

[13] address the security issue of distributed DoS attacks. 

Especially, those which use amplified reflection (AR-DDoS). 

This type of attack threatens the CoAP security and thus the 

authors studied this type of attack and its influence on IoT 

environments. 

Moreover, in the IoT environment, [16] the researchers 

have proposed a novel solution to prevent well-known attacks 

such as DoS and DDoS in the IoT, at an early stage at the 

Border Router node. The proposed method consists of two 

stages. The first one check and whether the sender is legitimate 

or doubtful. In the second one, the validity of the suspicious 

senders is verified. The authors used the Contiki Cooja 

simulator to simulate and implement the algorithm.  

Regarding our study of the state of art, we divided the 

works proposed for the enhancement of CoAP security into 

four main categories as shown in Figure 1. Noting that, this 

classification is based on which mechanism or context the 

authors have been focused on the most. Hence, we define four 

main categories. The first one is security investigation, where 

the proposed work emphasizes the security aspect by including 

newer cryptographic techniques such as the Elliptic Curve 

Cryptography (ECC) or using external entities to ensure more 

security such as trusted parts and security gateways. The 

second category is DTLS suitability. In this category, authors 

tried to make DTLS more secure and more appropriate for 

constrained environments. This appropriation is illustrated by 

header compression, lightweight protocol, and the 

improvement of its handshake phase. The third category 

classifies works that focused on performance optimization. 

Namely, the authors aim to reduce ROM utilization and packet 

overhead. The last category concerns work that deals with 

CoAP security outside DTLS, noting that this category is out 

of the scope of work. 

 
Figure 1: Related works proposed classification 

In what follows, we highlight the methods proposed for 

each category. In the security investigation category, an 

approach using ECC is presented in [17] where authors 

suggested a scheme to create a secure session key between the 

remote server and IoT devices named ECC-CoAP. In their 

method, the authors enhanced the authentication mechanism 

by using a limitation technique. In other words, any device will 

be blocked after a specific number of fail. Hence, the authors 

indicate that after three fail of authentication within the server, 

a device will be automatically blocked by the server to prevent 

DoS attacks and the transmission of the fuzzy requests. In 

order to evaluate the applicability of their solution, the authors 

perform a formal security analysis using the BAN logic and 

presented also a security verification using the role-based 

AVISPA tool [18]. However, their solution was not tested in a 

real environment. 

In [19], a smart gateway-based authentication and 

authorization strategy was proposed to prevent and protect 

more sensitive physiological information from cyber-attackers 

and malicious users. With the help of the Contiki Network 

Emulator, the enhanced-DTLS based on the smart gateway is 

seen showed. Moreover, basic authentication procedures are 

applied. The authors proposed to perform authentication using 

smartcards. For the formal security analysis and verification, 

this work uses AVISPA (Automated Validation of Internet 

Security-sensitive Protocols and Applications) tools and BAN 

(Burrows-AbadiNeedham) logic. To increase the suitability of 

DTLS, the authors in [20] proposed also a DTLS improvement 

to be used with CoAP protocol. Their method consists of the 

separation of the two phases: DTLS handshake and data 

encryption phase. Basically, the proposed solution is based on 

a delegation mechanism where they suggested to use Secure 

Service Manager (SSM) to delegate the handshake phase. 

Thus, they aimed to eliminate the power and the space needed 

for such a handshake.  
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An improved version of DTLS including header 

compression for securing IoT is proposed in [21]. Regarding 

CoAP, the improvement in DTLS with header compression 

decreases the DTLS overhead. In that way, it improves the 

energy consumption and the response time. In this work, the 

authors proposed a collaboration of DTLS and CoAP where 

the DTLS header compression framework has been proposed 

to help to minimize the packet size and to prevent 

fragmentation by complying with the 6LoWPAN 

requirements.  

In [15], the authors focused on the enhancement and light 

weighting of the DTLS protocol. They used a Trusted Third 

Party (TTP) to afford improvement to E-Lithe. This concept 

ensures the pre-exchanging of secret keys as well as resilience 

against DoS attacks. However, in this work, the TTP uses a 

primary authentication mechanism and does not protect from 

DDoS attacks. 

In [16], the authors established an enhanced 

implementation of DTLS for CoAP. They proposed to use the 

(ECC) optimizations and focus on reducing the use of ROM. 

Furthermore, they combined fragmentation and 

connection-oriented communication (CoC) to lightweight 

DTLS comparing to the standard version. Additionally, to 

prevent server resource consumption in case of a DoS attack, 

the authors applied a stateless cookie technique. This 

technique is based on the cookie validation and the 

retransmission of the Client Hello message. Hence, the DTLS 

handshake depends on the server's decision. To validate the 

feasibility of their approach, the authors applied their 

proposition on the MagoNode and compared it to the DTLS 

standard implementation. The experimental results prove that 

the optimized ECC solution outperforms the standard 

implementation and improves network lifetime. Nevertheless, 

the proposed solution was not tested in a real-life scenario. 

 

 

In [22], the authors have enhanced DTLS implementation 

over CoAP for the IoT. Their implementations are based on 

ECC and performed on a platform named MagoNode. The 

results of their implementation show a reduction in ROM 

occupancy and computation overhead within CoAP. 

An enhanced DTLS version was introduced [23], where 

the authors emphasize the performance aspect.  Hence, their 

method aims to minimize DTLS communication costs and 

fortifies its security. The authors integrated several encryption 

elements inside CoAP messages while creating Client/server 

connections. In addition, the authors focused on extenuating 

DoS attacks by extending the DTLS handshake process with 

cookies. Hence, to prevent resource exhaustion caused by DoS 

attacks, it is primordial for a server to ensure the client's 

abilities before the resource allocation. The evaluation of the 

proposed method indicated that the simplification of the DTLS 

handshake process ensures better performance. Thus, the 

consumption of energy, the packet overhead, and the ROM 

usage have been reduced. Nevertheless, in terms of 

performance, the proposed model suffers from a latency 

problem. In addition, in terms of security, the authors does not 

deal with all the DoS attack scenarios such as those launching 

from spoofed IP addresses. 

Finally, we considered an example of methods that uses 

other security mechanism for CoAP. Namely, the Advanced 

Encryption Standard (AES) algorithm was used in [24] to 

conceive a lightweight security structure in CoAP. Authors 

divide their work into two sections; the first one allows 

lightweight security for CoAP (CoAPs-Lite). The second part 

permits the process of authentication in IoT devices 

(CoAP_auth). This solution ensures confidentiality, key 

management and authentication. However, it inherits security 

problems related to AES and it is not a standardized solution. 

Table 1 summarizes the related work discussed in this section. 

 

 

 

 

Table 1: Related works summary 

 

Work Category Proposed Solution Advantage Drawback 

[13]  DTLS 

Suitability 

 

DTLS enhancement using third 

trusted party (TTP) 

ensures the pre-exchanging of 

secret keys and resilience against 

DoS attacks 

primary authentication 

mechanism No protection 

against DDoS attacks 

[16]  Performance 

Improvement 

 

combine fragmentation and 

connection-oriented communication 

(CoC) to lightweight DTLS 

Prevent server resource 

consumption in case of a DoS 

attack and improves network 

lifetime.  

The proposed solution was 

not tested in a real-life 

scenario. 

[19]   Security 

Investigation 

Ensure authentication and 

authorization by using smart gateway- 

Simple solution to protect 

sensitive physiological data 

basic authentication 

procedures 

[20]  DTLS 

Suitability 

Delegation of DTLS protocols using 

Secure Service Manager (SSM) 

eliminate the power and the 

space needed for such DTLS 

handshake to make it more 

suitable for constrained devices 

Resulting security issues in 

case of SSM failure. 
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[21]  DTLS 

Suitability 

 

DTLS header compression for 

securing IoT CoAP-based 

communication 

decreases the DTLS overhead, in 

that way it improves the energy 

consumption and the response 

time 

No prevention against 

cyber-attacks 

[22]  Performance 

Improvement 

 

ECC-based DTLS implementation a reduction in ROM occupancy 

and computation overhead 

within CoAP 

No prevention against 

cyber-attacks 

[23] Performance 

Improvement 

 

integrate several encryption elements 

inside CoAP messages while creating 

Client/server connections and the use 

of cookies 

minimize DTLS communication 

costs and fortifies its security 

Didn’t deal with all the DoS 

attack scenarios such as 

those launching from 

spoofed IP addresses. 

[24]  Lightweight 

Security 

Solutions 

a lightweight security structure based 

on AES 

ensures confidentiality, key 

management and authentication 

Nonstandard solution 

 

In this work, we aimed to strengthen the authentication and 

the authorization process in DTLS by using the concept of TP. 

The TP is responsible for the authentication of clients; hence, 

it will perform a pre-exchange of a secret pre-shared key 

between the client and the server. Furthermore, the TP will 

keep a list for suspicious IP addresses or addresses that have 

been compromised before in order to prevent DoS attack. 

Thus, the main idea of this work is to prevent DoS attacks in 

order to mitigate their harm. In this work we have been 

inspired by the work presented in [15], which deals with the 

idea of trusted party. However, in some cases devices can be 

compromised and intruders will use their IP addresses to flood 

the network with fuzzy requests.  

Therefore, our work enhances the security of the proposed 

method in [15] by creating the mechanism of filtering lists. 

Thanks to the IP addresses verification method, our protocol is 

more secure and can prevent DoS attacks comparing to the 

proposition of [15]. Our proposed enhanced DTLS uses the 

idea of TP to minimize the chances of DoS attack on server.  

TP and server pre-share and agree a secret used for the 

authentication of the client as well as the server. Hence, it is 

considered more efficient and more secure 

3. PROPOSED APPROACH 

The proposed solution aims to prevent DoS and DDos attack 

on server in an IoT environment, using the concept of TP for 

DTLS over CoAP Protocol. The TP will be in charge for 

exchanging secret keys, authenticating the client and checking 

for suspicious devices. Hence, our schema defines three 

segments: The server, the client environment, and the trusted 

party as shown in Figure 2, Dos attack can be lunched in the 

network using spoofed IP addresses or by flooding the 

network with fuzzy requests (client hello message in case of 

DTLS). Hence, to reserve the server security and the 

continuity of services, clients aiming to reach the server must 

be validated as legitimate devices and IP addresses must be 

checked to classify those how are suspicious, especially for the 

case of distributed DoS where the attack is performed by 

several nodes distributed in the network. 

 
Figure 2: Segments of the proposed schema 

 

 

 

The functioning of the proposed schema is divided into 

four main phases as follows: 

 

1.  Server to TP connection (Trust Exchange phase) 

 

Before the beginning of the connection and the 

transmission of any information between the client and the 

server or even between the trusted party and the client, a 

mutual trust between the server and the trusted party must be 

established. This trust is expressed by the exchange of shared 

secret between them. Hence, the first thing to do is to 

guarantee that TP and the server get agreed on a pre-shared 

secret (Figure 2). This secret does not help for the mutual trust 

only, but, it will be used latter to validate clients by the TP and 

to authenticate their credential. Noting that, this pre-shared 

secret is considered as a symmetric secret key noted K. 

2. Traffic check (Authorization phase) 

 

Once a client wants to initiate a DLTS communication, it 

will send an authentication request (AuthREQ) message to the 

TP. When receiving a packet, the TP perform a traffic check to 

decide whether the incoming packet is legitimate or not. In 

other words, this step is considered as an authorization phase, 

where only authorized device with legitimate IP addresses are 

allowed to communicate with the server. Hence, to ensure that, 

the TP analyzes the source IP addresses of incoming traffic 
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from the external network. This analysis is performed in order 

to classify IP address in one of these three lists: 

• Blocked list (BL): contain a list of IP sources addresses 

that are not allowed to send any traffic inside the network. 

Traffic coming from this address is denied and automatically 

dropped. 

• Suspicious list (SL): contain a list of IP sources addresses 

that may present a potential danger. Hence, the traffic coming 

from these addresses is suspicious and can be harmful for the 

network security as it can lunch DoS attacks. 

• Trusted List (TL): contain a list of IP sources addresses 

that are considered as trusted or safe. Hence, traffic coming 

from these addresses is legitimate. 

Consequently, the TP extract the packet header (Main 

algorithm, line 1) and check if the source IP (IPS) of the 

incoming packet figures into one of the lists defined above, 

and decide whether accepting the traffic or drop it. Thus, if the 

IP address belongs to the BL list (Main algorithm, line 2) then 

the TP will drop the connection with this device even after it 

has been authenticated (Main algorithm, line 3). Otherwise, it 

will check the packet payload (PL). If it is greater than the size 

of other non-suspicious packets, it will be considered as 

malicious packets (Main algorithm, line 5). The comparison is 

conducted with a predefined threshold called Payload 

threshold (PLT). Accordingly, the TP drop the packet and the 

source IP is added to SL list. If the problem of payload is 

originating from the same IP of a previous suspicious packet, 

then DoS attack will be detected (Main algorithm, line 11) and 

the IP address will be moved the BL list. Else, if it comes from 

different IPs, then a Distributed DoS attack will be detected 

(Main algorithm, line 14), and all IPs addresses will be moved 

to the SL list (Main algorithm, line 16). Later, for packets that 

are coming from SL, the TP checks whether the packet shares 

the same features as the previous ones originating from the 

same IP. If it is the case, the IP address will be added to the BL 

list. In case where no problem has detected neither in the IP 

address nor in the packet payload, this address will be moved 

to TL list (Main algorithm, line 20) and the incoming traffic 

will be considered as legitimate. In what follow, we present the 

algorithm that translates the function of this stage. 

 

 Proposed Algorithm 

  

Input: Packet P: [IPS, IPD, PL], 

 begin 

  Extract (P, [header]); // extracting the IP add 

from the packet header 

  if IPS  BL then 

  Drop P;                // Dropping the packet 

  else 

   if PL > PLT then       //payload comparison 

    Drop Packet; 

    Add (IPS, BL);     //moving the address to the 

blacklist 

   elseif IPS  SL then 

    if PL = PL’then    // PL’is a payload of a 

previous suspicious packet  

     if IPS = IPS’ then // IPS’ is a Src address of a 

suspicious packet 

      Alert(‘DoS attempt detected’); 

      Add (IPS, BL); 

     elseif multiple (IPS)then //problem 

originating from several addresses  

      Alert(‘DDoS attempt detected’); 

      For each IPS do  

       Add (IPS, SL); //add all the Adr to the SL 

     Endif 

   Endif 

  Endif 

 Add (IPS, TL); //when no problem is detected 

add the adr to the TL list 

 End 

 

3 TP to client connection (Authentication phase) 

 

This phase is the last step that precedes the DTLS 

handshake. This stage is considered as the authentication 

phase. It consists of a secure double checking to enforce the 

server security. After the confirmation of the device 

legitimacy, the TP will respond to the client AuthREQ 

message with an AuthREP message containing a sequence 

number (SN), the identity of the client and a key session 

generating from the pre-shared key K. When receiving this 

message, the client will respond with a message containing 

the key K along with the same sequence number (SN). In this 

way, the TP first authenticate this client as well as its 

credentials (Figure 3). 

 

4 Client to server connection (Communication phase) 

 

When the authentication of the client is ensured, the client 

HELLO message is forwarded to the server, which has a 

mutual trust with the TP. After this stage, the client sends a 

handshake request to the server. On its turn, the server 

compares the authentication key. If it matches, the process is 

followed by server hello message, thus, the client/server 

communication starts. Otherwise, the whole communication 

is dropped (Figure 3). 

 
Figure 3:  Messages Exchange 
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Our proposed enhanced DTLS use the idea of TP to 

minimize the chances of DoS attack on server. TP and server 

pre-share and agree a secret used for the authentication of the 

client as well as the server. Before the phase of 

authentication, the TP check firstly if the traffic is legitimate, 

to authorize (or not) a device to communicate. This 

authorization is given according to an IP addresses list. After 

that, the device is authorized; the TP authenticates the client 

for server. Consequently, server offers services only for a 

client that is considered as legitimate user. In addition to the 

attack prevention, the proposed method reduces the 

authentication of client overhead on the server. Figure 4 

summarizes the functioning of our secure solution for DTLS 

protocol. 

 

 

 

 

 

  
Figure 4:  Flowchart of the proposed solution 
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3. RESULTS AND DISCUSSION 

 

In this section, we illustrate our proposed solution which 

aims to enhance the security the CoAP protocol with DTLS by 

integrating the concept of Third Party (TP). Indeed, we focus 

on the implementation of the proposed solution and the 

evaluation of the enhanced DTLS protocol performances. 

More details are given in the following sections. 

 

1 Implementation of the proposed solution 

 

In order to check the efficacy and the efficiency of our 

proposed enhanced DTLS protocol, we opted for an 

implementation of the protocol using the MATLAB tool. For 

this purpose, we implement the algorithm proposed on 

MATLAB using special libraries for the manipulation of the 

CoAP protocol. As a result, the principle of noting 

implementation is the use of Internet Protocol (IP) principles 

over DTLS to secure the CoAP protocol. Additionally, we 

used the MATLAB simulator SIMULINK. It represents a 

functional diagram environment for multi-domain simulation 

and the Model-Based Design approach. It supports 

system-level design and simulation, automatic code 

generation, and continuous testing and verification of 

on-board systems. Also, SIMMULINK [25] offers a graphics 

editor, a customizable set of block libraries and solvers for 

modeling and simulating dynamic systems. 

 

 

2 Implementation steps 

 

The proposed enhanced protocol uses the idea of TP to 
minimize the chances of DoS attack on server. By default 
and to secure subsequent communications, the TP and 
server pre-share and agree a secret used key for the 
authentication of the client as well as the server. Knowing 
that, this secret key is only shared between these trusted 
peers. Basically, before the phase of authentication, the 
TP check firstly if the traffic is legitimate, to authorize (or 
not) a device to communicate. This authorization is given 
according to an IP addresses list. After that, the device is 
authorized; the TP authenticates the client for server. 
Consequently, server offers services only for a client that 
is considered as legitimate user. Hence, for the 
implementation of DTLS enhanced protocol, we apply the 
principle of the TP on the DTLS protocol in order to filter 
the incoming CoAP packets. For this reason, we employ 
the CoAP MATLAB library to manipulate CoAP requests 
and responses. Then, we add the principle of the third 
part that will build the three filtering lists: Blocked list, 
suspicious list and Trusted List. Therefore, the third-party 
server, after the authentication phase, will check the 
traffic each time. The server verification aim to classify 
the IP addresses according to the traffic behavior.  This 
latter is defined according to packets received previously. 
Noting that comparison is conducted with a predefined 
threshold called Payload threshold (PLT). Hence, our 
code consists in making comparison between the IP 
addresses and also between the traffic behaviors. Thus, 

the TP server checks whether the packet shares the same 
features as the previous ones originating from the same 
IP. 

 

3 Implementation model 

 

We introduce the three lists of the protocol as well as a 

server as a secure and trusted third party. So, we make 

transmissions from three different machines: a trusted 

machine, a suspicious machine and a machine with blocked IP 

address. Figure 5 shows this model in Simulink, where the 

three machines try to transmit different packets over time 

destined to the host server with the IP address 192.168.1.3 and 

the black bar presented the improved DTLS protocol which 

will filter the traffic received from the three machines to 

update the lists of IP addresses. This model is used in Simulink 

to extract the results that will be explained in the next section. 

 

 
 

Figure 5: the proposed model in Simulink 

 

4 Simulation results 

 

For the simulation, running the previous model in the 

MATLAB simulator, Simulink have given the result shown in 

figure 6. As shown in the figure, the results are quite positive 

concerning the efficiency of the proposed method. The server 

of the third party lets through the traffic of a single machine 

(the trusted machine) and consequently we can find its IP 

address registered in the trusted list. On the other hand, the 

traffic of the two other machines is blocked. For the suspicious 

machine, its IP address is added to SL and the traffic TLP is 

used for future comparison. Moreover, with regard to the 

machine with blocked IP, the traffic is immediately bypassed 

by the protocol. 

 

 
Figure 6:  Results of the packet filtering simulation using one 

user 
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As shown in the figure 7, the results are quite positive 

concerning the efficiency of the proposed method. The server 

of the third party lets through the traffic of a single machine 

(the trusted machine) and consequently we can find its IP 

address registered in the trusted list. On the other hand, the 

traffic of the two other machines is blocked. For the suspicious 

machine, its IP address is added to SL and the traffic TLP is 

used for future comparison. Moreover, with regard to the 

machine with blocked IP, the traffic is immediately bypassed 

by the protocol.  

 

 
Figure 7: Results of the packet filtering simulation using 30 users 

 

Regarding results in figure 7, we can see that it defines 3 

different types of traffic: yellow for trusted traffic, blue for 

suspicious traffic, and red for the blocked traffic.  Noting that, 

in our experience, we used 90 users which are divided into 

three categories, 30 users for each one. Hence, we have 

defined a database which contains all the IP addresses of these 

users belonging to the 3 different categories and we have 

started the traffic transmission. As a result, on their arrival at 

the server, the improved DTLS protocol begins the operation 

of verifying the IP addresses. Subsequently, it will classify 

these addresses according to the filtering lists already 

predefined. According to this classification, the server of the 

TP decides if the traffic can pass or not. Therefore, the server 

allowed the traffic of all 30 IP addresses classified in the 

trusted list to pass, in addition to some users with suspicious 

behavior. On the other hand, none of the blocked users were 

able to pass their traffic through the server TP.  

The results of detection made by the server are shown in 

figure 8 and details of these results are presented in Table 5.1 

 

 
 

Figure 8: Blocked and allowed traffic by TP server 

 

We can also notice that the number of false positives and 

false negatives is very small to a point that it is almost 

negligible. Regarding the detection, the server was able to 

detect all the 30 trusted users. However, there was a difference 

of 3 users from 30 in the detection of suspicious. Despite this 

the server has classified them as blocked users and therefore 

even in the case of false negative the algorithm still remains 

secure. As presented in the table, this gives us almost 7% false 

positive percentage while the classification of suspicious and 

blocked Users. Regarding the traffic filtering, we measured a 

percentage of 6.45% false negative. 

 
Table 2:  TP server Detection results 

 Trusted 

users 

Suspicious 

Users 

Blocked 

Users 

Total 

Defined users 30 30 30 90 

Server 

classification 

30 27 33 90 

Classification 

false positives 

00% 00% 10% 6.66

% 

Classification 

false 

negatives 

00% 10% 00% 6.66

% 

Allowed 

traffic 

30 20 02 52 

Blocked 

traffic 

00 07 31 38 

 false 

positives 

00% 00% 00% 00% 

false 

negatives 

00% 00% 6.45% 6.45

% 

 

These signals are created as a result of the simulation. 

Noting that the rising and falling signals are excluded from 

transmission, only the yellow line is stable and therefore the 

traffic has arrived at its destination. Therefore, we observe that 

the protocol only lets the traffic in yellow pass, i.e. the trusted 

machine. These results assert the proper functioning of the 

enhanced DTLS protocol and confirm its security against DoS 

attacks that can be launched by untrustworthy machines 
 

5 Comparison 

 

The contrast between our proposition and the similar 

works is described in this subsection. For this objective, we 

used the method proposed in [15] and then replicated the 

experiment under the same conditions. Besides that, we used 

30 users divided into three groups, each with ten members. As 

consequence, we created a database that comprises all of these 

users' IP addresses from the three separate groups, and we 
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started the traffic transmission. The simulation is carried out 

using standard DTLS, the approach given in [15], and our 

proposed protocol. The percentage of false negatives and false 

positives is used as a comparison criterion. Figure 9 depicts 

the outcomes of this experiment. 

We can notice that our method presents the minimum of 

false negatives/false positives (1,31% / 3,75%) compared to 

conventional DTLS (6,21% / 9,22%) and the method in [15] 

(3,98% / 5,06%). This experience further demonstrates the 

effectiveness of our proposed protocol and ensures the interest 

of our contribution. 

 

 
 

Figure 9:   Related works comparison 

5. CONCLUSION AND FUTURE WORK 

Securing the Internet of Things is not all about guarding 

against the leakage of sensitive data. The IoT, like any 

information service, requires protection that considers the 

three fundamental properties of security: confidentiality, 

integrity and availability. The CoAP protocol is used with the 

IoT in conjunction with DTLS to ensure its security. DTLS has 

some security issues regarding the management of keys and its 

vulnerability against common cyber-attacks. Therefore, in this 

work, we proposed a method to secure IoT data using 

enhanced DTLS protocol over CoAP. The enhancement 

DTLS made it possible to prevent DoS and Distributed DoS 

attacks. In our proposition, we used a thrusted party (TP) to 

which we delegated the process of the authentication and 

authorization of clients. In addition, the TP is responsible of 

the verification of IP addresses in order to mitigate attackers 

from flooding the network with fake hello messages. The goal 

of our work was achieved since our enhanced protocol proves 

its security and efficiency in detecting malicious and harmful 

traffic. In addition, the protocol was able to identify DoS 

traffic behavior in order to mitigate this attack. To the best of 

our knowledge, the proposed protocol has only a percentage of 

6.45% false negative rates and 0% of false positives rates 

when filtering the traffic.  

 

As future work, we propose to further improve the system 

of verification of IP addresses by using other sophisticated 

methods such as the Artificial Intelligence (AI). In addition, 

the detection of DoS attacks may also be improved by creating 

a smarter detection system. 
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