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Abstract: The European Union has approved a new Regulation  

that lays down rules relating to the protection of natural persons 
with regard to the processing of personal data and rules relating to 
the free movement of personal data. This Regulation will apply to 
the processing of personal data in the context of the activities of an 
establishment of a controller or a processor in the Union, regardless 
of whether the processing takes place in the Union or not. It will also 
apply to the processing of personal data by a controller not 
established in the Union in certain circumstances. This article is a 
little abstract of part of the Regulation content.  
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1. INTRODUCTION 
The European Union has approved a new Regulation that 

lays down rules relating to the protection of natural persons 
with regard to the processing of personal data and rules 
relating to the free movement of personal data. This 
Regulation repeals Directive 95/46/EC (General Data 
Protection Regulation) and will apply to the processing of 
personal data in the context of the activities of an 
establishment of a controller or a processor in the Union, 
regardless of whether the processing takes place in the Union 
or not. It will also apply to the processing of personal data by 
a controller not established in the Union in certain 
circumstances. In addition, it will directly affect the design of 
applications and programs related to the offering of goods or 
services, irrespective of whether a payment of the data subject 
is required, or the monitoring of the behavior of the Union 
citizens.  

The economic and social integration resulting from the 
functioning of the internal market has led to a substantial 
increase in cross-border flows of personal data. The 
exchange of personal data between public and private actors, 
including natural persons, associations and undertakings 
across the Union has increased. National authorities in the 
Member States are being called upon by Union law to 
cooperate and exchange personal data so as to be able to 
perform their duties or carry out tasks on behalf of an 
authority in another Member State. 

Rapid technological developments and globalization have 
brought new challenges for the protection of personal data. 
The scale of the collection and sharing of personal data has 
increased significantly. Technology allows both private 
companies and public authorities to make use of personal 
data on an unprecedented scale in order to pursue their 
activities. Natural persons increasingly make personal 

 
 

information available publicly and globally. Technology has 
transformed both the economy and social life, and should 
further facilitate the free flow of personal data within the 
Union and the transfer to third countries and international 
organizations, while ensures a high level of the protection of 
personal data. 

 
Those developments require a strong and more coherent 

data protection framework in the Union, backed by strong 
enforcement, given the importance of creating the trust that 
will allow the digital economy to develop across the internal 
market. Natural persons should have control of their own 
personal data. Legal and practical certainty for natural 
persons, economic operators and public authorities should be 
enhanced. The objectives and principles of Directive 
95/46/EC remain sound, but it has not prevented 
fragmentation in the implementation of data protection 
across the Union, legal uncertainty or a widespread public 
perception that there are significant risks to the protection of 
natural persons, in particular with regard to online activity. 
Differences in the level of protection of the rights and 
freedoms of natural persons, in particular the right to the 
protection of personal data, with regard to the processing of 
personal data in the Member States may prevent the free flow 
of personal data throughout the Union. Those differences 
may therefore constitute an obstacle to the pursuit of 
economic activities at the level of the Union, distort 
competition and impede authorities in the discharge of their 
responsibilities under Union law. Such a difference in levels 
of protection is due to the existence of differences in the 
implementation and application of Directive 95/46/EC. 

 
With the new Regulation, in order to ensure a consistent 

and high level of protection of natural persons and to remove 
the obstacles to flows of personal data within the Union, the 
level of protection of the rights and freedoms of natural 
persons with regard to the processing of such data should be 
equivalent in all Member States. Consistent and homogenous 
application of the rules for the protection of the fundamental 
rights and freedoms of natural persons with regard to the 
processing of personal data should be ensured throughout the 
Union.  

2. OBJECTIVES OF THE REGULATION 
According to the Article 8 (1) of the Charter of fundamental 
Rights of the European Union  and article 16 (1) of the Treaty 
on the Functioning of the European Union (TFEU), the 
protection of natural persons in relation to the processing of 
personal data is a fundamental right. The new Regulation is 
addressed to contribute to the accomplishment of an area of 
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freedom, security and justice and of an economic union, to 
economic and social progress, to the strengthening and the 
convergence of the economies within the internal market, 
and to the well-being of natural persons. It also respects the 
fundamental rights and observes the freedoms and principles 
recognized, in particular the respect for private and family 
life, home and communications, the protections of personal 
data, freedom of thought, conscience and religion, freedom 
of expression and information, freedom to conduct a 
business, the right to and effective remedy and to a fair trial, 
and cultural, religious and linguistic diversity.  
 
The processing of personal data should be designed to serve 
mankind. The right to the protection of personal data is not 
an absolute right; it must be considered in relation to its 
function in society and be balanced against other 
fundamental rights, in accordance with the principle of 
proportionality. The Regulation respects all fundamental 
rights and observes the freedoms and principles recognized 
in the Charter as enshrined in the Treaties, in particular the 
respect for private and family life, home and 
communications, the protection of personal data, freedom of 
thought, conscience and religion, freedom of expression and 
information, freedom to conduct a business, the right to an 
effective remedy and to a fair trial, and cultural, religious and 
linguistic diversity. 
 
In order to prevent divergences hampering the free 
movement of personal data within the internal market, a 
Regulation is necessary to provide legal certainty and 
transparency for economic operators, including micro, small 
and medium-sized enterprises, and to provide natural 
persons in all Member States with the same level of legally 
enforceable rights and obligations and responsibilities for 
controllers and processors, to ensure consistent monitoring 
of the processing of personal data, and equivalent sanctions 
in all Member States as well as effective cooperation between 
the supervisory authorities of different Member States. 
 
To take account of the specific situation of micro, small and 
medium-sized enterprises, the Regulation includes 
derogation for organizations with fewer than 250 employees 
with regard to record-keeping. In addition, the Union 
institutions and bodies, and Member States and their 
supervisory authorities, are encouraged to take account of the 
specific needs of micro, small and medium-sized enterprises 
in the application of this Regulation.  
 

3. MATERIAL SCOPE 
 
The protection afforded by the Regulation should apply to 
natural persons, whatever their nationality or place of 
residence, in relation to the processing of their personal data. 
The Regulation does not cover the processing of personal 
data which concerns legal persons and in particular 
undertakings established as legal persons, including the 
name and the form of the legal person and the contact details 
of the legal person. 
 
In order to prevent creating a serious risk of circumvention, 
the protection of natural persons should be technologically 

neutral and should not depend on the techniques used. The 
protection of natural persons should apply to the processing 
of personal data by automated means, as well as to manual 
processing, if the personal data are contained or are intended 
to be contained in a filing system. Files or sets of files, as well 
as their cover pages, which are not structured according to 
specific criteria should not fall within the scope of this 
Regulation. 
The Regulation does not apply to issues of protection of 
fundamental rights and freedoms or the free flow of personal 
data related to activities which fall outside the scope of Union 
law, such as activities concerning national security. The 
Regulation does not apply to the processing of personal data 
by the Member States when carrying out activities in relation 
to the common foreign and security policy of the Union. 
 
It will not apply to the processing of personal data by a 
natural person in the course of a purely personal or household 
activity and thus with no connection to a professional or 
commercial activity. Personal or household activities could 
include correspondence and the holding of addresses, or 
social networking and online activity undertaken within the 
context of such activities. However, the Regulation applies to 
controllers or processors which provide the means for 
processing personal data for such personal or household 
activities. 
 
The protection of natural persons with regard to the 
processing of personal data by competent authorities for the 
purposes of the prevention, investigation, detection or 
prosecution of criminal offences or the execution of criminal 
penalties, including the safeguarding against and the 
prevention of threats to public security and the free 
movement of such data, is the subject of a specific Union 
legal act. This Regulation should not, therefore, apply to 
processing activities for those purposes. However, personal 
data processed by public authorities under this Regulation 
should, when used for those purposes, be governed by a more 
specific Union legal act, namely Directive (EU) 2016/680 of 
the European Parliament and of the Council (7). Member 
States may entrust competent authorities within the meaning 
of Directive (EU) 2016/680 with tasks which are not 
necessarily carried out for the purposes of the prevention, 
investigation, detection or prosecution of criminal offences 
or the execution of criminal penalties, including the 
safeguarding against and prevention of threats to public 
security, so that the processing of personal data for those 
other purposes, in so far as it is within the scope of Union 
law, falls within the scope of this Regulation. 
 
When the processing of personal data by private bodies falls 
within the scope of this Regulation, this Regulation should 
provide for the possibility for Member States under specific 
conditions to restrict by law certain obligations and rights 
when such a restriction constitutes a necessary and 
proportionate measure in a democratic society to safeguard 
specific important interests including public security and the 
prevention, investigation, detection or prosecution of 
criminal offences or the execution of criminal penalties, 
including the safeguarding against and the prevention of 
threats to public security. This is relevant for instance in the 
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framework of anti-money laundering or the activities of 
forensic laboratories. 
 
In order to ensure that natural persons are not deprived of the 
protection to which they are entitled under this Regulation, 
the processing of personal data of data subjects who are in the 
Union by a controller or a processor not established in the 
Union should be subject to this Regulation where the 
processing activities are related to offering goods or services 
to such data subjects irrespective of whether connected to a 
payment. In order to determine whether such a controller or 
processor is offering goods or services to data subjects who 
are in the Union, it should be ascertained whether it is 
apparent that the controller or processor envisages offering 
services to data subjects in one or more Member States in the 
Union. Whereas the mere accessibility of the controller's, 
processor's or an intermediary's website in the Union, of an 
email address or of other contact details, or the use of a 
language generally used in the third country where the 
controller is established, is insufficient to ascertain such 
intention, factors such as the use of a language or a currency 
generally used in one or more Member States with the 
possibility of ordering goods and services in that other 
language, or the mentioning of customers or users who are in 
the Union, may make it apparent that the controller 
envisages offering goods or services to data subjects in the 
Union. 
 
The processing of personal data of data subjects who are in 
the Union by a controller or processor not established in the 
Union should also be subject to this Regulation when it is 
related to the monitoring of the behaviour of such data 
subjects in so far as their behaviour takes place within the 
Union. In order to determine whether a processing activity 
can be considered to monitor the behaviour of data subjects, it 
should be ascertained whether natural persons are tracked on 
the internet including potential subsequent use of personal 
data processing techniques which consist of profiling a 
natural person, particularly in order to take decisions 
concerning her or him or for analyzing or predicting her or 
his personal preferences, behaviours and attitudes. 
 
The principles of data protection should apply to any 
information concerning an identified or identifiable natural 
person. Personal data which have undergone 
pseudonymisation, which could be attributed to a natural 
person by the use of additional information, should be 
considered to be information on an identifiable natural 
person. To determine whether a natural person is 
identifiable, account should be taken of all the means 
reasonably likely to be used, such as singling out, either by 
the controller or by another person to identify the natural 
person directly or indirectly. To ascertain whether means are 
reasonably likely to be used to identify the natural person, 
account should be taken of all objective factors, such as the 
costs of and the amount of time required for identification, 
taking into consideration the available technology at the time 
of the processing and technological developments. The 
principles of data protection should therefore not apply to 
anonymous information, namely information which does not 
relate to an identified or identifiable natural person or to 

personal data rendered anonymous in such a manner that the 
data subject is not or no longer identifiable. The Regulation 
does not therefore concern the processing of such anonymous 
information, including for statistical or research purposes. 
 

4. TERRITORIAL SCOPE 
 
According to article 3, the Regulation applies to:  
- processing of personal data in the context of the activities of 
an establishment of a controller or a processor in the Union, 
regardless of whether the processing takes place in the 
Union or not. 
- processing of personal data of data subjects who are in the 
Union by a controller or processor not established in the 
Union, where the processing activities are related to: 
 

(a)  The offering of goods or services, irrespective of 
whether a payment of the data subject is required, to 
such data subjects in the Union; or 

 
(b)  The monitoring of their behaviour as far as their 

behaviour takes place within the Union. 
 
It will also apply to the processing of personal data by a 
controller not established in the Union, but in a place where 
Member State law applies by virtue of public international 
law. 
 

5. BUT, WHAT ARE WE TALKING ABOUT? 
DEFINITIONS 

 
In order to avoid misunderstandings, the Regulation includes 
a list of definitions of the principal subjects involved. This is 
a list of the main subjects:  
-‘personal data’ means any information relating to an 
identified or identifiable natural person (‘data subject’); an 
identifiable natural person is one who can be identified, 
directly or indirectly, in particular by reference to an 
identifier such as a name, an identification number, location 
data, an online identifier or to one or more factors specific to 
the physical, physiological, genetic, mental, economic, 
cultural or social identity of that natural person; 
-‘processing’ means any operation or set of operations which 
is performed on personal data or on sets of personal data, 
whether or not by automated means, such as collection, 
recording, organization, structuring, storage, adaptation or 
alteration, retrieval, consultation, use, disclosure by 
transmission, dissemination or otherwise making available, 
alignment or combination, restriction, erasure or destruction; 
- ‘restriction of processing’ means the marking of stored 
personal data with the aim of limiting their processing in the 
future; 
- ‘profiling’ means any form of automated processing of 
personal data consisting of the use of personal data to 
evaluate certain personal aspects relating to a natural person, 
in particular to analyze or predict aspects concerning that 
natural person's performance at work, economic situation, 
health, personal preferences, interests, reliability, behaviour, 
location or movements; 
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-‘pseudonymisation’ means the processing of personal data 
in such a manner that the personal data can no longer be 
attributed to a specific data subject without the use of 
additional information, provided that such additional 
information is kept separately and is subject to technical and 
organizational measures to ensure that the personal data are 
not attributed to an identified or identifiable natural person; 
- ‘filing system’ means any structured set of personal data 
which are accessible according to specific criteria, whether 
centralized, decentralized or dispersed on a functional or 
geographical basis; 
- ‘controller’ means the natural or legal person, public 
authority, agency or other body which, alone or jointly with 
others, determines the purposes and means of the processing 
of personal data; where the purposes and means of such 
processing are determined by Union or Member State law, 
the controller or the specific criteria for its nomination may 
be provided for by Union or Member State law; 
- ‘processor’ means a natural or legal person, public 
authority, agency or other body which processes personal 
data on behalf of the controller; 
- ‘recipient’ means a natural or legal person, public 
authority, agency or another body, to which the personal data 
are disclosed, whether a third party or not. However, public 
authorities which may receive personal data in the 
framework of a particular inquiry in accordance with Union 
or Member State law shall not be regarded as recipients; the 
processing of those data by those public authorities shall be in 
compliance with the applicable data protection rules 
according to the purposes of the processing; 
- ‘third party’ means a natural or legal person, public 
authority, agency or body other than the data subject, 
controller, processor and persons who, under the direct 
authority of the controller or processor, are authorised to 
process personal data; 
- ‘consent’ of the data subject means any freely given, 
specific, informed and unambiguous indication of the data 
subject's wishes by which he or she, by a statement or by a 
clear affirmative action, signifies agreement to the 
processing of personal data relating to him or her; 
- ‘personal data breach’ means a breach of security leading 
to the accidental or unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, personal data 
transmitted, stored or otherwise processed; 
- ‘genetic data’ means personal data relating to the inherited 
or acquired genetic characteristics of a natural person which 
give unique information about the physiology or the health of 
that natural person and which result, in particular, from an 
analysis of a biological sample from the natural person in 
question; 
- ‘biometric data’ means personal data resulting from 
specific technical processing relating to the physical, 
physiological or behavioral characteristics of a natural 
person, which allow or confirm the unique identification of 
that natural person, such as facial images or dactyloscopic 
data; 
- ‘data concerning health’ means personal data related to 
the physical or mental health of a natural person, including 

the provision of health care services, which reveal 
information about his or her health status; 
- ‘main establishment’ means: 

 
(a) as regards a controller with establishments in more 

than one Member State, the place of its central 
administration in the Union, unless the decisions on 
the purposes and means of the processing of personal 
data are taken in another establishment of the 
controller in the Union and the latter establishment 
has the power to have such decisions implemented, in 
which case the establishment having taken such 
decisions is to be considered to be the main 
establishment; 

 
(b) as regards a processor with establishments in more 

than one Member State, the place of its central 
administration in the Union, or, if the processor has 
no central administration in the Union, the 
establishment of the processor in the Union where the 
main processing activities in the context of the 
activities of an establishment of the processor take 
place to the extent that the processor is subject to 
specific obligations under this Regulation; 

 
-‘representative’ means a natural or legal person 
established in the Union who, designated by the controller or 
processor in writing pursuant to Article 27, represents the 
controller or processor with regard to their respective 
obligations under this Regulation; 
-‘enterprise’ means a natural or legal person engaged in an 
economic activity, irrespective of its legal form, including 
partnerships or associations regularly engaged in an 
economic activity; 
-‘group of undertakings’ means a controlling undertaking 
and its controlled undertakings; 
-‘binding corporate rules’ means personal data protection 
policies which are adhered to by a controller or processor 
established on the territory of a Member State for transfers or 
a set of transfers of personal data to a controller or processor 
in one or more third countries within a group of undertakings, 
or group of enterprises engaged in a joint economic activity; 
-‘supervisory authority’ means an independent public 
authority which is established by a Member State pursuant to 
Article 51; 
-‘supervisory authority concerned’ means a supervisory 
authority which is concerned by the processing of personal 
data because: 

 
(a) The controller or processor is established on the 

territory of the Member State of that supervisory 
authority; 

 
(b) Data subjects residing in the Member State of that 

supervisory authority are substantially affected or 
likely to be substantially affected by the processing; or 

 
(c) A complaint has been lodged with that supervisory 
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authority; 
-‘cross-border processing’ means either: 

 
(a) Processing of personal data which takes place in the 

context of the activities of establishments in more 
than one Member State of a controller or processor in 
the Union where the controller or processor is 
established in more than one Member State; or 

 
(b) Processing of personal data which takes place in the 

context of the activities of a single establishment of a 
controller or processor in the Union but which 
substantially affects or is likely to substantially affect 
data subjects in more than one Member State. 

-‘relevant and reasoned objection’ means an objection to a 
draft decision as to whether there is an infringement of this 
Regulation, or whether envisaged action in relation to the 
controller or processor complies with this Regulation, which 
clearly demonstrates the significance of the risks posed by the 
draft decision as regards the fundamental rights and 
freedoms of data subjects and, where applicable, the free flow 
of personal data within the Union; 
- ‘information society service’ means a service as defined in 
point (b) of Article 1(1) of Directive (EU) 2015/1535 of the 
European Parliament and of the Council (19); 
- ‘international organization’ means an organization and 
its subordinate bodies governed by public international law, 
or any other body which is set up by, or on the basis of, an 
agreement between two or more countries. 
 

6. PRINCIPLES RELATING TO PROCESSING 
OF PERSONAL DATA 

 
Any processing of personal data should be lawful and fair. It 
should be transparent to natural persons that personal data 
concerning them are collected, used, consulted or otherwise 
processed and to what extent the personal data are or will be 
processed. The principle of transparency requires that any 
information and communication relating to the processing of 
those personal data be easily accessible and easy to 
understand, and that clear and plain language be used. That 
principle concerns, in particular, information to the data 
subjects on the identity of the controller and the purposes of 
the processing and further information to ensure fair and 
transparent processing in respect of the natural persons 
concerned and their right to obtain confirmation and 
communication of personal data concerning them which are 
being processed. Natural persons should be made aware of 
risks, rules, safeguards and rights in relation to the 
processing of personal data and how to exercise their rights 
in relation to such processing. In particular, the specific 
purposes for which personal data are processed should be 
explicit and legitimate and determined at the time of the 
collection of the personal data. The personal data should be 
adequate, relevant and limited to what is necessary for the 
purposes for which they are processed. This requires, in 
particular, ensuring that the period for which the personal 
data are stored is limited to a strict minimum. Personal data 

should be processed only if the purpose of the processing 
could not reasonably be fulfilled by other means. In order to 
ensure that the personal data are not kept longer than 
necessary, time limits should be established by the controller 
for erasure or for a periodic review. Every reasonable step 
should be taken to ensure that personal data which are 
inaccurate are rectified or deleted. Personal data should be 
processed in a manner that ensures appropriate security and 
confidentiality of the personal data, including for preventing 
unauthorised access to or use of personal data and the 
equipment used for the processing. 
 
The principle of transparency requires that any information 
addressed to the public or to the data subject be concise, 
easily accessible and easy to understand, and that clear and 
plain language and, additionally, where appropriate, 
visualization be used. Such information could be provided in 
electronic form, for example, when addressed to the public, 
through a website. This is of particular relevance in 
situations where the proliferation of actors and the 
technological complexity of practice make it difficult for the 
data subject to know and understand whether, by whom and 
for what purpose personal data relating to him or her are 
being collected, such as in the case of online advertising. 
Given that children merit specific protection, any 
information and communication, where processing is 
addressed to a child, should be in such a clear and plain 
language that the child can easily understand. 
 

7. LAWFULNESS OF PROCESSING 
 
Processing shall be lawful only if and to the extent that at 

least one of the following applies: 
 

(a) The data subject has given consent to the processing of his 
or her personal data for one or more specific purposes; 
(b) Processing is necessary for the performance of a contract 
to which the data subject is party or in order to take steps at 
the request of the data subject prior to entering into a 
contract; 
(c) Processing is necessary for compliance with a legal 
obligation to which the controller is subject; 
(d) Processing is necessary in order to protect the vital 
interests of the data subject or of another natural person; 

 
(e) Processing is necessary for the performance of a task 
carried out in the public interest or in the exercise of official 
authority vested in the controller; 
(f) Processing is necessary for the purposes of the legitimate 
interests pursued by the controller or by a third party, except 
where such interests are overridden by the interests or 
fundamental rights and freedoms of the data subject which 
require protection of personal data, in particular where the 
data subject is a child. 

 
Point (f) of the first subparagraph shall not apply to 

processing carried out by public authorities in the 
performance of their tasks. 
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Member States may maintain or introduce more specific 

provisions to adapt the application of the rules of this 
Regulation with regard to processing for compliance with 
points (c) and (e) of paragraph 1 by determining more 
precisely specific requirements for the processing and other 
measures to ensure lawful and fair processing including for 
other specific processing situations as provided for in 
Chapter IX. 

3.   The basis for the processing referred to in point (c) and 
(e) of paragraph 1 shall be laid down by: 

 
(a) Union law; or 
(b) Member State law to which the controller is subject. 
 
The purpose of the processing shall be determined in that 

legal basis or, as regards the processing referred to in point (e) 
of paragraph 1, shall be necessary for the performance of a 
task carried out in the public interest or in the exercise of 
official authority vested in the controller. That legal basis 
may contain specific provisions to adapt the application of 
rules of this Regulation, inter alia: the general conditions 
governing the lawfulness of processing by the controller; the 
types of data which are subject to the processing; the data 
subjects concerned; the entities to, and the purposes for 
which, the personal data may be disclosed; the purpose 
limitation; storage periods; and processing operations and 
processing procedures, including measures to ensure lawful 
and fair processing such as those for other specific processing 
situations as provided for in Chapter IX. The Union or the 
Member State law shall meet an objective of public interest 
and be proportionate to the legitimate aim pursued. 

 
4.   Where the processing for a purpose other than that for 

which the personal data have been collected is not based on 
the data subject's consent or on a Union or Member State law 
which constitutes a necessary and proportionate measure in a 
democratic society to safeguard the objectives referred to in 
Article 23(1), the controller shall, in order to ascertain 
whether processing for another purpose is compatible with 
the purpose for which the personal data are initially collected, 
take into account, inter alia: 

 
(a) Any link between the purposes for which the personal 

data have been collected and the purposes of the 
intended further processing; 

 
(b) The context in which the personal data have been 

collected, in particular regarding the relationship 
between data subjects and the controller; 

 
(c) The nature of the personal data, in particular whether 

special categories of personal data are processed, 
pursuant to Article 9, or whether personal data related 
to criminal convictions and offences are processed, 
pursuant to Article 10; 

 
(d) The possible consequences of the intended further 

processing for data subjects; 
 
(e) The existence of appropriate safeguards, which may 

include encryption or pseudonymisation. 
 

8. CONDITIONS FOR CONSENT 
 
Where processing is based on the data subject's consent, 

the controller should be able to demonstrate that the data 
subject has given consent to the processing operation. In 
particular in the context of a written declaration on another 
matter, safeguards should ensure that the data subject is 
aware of the fact that and the extent to which consent is given. 
In accordance with Council Directive 93/13/EEC (10) a 
declaration of consent pre-formulated by the controller 
should be provided in an intelligible and easily accessible 
form, using clear and plain language and it should not 
contain unfair terms. For consent to be informed, the data 
subject should be aware at least of the identity of the 
controller and the purposes of the processing for which the 
personal data are intended. Consent should not be regarded 
as freely given if the data subject has no genuine or free 
choice or is unable to refuse or withdraw consent without 
detriment. 

In order to ensure that consent is freely given, consent 
should not provide a valid legal ground for the processing of 
personal data in a specific case where there is a clear 
imbalance between the data subject and the controller, in 
particular where the controller is a public authority and it is 
therefore unlikely that consent was freely given in all the 
circumstances of that specific situation. Consent is presumed 
not to be freely given if it does not allow separate consent to 
be given to different personal data processing operations 
despite it being appropriate in the individual case, or if the 
performance of a contract, including the provision of a 
service, is dependent on the consent despite such consent not 
being necessary for such performance. 

 
Where processing is carried out in accordance with a legal 
obligation to which the controller is subject or where 
processing is necessary for the performance of a task carried 
out in the public interest or in the exercise of official 
authority, the processing should have a basis in Union or 
Member State law. The EU Regulation does not require a 
specific law for each individual processing. A law as a basis 
for several processing operations based on a legal obligation 
to which the controller is subject or where processing is 
necessary for the performance of a task carried out in the 
public interest or in the exercise of an official authority may 
be sufficient. It should also be for Union or Member State law 
to determine the purpose of processing. Furthermore, that 
law could specify the general conditions of the Regulation 
governing the lawfulness of personal data processing, 
establish specifications for determining the controller, the 
type of personal data which are subject to the processing, the 
data subjects concerned, the entities to which the personal 
data may be disclosed, the purpose limitations, the storage 
period and other measures to ensure lawful and fair 
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processing. It should also be for Union or Member State law 
to determine whether the controller performing a task carried 
out in the public interest or in the exercise of official 
authority should be a public authority or another natural or 
legal person governed by public law, or, where it is in the 
public interest to do so, including for health purposes such as 
public health and social protection and the management of 
health care services, by private law, such as a professional 
association. 
 
Where the data subject has given consent or the processing is 
based on Union or Member State law which constitutes a 
necessary and proportionate measure in a democratic society 
to safeguard, in particular, important objectives of general 
public interest, the controller should be allowed to further 
process the personal data irrespective of the compatibility of 
the purposes. In any case, the application of the principles set 
out in this Regulation and in particular the information of the 
data subject on those other purposes and on his or her rights 
including the right to object, should be ensured. Indicating 
possible criminal acts or threats to public security by the 
controller and transmitting the relevant personal data in 
individual cases or in several cases relating to the same 
criminal act or threats to public security to a competent 
authority should be regarded as being in the legitimate 
interest pursued by the controller. However, such 
transmission in the legitimate interest of the controller or 
further processing of personal data should be prohibited if the 
processing is not compatible with a legal, professional or 
other binding obligation of secrecy. 
 
Children merit specific protection with regard to their 
personal data, as they may be less aware of the risks, 
consequences and safeguards concerned and their rights in 
relation to the processing of personal data. Such specific 
protection should, in particular, apply to the use of personal 
data of children for the purposes of marketing or creating 
personality or user profiles and the collection of personal data 
with regard to children when using services offered directly 
to a child. The consent of the holder of parental responsibility 
should not be necessary in the context of preventive or 
counseling services offered directly to a child. 
 

9. PROCESSING OF SPECIAL CATEGORIES OF 
PERSONAL DATA 

 
The processing of special categories of personal data may be 
necessary for reasons of public interest in the areas of public 
health without consent of the data subject. Such processing 
should be subject to suitable and specific measures so as to 
protect the rights and freedoms of natural persons. In that 
context, ‘public health’ should be interpreted as defined in 
Regulation (EC) No 1338/2008 of the European Parliament 
and of the Council (11), namely all elements related to health, 
namely health status, including morbidity and disability, the 
determinants having an effect on that health status, health 
care needs, resources allocated to health care, the provision 
of, and universal access to, health care as well as health care 

expenditure and financing, and the causes of mortality. Such 
processing of data concerning health for reasons of public 
interest should not result in personal data being processed for 
other purposes by third parties such as employers or 
insurance and banking companies 

Moreover, the processing of personal data by official 
authorities for the purpose of achieving the aims, established 
by constitutional law or by international public law, of 
officially recognized religious associations, is carried out on 
grounds of public interest. 
Where in the course of electoral activities, the operation of 
the democratic system in a Member State requires that 
political parties compile personal data on people's political 
opinion the processing of such data may be permitted for 
reasons of public interest, provided that appropriate 
safeguards are established. 
 

10. RIGHTS OF THE DATA SUBJECT 
 

Modalities should be provided for facilitating the exercise 
of the data subject's rights under this Regulation, including 
mechanisms to request and, if applicable, obtain, free of 
charge, in particular, access to and rectification or erasure of 
personal data and the exercise of the right to object. The 
controller should also provide means for requests to be made 
electronically, especially where personal data are processed 
by electronic means. The controller should be obliged to 
respond to requests from the data subject without undue delay 
and at the latest within one month and to give reasons where 
the controller does not intend to comply with any such 
requests. 

The principles of fair and transparent processing require 
that the data subject be informed of the existence of the 
processing operation and its purposes. The controller should 
provide the data subject with any further information 
necessary to ensure fair and transparent processing taking 
into account the specific circumstances and context in which 
the personal data are processed. Furthermore, the data 
subject should be informed of the existence of profiling and 
the consequences of such profiling. Where the personal data 
are collected from the data subject, the data subject should 
also be informed whether he or she is obliged to provide the 
personal data and of the consequences, where he or she does 
not provide such data. This information may be provided in 
combination with standardized icons in order to give in an 
easily visible, intelligible and clearly legible manner, a 
meaningful overview of the intended processing. Where the 
icons are presented electronically, they should be 
machine-readable. 

 
The information in relation to the processing of personal 

data relating to the data subject should be given to him or her 
at the time of collection from the data subject, or, where the 
personal data are obtained from another source, within a 
reasonable period, depending on the circumstances of the 
case. Where personal data can be legitimately disclosed to 
another recipient, the data subject should be informed when 
the personal data are first disclosed to the recipient. Where 
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the controller intends to process the personal data for a 
purpose other than that for which they were collected, the 
controller should provide the data subject prior to that further 
processing with information on that other purpose and other 
necessary information. Where the origin of the personal data 
cannot be provided to the data subject because various 
sources have been used, general information should be 
provided. 
   However, it is not necessary to impose the obligation to 
provide information where the data subject already possesses 
the information, where the recording or disclosure of the 
personal data is expressly laid down by law or where the 
provision of information to the data subject proves to be 
impossible or would involve a disproportionate effort. The 
latter could in particular be the case where processing is 
carried out for archiving purposes in the public interest, 
scientific or historical research purposes or statistical 
purposes. In that regard, the number of data subjects, the age 
of the data and any appropriate safeguards adopted should be 
taken into consideration. 
   Where personal data are processed for the purposes of 
direct marketing, the data subject should have the right to 
object to such processing, including profiling to the extent 
that it is related to such direct marketing, whether with 
regard to initial or further processing, at any time and free of 
charge. That right should be explicitly brought to the 
attention of the data subject and presented clearly and 
separately from any other information. 

11. CONCLUSION 
It is advisable that software developers take into account 

the regulation of the data protection in EU in order to avoid 
legal problems and satisfy their customers if they want to 
work with European Union citizens. It involves what is called 
“privacy by design”, that means the need to prevent the 
privacy impact that an action or a program can make. It 
previous analysis must be advisable to prevent law problems 
with the use of certain applications too.   
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