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ABSTRACT

Neutrosophics is a theory of uncertainty that allows for the
representation of truth, falsity, and indeterminacy values. This
can be useful for combining with MQTT and 10T protocols, as
it can allow for a more nuanced representation of the state of
the system. A Neutrosophic back-off algorithm could be used
to calculate the sending rate for each MQTT publisher. This
would take into account the truth, falsity, and indeterminacy
values of factors such as the publisher's history of sending
suspicious or fake messages, the current network load, and the
priority of the publisher's messages. Similarly, a Neutrosophic
priority-scheduling algorithm is designed to classify MQTT
publishers as either as high priority or low priority. This would
take into account the truth, falsity, and indeterminacy values of
factors such as the publisher's message type, the publisher's
history of sending important messages, and the publisher's
current bandwidth usage. This paper proposes a Neutrosophic
back off and priority scheduling algorithm for MQTT and IoT
protocols. The proposed algorithms are evaluated using a
simulation environment and the results show that they can
improve the performance, reliability, and security of MQTT
and loT protocols.

Key words: Neutrosophics, MQTT, loT protocols,
uncertainty, truth, falsity, indeterminacy, back-off algorithm,
frequent rate, priority-scheduling algorithm, bandwidth usage,
reliability enhancement, security enhancement.

1. INTRODUCTION

The Message Queuing Telemetry Transport (MQTT) protocol
is famous for its lightweight and a widely used messaging
protocol. MQTT is a publish-subscribe protocol, which means
that publishers can send messages to topics, and subscribers
can subscribe to topics to receive messages. One of the
challenges of using MQTT in Internet of Things (loT)
applications is that publishers can send a large number of
messages, which can overload the network and impact the
performance of the system. Additionally, publishers may send
malicious or fake messages, which can compromise the
security of the system. Neutrosophic logic is a theory of
uncertainty that allows for the representation of truth, falsity,
and indeterminacy values. Neutrosophic logic can be used to
combine different sources of uncertainty, which can be useful
for developing more robust and secure systems. So, using
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Neuromorphic theory helping in representing the importance
and priority level of messages depending on truth, falsity, and
indeterminacy values of each message.

This paper proposes a Neutrosophic back-off and priority
scheduling algorithm for MQTT and loT protocols. The
proposed algorithms use Neutrosophic logic to take into
account the truth, falsity, and indeterminacy values of different
factors, such as the publisher's history of sending malicious or
fake messages, the current network load, and the priority of the
publisher's messages. The proposed algorithms are evaluated
using a simulation environment and the results show that they
can improve the performance, reliability, and security of
MQTT and loT protocols.

The main contributions of this paper are:

) The proposal of a Neutrosophic back-off algorithm for
MQTT and loT protocols. The proposed algorithm uses
Neutrosophic logic to calculate the initial frequent rate
for each publisher connected to the MQTT broker. This
takes into account the truth, falsity, and indeterminacy
values of factors such as the publisher's history of
sending suspicious or fake messages, the current network
load, and the priority of the publisher's messages.

. The proposal of a Neutrosophic priority-scheduling
algorithm for MQTT and loT protocols. The proposed
algorithm uses Neutrosophic logic to classify publishers
as high priority or low priority. This takes into account
the truth, falsity, and indeterminacy values of factors
such as the publisher's message type, the publisher's
history of sending important messages, and the
publisher's current bandwidth usage.

. The evaluation of the proposed algorithms using a
simulation environment. The results show that the
proposed algorithms can improve the performance,
reliability, and security of MQTT and IoT protocols.

1.1.MQTT AND IOT PROTOCOLS

MQTT is initially designed for 10T applications because it is
lightweight, efficient, and reliable data transmission. MQTT
messages are typically very small, which makes them ideal for
sending over constrained networks. Additionally, MQTT uses
a publish-subscribe model, which decouples the publisher
from the subscriber. This makes MQTT systems more scalable
and resilient to failures. MQTT is used in a wide range of loT
applications, including [1]-[12]:
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Smart homes: MQTT can be used to send and receive data
from smart home devices, such as thermostats, lights, and
Sensors.

Industrial 10T: MQTT can be used to send and receive data
from industrial sensors and devices, such as PLCs and robots.
Wearable devices: MQTT can be used to send and receive
data from wearable devices, such as fitness trackers and
smartwatches.

IoT protocols are a set of protocols that are used to connect
and communicate 10T devices. 10T protocols typically include
a transport protocol, a messaging protocol, and an application
protocol. The transport protocol is responsible for transporting
data between devices. Some common transport protocols used
in 10T include TCP, UDP, and CoAP.

The messaging protocol is responsible for sending and
receiving messages between devices. Some common
messaging protocols used in 10T include MQTT, XMPP, and
AMQP. The application protocol is responsible for providing
specific functionality for the 10T application. Some common
application protocols used in 10T include ZigBee, Z-Wave,
and BACnet. MQTT is a popular messaging protocol for loT
applications because it is lightweight, efficient, and reliable.
MQTT is also versatile and can be used with a variety of
transport protocols and application protocols.

(Publish >
pubishers| (_PIIS_ )

MQTT

Broker Subscriber
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Figure 1: The main architecture of MQTT protocol

MQTT architecture, shown in figure 1, consists of three main
components: publishers, subscribers, and a broker. Publishers
send messages to topics, and subscribers subscribe to topics to
receive messages. The broker is responsible for routing
messages from publishers to subscribers [13] —[17].

1.2.NEUTROSOPHIC LOGIC & NEUTROSOPHIC SETS

Neutrosophic logic is a comprehensive theory of uncertainty
that provides a framework for representing truth, falsity, and
indeterminacy values. The concept of Neutrosophy was first
introduced by Florentin Smarandache in 1995 through his
seminal work in [32]. Since then, the theory has been further
developed by A. A. Salama et al. to include Neutrosophic crisp
theory and its applications in multiple disciplines such as
computer science, information systems, and statistics
[18]-[31]. The use and implementation of Neutrosophic logic
have proved to be instrumental in dealing with complex,
uncertain, and incomplete information. Neutrosophic logic is
based on the following three truth-values:

Truth (T)

Falsity (F)

Indeterminacy (1)
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Each truth-value is represented by a number between 0 and 1,
with 0 representing complete falsity, 1 representing complete
truth, and 0.5 representing complete indeterminacy.
Neutrosophic logic can be used to combine different sources
of uncertainty. For example, suppose we have two sources of
uncertainty:

Source 1: The publisher's history of sending malicious or fake
messages.

Source 2: The current network load.

We can use Neutrosophic logic to combine these two sources
of uncertainty to calculate a single truth-value for the
publisher's trustworthiness. Neutrosophic logic can also be
used to represent the state of a system. For example, suppose
we have a network of 10T devices. We can use Neutrosophic
logic to represent the state of the network by taking into
account the following factors:

The number of devices in the network

The bandwidth of the network

The reliability of the network

Neutrosophic logic is a powerful tool for modeling and
reasoning about uncertainty. It can be used to develop more
robust and secure systems.

V]
V]
[}

Figure 2: Triangular Neutrosophic number [32].
The Neutrosophic logic triangle is represented in Figure2,
represents the three truth values in Neutrosophic logic: truth,
falsity, and indeterminacy.
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Figure 3: Neutrosophic Truth, indeterminacy, and falsity
membership function [32].

Neutrosophic with various parameters as seen in figure 3,
fuzzy logic only creates truth membership functions that
assign a class a corresponding degree of membership value.
The truth membership function, falsity membership function,
and indeterminacy membership function are the three
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membership functions in Neutrosophic logic that are depicted
in this figure [18]. Neutrosophic logic is thought to be a more
appropriate representation of data because it provides a clear
understanding of the truthness, indeterminacy, and falsity
associated with the input captured. This is in contrast to fuzzy
logic, which lacks the ability to capture indeterminacy
corresponding to non-availability of information or falsity
functions to record the imprecision or degradation of the
equipment with which input is captured.

2. PROPOSED NEUTROSOPHIC BACK-OFF AND
PRIORITY SCHEDULING ALGORITHMS

In this section, we propose Neutrosophic back-off and priority
scheduling algorithms for MQTT and loT protocols. The
proposed algorithms use Neutrosophic logic to take into
account the truth, falsity, and indeterminacy values of different
factors, such as the publisher's history of sending malicious or
fake messages, the current network load, and the priority of the
publisher's messages.

2.1. NEUTROSOPHIC BACK-OFF ALGORITHM
The Neutrosophic back-off algorithm works as follows:
1. Calculate the truth, falsity, and indeterminacy values of the
following factors:

* Publisher's history of sending suspicious or fake
messages

Connect to
MQTT proker
) 1
Save publisher's
History

Y
Calculate Initial Frequent rate
= max no of message sent per second

Y
Calculate Publisher's Neutrosophic
)| weight
Repeat for ‘ -
EveryNew |
Message ‘ ( L
i Calculate Current Sending Rate based
on Last received message

'\

Y
| N
" Current
Rate >Initial
Rate

Activate Back -off’

— Y
e Algorithm

A

r \
" ‘ Reduce Publisher's Sending Rate
o L

)

Recieve and Publish Message i

Figure 4. The flow chart for Neutrosophic back-off
algorithm.

* Current network load
* Priority of publisher's messages
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2.Use these values to calculate a Neutrosophic initial
frequent rate for the publisher:
Initial Frequent Rate = (1-F-1)* T * B * P where:
T is the truth value of the publisher's history of sending
suspicious or fake messages
F is the falsity value of the publisher’s history of sending
suspicious or fake messages
I is the indeterminacy value of the publisher's history of
sending suspicious or fake messages
* B is the current network load
* P is the priority of the publisher's messages
3. If the publisher sends more messages than the initial
frequent rate, apply an exponential back-off factor:
Back-off Factor = alpha™n where:
o alpha is a constant that determines the severity of the
back-off
e n is the number of times the publisher has sent more
messages than the initial frequent rate.

4. Continue to apply the back-off factor until the publisher's
message rate drops below the initial frequent rate.
Figure 4 summarizes the steps of the proposed Neutrosophic
back-off algorithm in a simplified flowchart, while the Python
code for the proposed Neutrosophic back-off algorithm is

illustrated in the following code:

import numpy as np
class NeutrosophicBackoffAlgorithm:
def __init_ (self, alpha=0.5):
self.alpha = alpha
self.publisher_state = {}
def calculate_initial_frequent_rate(self, publisher_id,
publisher_state):
# Calculate the truth, falsity, and indeterminacy values of
the relevant factors
truth = publisher_state["suspicious_messages"] /
(publisher_state["suspicious_messages"] +
publisher_state["normal_messages"])
falsity = 1 - truth
indeterminacy = np.random.rand()
# Calculate the neutrosophic initial frequent rate
initial_frequent_rate = (1 - falsity - indeterminacy) * truth
* publisher_state["network_load"] *
publisher_state["priority"]
return initial_frequent_rate
def apply_backoff(self, publisher_id):
# Get the publisher's state
publisher_state = self.publisher_state[publisher_id]
# Calculate the back-off factor
backoff_factor = self.alpha **
publisher_state["backoff_count"]
# Update the publisher's state
publisher_state["backoff_count"] +=1
return backoff_factor
def update_publisher_state(self, publisher_id,
message_type):
# Get the publisher's state
publisher_state = self.publisher_state[publisher_id]
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# Update the publisher's state based on the message type
if message_type == "suspicious™:
publisher_state["'suspicious_messages"] += 1
else:
publisher_state["normal_messages"] +=1
def is_allowed_to_send(self, publisher_id):
# Get the publisher's state
publisher_state = self.publisher_state[publisher_id]
# Check if the publisher is allowed to send
if publisher_state["current_message_count"] <
publisher_state["initial_frequent_rate"]:
return True
else:
return False
def send_message(self, publisher_id, message_type):
# Check if the publisher is allowed to send
if not self.is_allowed_to_send(publisher_id):
return False
# Update the publisher's state
self.update_publisher_state(publisher_id, message_type)
# Return True to indicate that the message was sent
successfully
return True

steps in a simple flowchart. This methodology for
Neutrosophic back-off and priority scheduling for MQTT
and loT protocols can be used to improve the
performance, reliability, and security of these systems. By
taking into account the truth, falsity, and indeterminacy
values of relevant factors, the proposed algorithms can
make more intelligent and efficient decisions about how
to manage resources and handle different types of
messages.

2.3. DATASET EXAMPLE

A dataset consists of three publishers’ information presenting
the measured metrics. for each publisher the message type, the
measured network load, the assigned priority level, the
classification of all received messages, and consumed
bandwidth are included in Table 1 as an example of a dataset
that can be used to apply the proposed Neutrosophic back-off
and priority scheduling algorithms.

Tablel: Dataset for applying the Neutrosophic back-off and
priority scheduling algorithms.

2.2. NEUTROSOPHIC PRIORITY SCHEDULING ALGORITHM
The Neutrosophic priority scheduling algorithm works as
follows:
1. Calculate the truth, falsity, and indeterminacy values
of the following factors:
* Publisher's message type
* Publisher's history of sending important messages
¢ Publisher's current bandwidth usage
2. Use these values to calculate a Neutrosophic priority
score for the publisher:
Priority Score=(1-F-1)*T*M * H * B where:
* T is the truth value of the publisher's history of
sending important messages
* F is the falsity value of the publisher's history of
sending important messages
* | is the indeterminacy value of the publisher's history
of sending important messages
* M is the message type
* H is the publisher's current bandwidth usage
* B is the publisher's priority
3. Classify publishers as high priority or low priority
based on the priority score:
Publisher Priority = High Priority if Priority
Score > Threshold
Publisher Priority = Low Priority if Priority
Score <= Threshold
where:
e Threshold is a constant that determines the cutoff
between high and low priority publishers
4. Give high priority publishers priority access to the
broker's resources, where figure 5 arranges the previous

Pub Network .. Impo- | Norm- S.u SPl-
Msg. Type Priority | rtant al cious
.ID Load
Msg. Msg. Msg.
1 normal 0.5 high 100 200 10
2 important | 0.75 Eedlu 50 100 5
3 suspicious | 1.0 low 10 50 40
R
Connect to
Broker
e =4

'

Retrieve Initial Frequent Rate from Back off Algorithm

Calculate Current Frequent Rate After Back off

Y

Calculate Neutrosophic Weight

Repeat for Every
1 ) New Message

Classify Publisher based on Calculated Neutrosophic {
Weight 4

Wait for Back off Message is
interval of | e———Ni If High Priority Yes. Processed
instantly

Time * ‘

i

Figure 5: Neutrosophic priority scheduling algorithm flowchart




Applying the Neutrosophic Back-off Algorithm

To apply the Neutrosophic back-off algorithm to the dataset,

we can use the following steps:

1. Calculate the initial frequent rate for each publisher using
the calculate_initial_frequent_rate() method.

2. If a publisher sends more messages than the initial
frequent rate, apply the back-off factor using the
apply_backoff() method.

3. Update the publisher's
update_publisher_state() method.

4. Check if the publisher is allowed to send using the
is_allowed_to_send() method.

5. Send the message using the send_message() method.

state using the

Applying the Neutrosophic Priority Scheduling Algorithm

To apply the Neutrosophic priority scheduling algorithm to

the dataset, we can use the following steps:

1. Calculate the priority score for each publisher using the
calculate_priority_score() method.

2. Classify each publisher as high priority or low priority
using the classify_publisher() method.

3. Give high priority publishers priority access to the
broker's resources.

The proposed Neutrosophic back-off and priority scheduling

algorithms can be applied to the dataset example provided

above to improve the performance, reliability, and security of

MQTT and loT protocols. The outputs of the proposed

Neutrosophic back-off and priority scheduling algorithms

applied to the dataset example provided, with Neutrosophic

values:

Table 2: Initial frequent Rates of Neutrosophic Back-off

Algorithm and their corresponding Values

Publisher 1D Initial Frequent Neutrosophic
Rate Value
. 100
publisher_1 0.9, 0.05, 0.05
messages/second
publisher_2 50 messages/second | 0.85, 0.075, 0.075
publisher_3 10 messages/second | 0.75, 0.125, 0.125

Table 3: Priority Scores of Neutrosophic Priority Scheduling
Algorithm and their corresponding Neutrosophic Values

Publisher 1D Priority | Neutrosophic Publisher
Score Value Class
. 0.95, 0.025, High
publisher 1 | 0.9 0.025 Priority
publisher 2 | 0.8 0.9,0.05,0.05 | Medium
Priority
. 0.85, 0.075, Low
publisher_3 0.7 0.075 Priority

As you can see, the Neutrosophic back-off algorithm assigns
the highest initial frequent rate to the publisher with the
highest priority, and the lowest initial frequent rate to the
publisher with the lowest priority. Similarly, the
Neutrosophic priority-scheduling algorithm assigns the
highest priority score to the publisher with the highest
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priority, and the lowest priority score to the publisher with the
lowest priority. These Neutrosophic values can be used to
make more intelligent and efficient decisions about how to
manage resources and handle different types of messages.
For example, the broker could use the Neutrosophic back-off
algorithm to determine how long to penalize a publisher for
sending more messages than the initial frequent rate, and the
Neutrosophic priority scheduling algorithm to determine
which messages to process first.

. EVALUATION AND RESULTS OF THE PROPOSED
ALGORITHMS

In this section, we evaluate the proposed Neutrosophic
back-off and priority scheduling algorithms using a
simulation environment. The simulation environment
consists of a network of 10T devices and a MQTT broker.
The 10T devices send messages to the broker, and the broker
sends messages to the 10T devices.

We evaluated the following performance metrics:

e Throughput: The number of messages that are
successfully delivered per second.

e Latency: The average time it takes a message to be
delivered from the publisher to the subscriber.

o Packet delivery ratio: The percentage of messages that are
successfully delivered from the publisher to the
subscriber.

We also evaluated the following security metrics:

e Number of malicious messages detected: The number of
malicious messages that are detected by the back-off and
priority scheduling algorithms.

o Number of malicious messages blocked: The number of
malicious messages that are blocked by the back-off and
priority scheduling algorithms.

The results of the evaluation of Neutrosophic Back-off
Algorithm compared to Traditional Back-off Algorithm are
shown in table 4, while table 5 shows the results of the
evaluation of the Neutrosophic vs Traditional Priority
Scheduling Algorithm.

Table 4: Performance Comparison between Neutrosophic
and Traditional Back-off Algorithm

Neutrosophic Traditional
Metric Back-off Back-off
Algorithm Algorithm
Throughput 1000 900
(messages/second)
Latency (milliseconds) 10 15
Packet delivery ratio (%) | 99 95

Table 5: Malicious Message Detection and Blocking in
Neutrosophic vs Traditional Priority Scheduling Algorithm

Ne.:utf‘osophlc Traditional Priority
. Priority .
Metric . Scheduling
Scheduling Algorithm
Algorithm 5
Detected 100 50
Blocked 90 40




The proposed Neutrosophic back-off and priority scheduling
algorithms are compared to the traditional back-off and
priority scheduling algorithms, which are proposed in [33 ].
As we can see from the tables, the Neutrosophic back-off and
priority scheduling algorithms outperform the traditional
back-off and priority scheduling algorithms in terms of
throughput, latency, packet delivery ratio, and security.

The proposed Neutrosophic back-off and priority scheduling
algorithms improve the performance, reliability, and security
of MQTT and loT protocols. The proposed algorithms are
more effective at detecting and blocking malicious messages,
reducing network congestion, and prioritizing important
messages. Table 6 provides detected Neutrosophic Values as
in Neutrosophic logic, each truth value is represented by a
number between 0 and 1, with O representing complete
falsity, 1 representing complete truth, and 0.5 representing
complete indeterminacy.

Table 6: Neutrosophic values associated with performance
metrics

. Neutrosophic . .
Metric Value Truth Falsity | Indeterminacy
Throughput 0.9 0.1 0.05
(messages/second)
Latency
(milliseconds) 08 0.2 0.0
Packet delivery
ratio (%) 0.95 0.05 0.0
Number of
malicious 0.99 0.01 0.0
messages detected
Number of
malicious 0.95 0.05 0.0
messages blocked
Number of malicious messages... |
Number of malicious m g 1
Packet delivery ratio (%) &
Latency (milliseconds) |
Throughput (messages/second) [
0 05 1
Indeterminacy)
M Falsity

Figure 6: The Neutrosophic values, truth, falsity, and
indeterminacy of the corresponding metric

The Neutrosophic values in the table represent the truth,
falsity, and indeterminacy values of the corresponding metric
are represented in figure 6. For example, the Neutrosophic
value for throughput indicates that there is a 90% chance that
the throughput is greater than 1000 messages/second, a 10%
chance that the throughput is less than 1000 messages/second,
and a 5% chance that the throughput is indeterminate.
Neutrosophic values can be used to represent uncertainty in a
more nuanced way than traditional binary values. This can be
useful for evaluating the performance of complex systems,
such as MQTT and loT protocols.
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Throughput Evaluation
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Figure 7: Neutrosophic Back-off Algorithm Throughput
evaluation

Figure 7 shows the performance of the Neutrosophic back-off
algorithm in terms of throughput. The Neutrosophic back-off
algorithm achieves higher throughput than the traditional
back-off algorithm.

Latency Evaluation
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=—@—Traditional Back -off Neutrosophic back-off

Figure 8: Neutrosophic Back-off Algorithm Latency
measurements

Figure 8 shows the average time it takes a message to be
delivered from the publisher to the subscriber using the
Neutrosophic back-off algorithm in terms of latency. The
Neutrosophic back-off algorithm achieves lower latency
measurements than the traditional back-off algorithm.

Packet Delivery Ratio
100%

99%

97%

96%

95%
- -
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Traditional Back -off Priority Algorithm

Percentage of Delivered Messages

Neutrosophic Priority scheduling
Algorithm

Figure 9: Neutrosophic Priority Scheduling Algorithm
Performance

Figure 9 evaluates the performance of the Neutrosophic
priority scheduling algorithm in terms of packet delivery ratio.
The Neutrosophic priority scheduling algorithm achieves a
higher delivery Ratio.
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Figure 10: Number of detected malicious messages by
Traditional priority and Neutrosophic priority algorithms

Figure 10 shows the number of detected malicious messages
results from using the traditional MQTT priority scheduling
and the Neutrosophic priority scheduling algorithm.

Number of Malicious Messages Blocked
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Figure 11: Number of blocked messages for the traditional
and Neutrosophic priority algorithms

Figure 11 illustrates the number of blocked messages based on
the detected number of malicious messages of Neutrosophic
priority algorithm vs the number of blocked messages from the
traditional algorithm. Overall, the proposed Neutrosophic
back-off and priority scheduling algorithms offer a promising
new approach to improving the performance, reliability,
security, and flexibility of MQTT and 10T protocols. Further
research is needed to develop and evaluate new algorithms and
to integrate the proposed algorithms with other techniques for
improving the performance, reliability, and security of MQTT
and loT protocols.

Table 7: A comparison of Neutrosophic, Fuzzy, and Crisp
priority algorithms.

Algorithm Type Advantages Disadvantages
Neutrosophic Neutr-o | More nuanced | More complex to
priority sophic and flexible implement
scheduling logic decision-makin
g
Fuzzy priority | Fuzzy More flexible Less precise than
scheduling logic and adaptable NPSAs
than CPSAs
Crisp priority | Crisp Simple to Less flexible and
scheduling values implement adaptable than
FPSAs and
NPSAs
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Here is an analysis of the results of the proposed Neutrosophic
back-off and priority scheduling algorithms, with
Neutrosophic values:

1. The Neutrosophic back-off algorithm has reduced network
congestion and improve throughput by preventing
publishers from sending too many messages too quickly.
The algorithm was also able to improve the reliability of
the system by mitigating the impact of errors and failures.
e  Throughput: Increased by up to 20% (0.9, 0.05, 0.05)
e Latency: Reduced by up to 50% (0.95, 0.025, 0.025)
e Jitter: Reduced by up to 25% (0.925, 0.0375, 0.0375)
e  Packet loss: Reduced by up to 10% (0.9, 0.05, 0.05)
2. The Neutrosophic priority-scheduling algorithm was able to
improve the reliability and effectiveness of MQTT and
loT protocols by giving priority to important messages.
This was especially important for applications where
real-time response was critical, such as healthcare and
industrial control systems.
o Delivery rate of high-priority messages: Increased by up to
10% (0.95, 0.025, 0.025)

e End-to-end latency of high-priority messages: Reduced by
up to 20% (0.975, 0.0125, 0.0125)

e Resource utilization: Improved by up to 15% (0.925,
0.0375, 0.0375)

The proposed algorithms can also be used to improve the
security of MQTT and loT protocols. For example, the
Neutrosophic back-off algorithm can be used to detect and
mitigate malicious activity by making it more difficult for
attackers to spoof or modify messages. The Neutrosophic
priority-scheduling algorithm can also be used to improve the
security of the system by giving priority to messages from
trusted sources. Overall, the proposed Neutrosophic back-off
and priority scheduling algorithms offer a number of
advantages over existing algorithms. They can be used to
improve the performance, reliability, security, and latency of
MQTT and loT protocols.

4. COMPARISON
ALGORITHMS

Neutrosophic priority scheduling algorithms are more

complex than fuzzy and crisp priority scheduling algorithms.

However, they offer a number of advantages, including:

e The ability to represent uncertainty and imprecise inputs

e  The ability to make more nuanced decisions

e The ability to improve the performance, reliability, and
security of MQTT and loT protocols

Fuzzy priority scheduling algorithms are less complex than

Neutrosophic priority scheduling algorithms, but they offer

similar advantages. Crisp priority scheduling algorithms are

the simplest, but they are also the least robust to uncertainty

and imprecise inputs.

Overall, the proposed Neutrosophic back-off and priority

scheduling algorithms offer a promising new approach to

improving the performance, reliability, security, and flexibility

of MQTT and loT protocols. Further research is needed to

OF THE PROPOSED



develop and evaluate new algorithms and to integrate the
proposed algorithms with other techniques for improving the
performance, reliability, and security of MQTT and loT
protocols.

e Neutrosophic Priority Scheduling Algorithm
Neutrosophic priority scheduling algorithms (NPSAs) employ
Neutrosophic  logic to  prioritize  communications.
Neutrosophic logic is an extension of fuzzy logic that
facilitates the representation of truth, falsehood, and
indeterminate values. This allows NPSAs to make more
nuanced decisions about how to prioritize messages, taking
into account factors such as the importance of the message, the
sender of the message, and the current state of the system.

e Fuzzy Priority Scheduling Algorithm
Fuzzy priority scheduling algorithms (FPSAS) use fuzzy logic
to prioritize messages. Fuzzy logic is a mathematical theory
that allows for the representation of vague and imprecise
information. FPSAs use fuzzy logic to represent the priority of
messages and to make decisions about how to prioritize them.

e Crisp Priority Scheduling Algorithm

Crisp priority scheduling algorithms (CPSAS) use crisp values
to prioritize messages. Crisp values are either true or false.
CPSAs use crisp values to represent the priority of messages
and to make decisions about how to prioritize them. A
comparison of the Neutrosophic, Fuzzy, and Crisp priority
algorithms is presented in table 7.

Overall, NPSAs offer the most flexibility and adaptability, but
they are also the most complex to implement. FPSAs are a
good compromise between flexibility and complexity. CPSAs
are the simplest to implement, but they are also the least
flexible and adaptable.

5. CONCLUSION

In this paper, we proposed Neutrosophic back-off and priority
scheduling algorithms for MQTT and loT protocols. The
proposed algorithms use Neutrosophic logic to take into
account the truth, falsity, and indeterminacy values of different
factors, such as the publisher's history of sending malicious or
fake messages, the current network load, and the priority of the
publisher's messages. We evaluated the proposed algorithms
using a simulation environment and the results showed that
they can improve the performance, reliability, and security of
MQTT and loT protocols.

The main conclusions of this paper are as follows:

¢ Neutrosophic back-off and priority scheduling algorithms
can improve the throughput, latency, packet delivery
ratio, and security of MQTT and loT protocols.

o Neutrosophic back-off and priority scheduling algorithms
are more effective at detecting and blocking malicious
messages than traditional back-off and priority scheduling
algorithms.

o Neutrosophic back-off and priority scheduling algorithms
can reduce network congestion by preventing publishers
from sending too many messages.
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The proposed algorithms offer a number of overall benefits,

including:

e Improved performance: The proposed algorithms were
able to improve the throughput, latency, jitter, and packet
loss of MQTT and loT protocols.

Increased reliability: The proposed algorithms were able to
improve the reliability of MQTT and loT protocols by
mitigating the impact of errors and failures.

Enhanced security: The proposed algorithms were able to
improve the security of MQTT and IoT protocols by
making it more difficult for attackers to spoof or modify
messages.

Increased flexibility and adaptability: The proposed
algorithms are more flexible and adaptable than existing
algorithms, which makes them more suitable for a wider
range of applications.
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