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Abstract: In the cloud environment, the trust
management is a major component for providing
virtualized and scalable web services from the service
providers to the various cloud users. Many existing systems
are not proficient in providing trusted cloud services. The
trust can be defined as an act of faith, belief and certainty
based on the application of different technological services.
Also the trust in cloud services technology derives the
reputation while services are provided to the various users
from the cloud service providers (CSP). The trust provides
the solutions for the specific problems due to disbelief,
uncertainty and vulnerability in cloud services. This
proposed system ensures a mutual trust for various users
while they are accessing their services in a cloud
environment. This type of assurance leads the reputation
and secured services in cloud. In this proposed the Mutual
Trust Access Control Mechanism is playing a major role to
establish safe and secure cloud services. The behavioral
based absorption is a specific measure which is effectively
used to ensure the trust and reputation in cloud service via
the second and third party behavioral recommendation
service.
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INTRODUCTION

Cloud computing is a model for enabling
ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources that can
be rapidly provisioned and released with minimal service
provider interaction. The cloud ensures the access over the
internet without having any knowledge of the complexities
of the web services and information services. The cloud
services are classified into Public, Privet, Hybrid and
Virtual Private Clouds. The public clouds represents

services offered to general public. The Private cloud
represents services of a single organization. The hybrid
cloud denotes the combination of both public and private
clouds to overcome individual limitations. The Virtual
Private clouds are nothing but a platform running on top of
public clouds. In the cloud technology the cloud services
are very important in real time based on Infrastructure as a
service (laas) (e.g. storages, servers, etc) Platform as a
service (Paas) (e.g. operating system, middle-ware, etc)
Software as a service (Saas) (e.g. application software, web
services, etc). The various roles in cloud environment are
Cloud Service Consumer, Cloud service provider, Cloud
Developer, Cloud Administrator, Cloud Manager, etc. The
Trust, Reputation and Security are fundamental
requirements in cloud services.

In general sociological terms trust is given as “When we
say we trust someone or that someone is trustworthy, we
implicitly mean that the probability that he will perform an
action that is beneficial or at least not detrimental to us is
high enough for us to consider engaging in some form of
cooperation with him. Correspondingly, when we say that
someone is untrustworthy, we imply that the probability is
low enough for us to refrain from doing so”. Definition of
trust in an organizational context by adding vulnerability
associated with risks that one is willing to take as: “The
willingness of a party to be vulnerable to the actions of
another party based on the expectation that other will
perform a particular action important to the person who
trusts, irrespective of the ability to monitor or control that
other party.” Trust in cloud plays a major role in providing
services and can be considered as cloud security feature as
well. Trust changes with time and new knowledge. Trust
experience will have to be updated periodically. Trust in
cloud is required because resources have to be provided
efficiently since the resources are limited. Trusted cloud
users can only access the cloud and simultaneously users
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are allowed to select the most credible cloud service
providers. This helps in avoiding attacks from illegal and
malicious users as well as service providers.

In general reputation is defined as “Reputation is public
knowledge and represents the collective opinion of
members of a community. Reputation is based on the
aggregated trust opinion of a group of agents. Since trust is
highly subjective, this aggregated result may not be of
equal use to all agents.” Reputation is the assessment of the
society about performing a task or service. Cloud users
require a reputed system to guarantee the safety of their
data, investment and service. Reputation is gained through
trust which might be through self experience or through
existing users’ recommendation. Reputation is based on
metrics such as Behavioral, Subjective or objective,
transaction-based or opinion-based, complete or localized
information and rank or threshold based reputation.
Reputation is the opinion of one entity towards another
entity based on the above metrics. Trust and Reputation are
mutual for both the cloud users and cloud service providers
since their status are equal.

RELATED WORK

In 1994, Marsh[4] introduced the concept of trust
for the first time, and then Baize introduced trust
management into network related security applications.

Hassan[5] proposed a novel trust evaluation
method suitable for the pervasive environment and it
considered the dynamic nature of trust and incorporated
uncertainty of trust modeling. So, it was well suited for the
pervasive environment and could resist malicious behavior.

George[6] presented the trust relationship as a
directed graph path problem. This kind of trust computing
method accurately reflected the global trust conditions as
well as had a good adaptability and malicious detection
capability.

Wang Wej[7] proposed a trusted resource
scheduling algorithm based on Bayesian Theory which is
able to obtain an accurate assessment of trust with a much
smaller time complexity. Besides, some other dynamic trust
models based on fuzzy logic, machine learning, which can
better meet the demands of dynamic network were also
proposed. Although these dynamic trust models introduced
lot of advantages, but there are problems due to the
subjective characteristic of trust. Many trust models will
not specify the specific implementation issues and the
critical evaluation of performance of trust model.

Nowadays, integrating Trusted Computing into
cloud environment and making it a reliable way to provide
cloud service is an important topic in cloud security. Santos
et al proposed a trusted cloud computing platform (TCCP)
on which laaS cloud service providers could offer a closed
box-type execution environment to its users and ensure the

confidentiality of guest virtual machine. In addition, it
allows the user to check out whether the service provided
by laaS providers is secure or not before even starting the
virtual machine.

Shouxin Wagng [9] proposed a subjective trust
evaluation approach. A cloud model has been introduced to
overcome the limitations of fuzzy set theory with the help
of an accurate and sole membership degree which has
shown effectiveness.

Audun Josang [10] presented a survey of trust
and reputation systems for online service provision with the
basic idea of trust and reputation. It is to let parties provide
rating to each other after completion of a transaction and
use the combined ratings to get trust or reputation value.
Several existing and proposed systems measuring trust and
reputations have been discussed in this paper.

Sheikh Mahbub Habib [11] proposed a multi-
faceted trust management (TM) system to identify reliable
trustworthy cloud providers in a cloud computing
environment. The system provides mechanisms to identify
service providers in terms of attributes like performance,
compliance, security etc. Their trust management system
for cloud computing considers multiple attributes, sources
and roots, trust customization, evaluation, representation
and attack resistance.

Hyukho Kim [12] presented a trust model which
efficiently reconfigures and allocates computing resources
according to user requests. This model collects and
analyzes the reliability of servers in a data center based on
historical information which is used to prepare best
resources for service requests in advance. This model
increases the reliability of cloud system by providing
highly trustable computing resources. They haven't taken
mutual trust between users and cloud service nodes of
cloud computing into account.

PROPOSED SYSTEM

In this proposed system the trust computation
encompasses three methods. First method is user trust
calculation and the second method is cloud service provider
trust calculation and the third method is the mutual trust
calculation for both the cloud user and the cloud service
provider based on which the service provision takes place.

According to user's behavior features, we obtain
behavior data, and divide them into different trust attribute
categories.  Trust attribute  features  consist  of
confidentiality, integrity and reputation. To obtain user's
behavior data according to source of the data. One is
collecting commonly used parameters in cloud interactions,
such as resource utilization rate, service availability,
application vulnerability and user's access frequency, time,
environmental conditions and unauthorized operation. The
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other is obtaining operation success rate, error repair rate,
self-protection capability and mean time to failures.
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Fig 1 System Architecture

The Fig 1 represents the schematic architecture of
the proposed system which encompasses the cloud services
based on cloud users request for the services from the
service providers. The service provider acknowledges the
recommendation value of the requesting user who may
obtain the subsequent service. The cloud user obtains
recommendation about the service provider from other
cloud users who are friends with the cloud user who request
for the service. The recommendations are the basis for the
cloud manager to provide the service that was requested
from the trusted and reputed service provider. The cloud
manager monitors the service interaction between the cloud
users and cloud service providers.

User Trust Calculation

The proposed trust model for cloud computing
authentication cannot be used to determine whether the
user’s trust. To ensure the credibility of the behavior of the
user and to avoid risks of user's malicious behavior towards
the cloud server, a trust model based on user's behavior is
proposed. This model first quantifies user's behavior
information and secondly introduces the correction factor
and finally the feedback system into trust mechanism,
which figure outs trust degree of the user.

In the first step of quantification of user
behavioral trust is done by collecting various parameters
which include resource utilization rate, service availability,
application vulnerability, user’s access frequency, time,
environmental conditions, unauthorized access, etc. Few
other operational parameters such as operation success rate,
error repair rate, self-protection capability of the user
followed by the mean time to failure. The calculation also
includes trust attribute categories like Confidentiality,

Integrity and Reliability which are further categorized into
control factor level and network level. An hierarchy is
followed for the above attributes which is formed as a
matrix and another weight matrix is formed whose
transpose is taken and the product results in the final trust
value of the user.
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Fig 2 Attributes of User’s Behavior
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Fig 2 shows the various attributes using which
the user’s trust value is calculated in the equation (1) and
weights are assigned to each attribute based on its
importance and the user who provides the recommendation
which is given in the equation (2).

To compute the final trust, the cloud manager
assigns appropriate weights to the attributes like if the user
wants to provide more weight for direct communication
history and self trust rather than recommendation from
friends and third party who gets lesser weights and the
product of both as given in equation (3) is the final value
obtained.

Cloud Service Provider Trust Calculation

In general cloud users tend to select service
providers who provide credible services. Trust value helps
the user to choose the most credible service provider. The
trust value ranges from 0 to 1 where 0 implies that the
service provider is not trusted and any value near 1 implies
that the service provider is a trusted node. This trust value
calculation can be based on various factors. The earlier one
to one communication between the user and the service
provider and the distance between them leads to a direct
trust value. Recommendation by a third party or by a user
who has previously interacted with the service provider.
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