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Abstract: In Mobile Ad-hoc NETworks (MANETSs) nodes
communicate directly with each other when they are both within the
same communication range. Otherwise, they rely on their neighbors
to relay messages. The open medium and wide distribution of nodes
or the lack of centralized infrastructure make MANET vulnerable to
malicious attackers. Security has become a primary concern in order
to provide protected communication between mobile nodes in a
hostile environment. Hence providing secure route is the most
challenging task to be carried out in MANET environment. This
work proposes a unified trust management scheme for MANETS to
provide secure routing. In this scheme every node calculates the
trust value of its one hop neighbor by both direct observation and
recommendations provided by other neighbors. The calculated trust
values are then used for calculating the path trust of all possible
paths between any source and destination node by AODV routing
protocol which may calculate shortest path in the absence of trust
incorporation. From these, shortest trusted path is selected for
communication.
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INTRODUCTION

Mobile Ad hoc Networks (MANETS) [1] represent complex
distributed systems that consist of wireless nodes that can
dynamically and freely self-organize into arbitrary and temporary ad
hoc network topology. This allows people and devices to seamlessly
inter networked in areas where no pre-existing communication
infrastructure exist. In MANET a primary requirement for the
establishment of communication among nodes is that nodes
should cooperate with each other. In the presence of
malicious nodes, this requirement may lead to serious
security concern. Because mobile ad hoc networks have far
more wvulnerabilities than the traditional wired networks,
security is much more difficult to maintain in MANET
[2].The unique characteristics of MANETS such as dynamic
topology and resource constrained devices pose a number of
nontrivial challenges for efficient and secure routing
protocols [3], [4]. Therefore, establishing and quantifying
behavior of nodes in the form of trust is essential for ensuring
proper operation of MANET.

Most of the routing protocols developed for MANETS,
such as DSR, AODV and DSDV are based on the multi hop
assumption and they do not incorporate any security
mechanism [5]. To increase MANET performance to enforce
cooperation in the network reputation and trust based
schemes have been developed. This scheme utilizes the past

behavior of end-users to enable a node to decide whether
other nodes are cooperative and trustworthy [6]. In this paper,
our scheme is a security mechanism that mainly protects
AODV against two types of misbehavior, dropping packets
and modifying packets. That is, this scheme is a trust based
secure routing for MANET using evidence theory [7], [8]. As
compared to the trusted AODV protocol this work will use
both direct observation and recommendations for trust
computation. The traditional AODV only finds minimum
hop path, where as this scheme consider the number of hops
from source to destination as well as the path trust from
source to destination and finds highly trusted shortest path for
communication.

The latest work in this field also considers both direct and
indirect observation for trust calculation [9]. This work is as
an enhancement to the existing work, by eliminating the
vulnerabilities of it. This trust management scheme provides
some modifications in both direct and indirect trust
calculations. The added advantage of this paper is that trust
satisfaction factor and penalty factor are considered in the
direct trust calculation to give penalty to misbehavior. In the
calculation of Bayesian trust value a penalty factor is
considered to give more weights on misbehavior, and to
reduce the trust value of a node when it misbehaves. With
indirect observation from neighbor nodes of the observer
node, the trust value is derived using either Dempster-Shafer
theory (DST) or Murphy’s rule of combination [10], [11].
The advantage of this scheme is that, it will eliminate the
conflict of using DST. The DST rule becomes inaccurate
when the conflict becomes high. For such situation Murphy’s
rule is used as an alternative rule for combining the evidences
from various observers. Then over all trust value between
observer and observed node is calculated as the weighted sum
of trust value obtained from direct observation and trust value
obtained from recommendations. Then these calculated trust
values are incorporated with the AODV routing protocol to
provide secure routing. The path trust is calculated as the sum
of trust values between all pair of nodes between source and
destination. Then the secure routing protocol will select
highly trusted shortest path.

RELATED WORKS

In MANETs, an untrustworthy node can create
considerable damage and adversely affect the quality and
reliability of data. Computing the trust level of a node has a
positive influence on the confidence with which an entity
conducts transaction with that node. Trust based security
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schemes are studied recently in [12], [13]. Trust
computations consist of three components: ‘experience’,
‘recommendation’,  ‘knowledge’.  The  ‘experience’
component of trust for each node is directly measured by
their immediate neighbors and kept updated at regular
intervals in the trust table. The existing trust table is
propagated to all other nodes as ‘recommendation’ part of
trust. At a regular interval, the previously evaluated trust is
included in the current “knowledge’ component of total trust.

An Ad-hoc on-demand trusted path distance vector
(AOTDV) is proposed for MANETSs [14]. It is a trust based
multi path routing using AODV protocol. AOTDV adopts a
hop-by-hop routing mechanism in which the source is not
expected to know which neighbor is the next hop. In this
scheme a source establishes multiple trustworthy paths as
candidates to a destination in single route discovery. The
main problem of this method is that it considers only direct
observation for trust computation. Hence the chance of
detecting attacker node that acts genuine to some nodes and
malicious to some other nodes will be very less. Hence this
scheme is not suitable for MANETs having Gray hole
[selective black hole] attackers.

The authors of [15] use Bayesian inference to evaluate the
direct trust and Dempster-Shafer theory (DST) to evaluate
indirect trust. Dempster’s rule for combination is a procedure
for combining independent pieces of evidence. The major
drawback of this method is that when the conflict between the
observers is high the DST rule of combination becomes
inaccurate. That is at high conflict conditions, using DST as
trust combination rule will gives false alarm. So the
recommendation trust value using DST is incorrect or
inaccurate.

TRUST COMPUTATION

A. Network Model

In the network model a number of nodes are placed
randomly in the simulation area as shown in Fig: 1. There are
two types of nodes in the network, normal nodes which
follow the routing rules and compromised node which drop
or modify the packets maliciously. The number of malicious
nodes is minor compared to the total number of nodes in the
network. In the network one node is set as source node and
another one is set as destination. It is required to calculate a
trusted minimum hop path from source to destination node.
The malicious node in the path from source to destination
will claim that it is having a shortest route to the destination.
So the source node will always select the route through
malicious node for its communication with the destination.
Hence the data packets send by the source node will never
reaches the destination. For secure communication malicious
nodes have to be detected eliminated from the
communication path. And another shortest path that does not
contain malicious node as a router has to be selected for
communication. For this a trust based secure routing scheme
is proposed.

B. Trust model

Trust is interpreted as the degree of belief that a node in the
network will carry out a task that it should. Trust can also be
defined as the expectation of a subjective probability that a
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Fig: 1 Mobile ad hoc network model

truster uses to decide whether or not a trustee is reliable.
Based on the definition and properties of trust in MANETS,
the proposed scheme evaluates trust by a real number T, with
a continuous value between 0 and 1. In this scheme initially
every node calculates the direct trust of each of its one hop
neighbors periodically and keeps updating its routing table.
This is done by observing the packet forwarding behavior of
them. Then they calculate the indirect observation trust from
the recommendations provided by other one hop neighbors
[16].

Combining the trust value, from direct observation and the
trust value from recommendations, we can get a more
realistic and accurate trust value of a node in MANETS. Then
the overall trust value can be calculated as the weighted sum
of direct trust and recommendation trust as

T=W,*TP + W, «TR 1)

Where W; and W, are the weight assigned to direct
observation trust and recommendation trust respectively,
W W,=1. And TP is the trust value obtained from direct
observation, TR is the trust value obtained from
recommendation. Then the trust value between pair of nodes
is used to calculate the path trust. In this network model there
are several possible paths between source and destination
node with different hops. The best routing algorithm will
select a route that is having higher path trust value and
minimum hop count. The routing protocol will first calculate
path trust value for all possible paths and then select a highly
trusted minimum hop path from these available paths.

C. Trust Computation of One-hop Neighbors

In the direct observation, it is assumed that each observer
can overhear packets forwarded by an observed node and
compare them with original packets so that the observer can
identify the malicious behaviors of the observed node. In this
proposed scheme direct observation trust is computed as the
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product of two components (in Algorithm 1), the first
component of direct observation trust is calculated by
observer node using Bayesian inference [17]. This
component is termed Bayesian trust. And the second

Algorithm 1 Trust Calculation with Direct Observation

1: if node i, which is an observer, finds a one hop neighbor,
then

2: et variables, total packets generated, no. of packets
forwarded

3: ifnode i, finds that its 1 hop neighbor, receives a packet,
then

4: the total packets generated increases one

5: if node i, finds that its 1 hop neighbor, forward the

packet successfully, then

6: the no. of packets forwarded increases one

7 end if

8: endif

9:end if

10: Calculates the Bayesian trust By, from (2)
11: Calculates Trust satisfaction factor Tg, from (3)
12: Calculates the Direct observation trust T°, from (4)

Algorithm 2 Trust Calculation with Recommendation

1: if node i, which is an observer, finds no one hop neighbor,
then

2:  set recommended trust to zero
3: else
4 if node i, finds only a single neighbor, then
5 set recommended trust as the direct trust of 1 hop
neighbor
6: else
7: if node i, finds more than one neighbor, then
8: Calculates conflict factor C, compare with
threshold, then
9: Calculate recommended trust T%, from (5)
10: end if
11: endif
12: end if
Table I: Simulation Parameters
Parameter Value
Application protocol CBR
CBR transmission time 1s to 500s
CBR transmission interval 0.5s
Packet size 512 bytes
Transport protocol UDP
Network protocol IPv4
Routing protocol AODV
MAC protocol IEEE 802.11
Physical protocol IEEE 802.11b
Data rate 2Mbps
Transmission power 6dBm
Radio range 180m
Propagation path loss model Two-ray
Simulation area 500X500, 1000X1000
Number of nodes 10,20,30,40,50,60
Simulation time 600s
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component is trust satisfaction factor [18]. At the beginning
when there is no observation history available, then the trust
value of a node is taken as 0.5. That means the node is
seemed as neutral when no history records behaviors is
established. The value trust can be revised continuously
through follow-up observation. Then trust from Bayesian
inference is taken as the expectation of beta distribution along
with a penalty factor to give more weight on misbehavior.
Incorporating penalty factor can help the proposed scheme
distinguish the malicious node quickly and avoid them
disrupting the normal traffic between benign nodes again
because of two reasons. Firstly, this can lower the trust of an
attacker when it misbehaves. Secondly, the trust of the attack
will not recover quickly even if it forwards a large number of
packets correctly due to the impact of the penalty factor. The
penalty factor is inspired by our daily lives in human society,
where a scandal can badly affect a person who has a good
reputation. What’s more, it is hard to quickly recover a good
reputation. The factor of punishment makes the trust
evaluation more realistic. Algorithm 1 will describes the trust
computation with direct observation. For any source node set
variable for the number packets generated by it and for the
number of packets forwarded correctly by each of its
neighbors.
Y.1:- Number of packets generated by a node

Xna-Number of packets forwarded correctly by its

neighbor

Zn-1- Number of failed packets

Zn1=Yn1- Xna
Let, oo=Po=1

Olp =01+ X1
Bn=Pr-1+Yn1-Xn1

Then the Bayesian trust can be calculated as

an

BT = an+yBn (2)
Where
. 1
2 lf Zn 1> Xnq and Znq—Xp1 < ;(Yn—l)
= . 1
Y 4 lf Zyy > Xnqand Zyy — Xy 2 ;(Yn—l)
1 else
The trust satisfaction factor
_ Xpn-1t1
Ts = Yotz (3)

Then the direct observation trust of Node B by Node A is
calculated as the product of Bayesian trust and trust
satisfaction factor. The trust satisfaction factor will lower the
trust value when the failure rate is high, but it doesn’t lower



ISSN 2278 — 3091

International Journal of Advanced Trends in Computer Science and Engineering (IJATCSE), Vol. 4, No.4 Pages : 16 - 21 (2015)
Special Issue of ICEEC 2015 - Held on August 24, 2015 in The Dunes, Cochin, India
http://warse.org/IJATCSE/static/pdf/Issue/iceec2015sp04.pdf

the trust even though the node will forward a large number of
packets correctly. Then the direct observation trust T is

TP =B =T 4)
For any source node set variable for the number packets

generated by it and for the number of packets forwarded
correctly by each of its neighbors.
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A. Indirect Trust Computation

The recommendations provided by neighbor nodes are
used to evaluate the trust value of the observed node. That is
every node is calculating the indirect observation trust of its 1
hop neighbors from the recommendations provided by other
1 hop neighbors (in Algorithm 2). If there is no one hop
neighbor to provide recommendations then the indirect
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observation trust is taken as zero. And if there is only single
neighbor to provide recommendations then indirect
observation trust is taken as the direct observation trust of
recommender by the observer. If there is more than one
recommendation provided by one hop neighbors then some
combining methods are used to find out the overall trust
value. For combining these recommendations either DST or
Murphy rule of combination is used, based on the value of
conflict factor C [19], [20].

In the indirect trust calculation first conflict factor is
calculated. Based on the value of conflict either DST or
Murphy rule is selected for indirect trust calculation. DST is
the best method for trust computation at low conflict values.
When the conflict becomes high then conflicts between
different pieces of evidence are mismanaged by DST. The
application of DST leads to an undefined condition and
cannot be applied for trust computation.

Hence under high conflict condition Murphy rule is applied.
The conflict factor C is the mass allocated to the empty set
and is calculated as,

C=1-m(¢) = 1—[M(H)M(H) + M (H)M,(H)] (5)

Then the indirect observation trust TX is calculated as,

7DST
™™

for C20.25

R —
T for €<0.25

(6)
Where,
TOST = M, (H) @ My (H), T = 2 [M;y (H) + M, (H)] (7)

is the trust value obtained from Dempster’s rule and the trust
value calculated by Murphy’s rule respectively.

E. Trust Based Secure Routing

Compared to the existing AODV scheme that uses the
shortest path based on hop count, thrust based routing scheme
derive the best routing path considering both trust values and
hop count. The Dijkstra’ algorithm is used to calculate the
best routing path. Since minimization is used in the Dijkstra’
algorithm (e.qg., to find the shortest path with the minimal hop
count in traditional AODV), it is need to convert the trust
value to untrustworthy value. Then, we can minimize the
untrustworthy value of a path using the Dijkstra’ algorithm.
To this end, define the untrustworthy value between node 1

and node 2 as U, which can be calculated as U;,=1-T4,. The
sum of untrustworthy values of a path is

Upath = 201 Uri kivr = 2pt (L — Thi kiv1) )

Where Ty «i+1iS the trust value between node ki and its one
hop neighbor, node ki+1. Nodes k1, k2, . . ., kn belongs to the
path with n — 1 hops. The best routing path satisfies the
minimum of U pg.

SIMULATION RESULTS AND PERFOMANCE
IMPROVEMENT

The proposed scheme is simulated in NS2 simulator with
AODV routing protocol. The effectiveness of the scheme is
evaluated in malicious environment. We compare the
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performance of the proposed scheme with that of AODV
without security mechanism.

A. Simulation Environment Settings

We randomly placed nodes in the defined area.
Simulations are performed in different scenario; with each
scenario has a pair of nodes as the source and destination. The
traffic used for simulation is constant bit rate traffic (CBR).
The simulation parameters are listed in Table: I. In the
simulation it is assumed that there are two types of nodes in
the network, normal node and malicious node. Normal nodes
are nodes that follow routing rules, where as malicious nodes
will drop or modify packets maliciously. As compared to the
total number of packets the number of malicious nodes is
very less. In this adversary mode, proposed scheme is
evaluated and compared with the original AODV protocol.
We have simulated the networks with different numbers of
nodes. Fig 2 is an example of the network set up, where node
3 is the source node, node 13 is the destination node and
nodes 6 and 9 are malicious nodes. For node mobility, the
random waypoint mobility model is adopted in 60 node
MANET. The maximum velocity of each node is 0 to 20 m/s.
Four performance metrics are considered for understanding
the performance variation of MANET with and without
malicious nodes. 1) Packet delivery ratio (PDR) is the ratio of
the number of data packets received by a destination node to
the number of data packets generated by the source node. 2)
Throughput is the total size of data packets correctly received
by a destination node every second. 3) Routing load is the
ratio of number of control packets transmitted by nodes to the
number of data packets received successfully by destination
during the simulation. 4) Average end to end delay. It is the
mean of end to end delay between a source node and a
destination node with CBR traffic.

B. Performance Improvement

The original AODV and our scheme are evaluated in the
simulation, where some nodes act maliciously by dropping or
modifying packets. In Fig: 2 we compare PDR for AODV
MANET with and without trust scheme, which includes
nodes from 10 to 60. From the figure, we can see that the
AODV MANET with trust has higher PDR as compared to
original AODV. This is because the original AODV protocol
does not have any security measurements, and the chance of
dropping packets by malicious nodes is high. Hence the PDR
is very low in the case of original AODV protocol. Where as
in the proposed scheme the trust scheme will detect malicious
nodes and hence the chance of reaching packets at the
destination is high. So the Packet Delivery Ratio is also very
high. We can also find that the PDR of both the schemes
decreases gradually when the number of nodes grows. For
small number of nodes the PDR high. As the number of nodes
increases the packet drop increases. This is because the
collision of sending messages becomes more frequent as the
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number of nodes increases in the MANET. The PDR
decreases even more as the number of attacker increases as in
Fig: 3, this is because the black hole attacker will drop the
packets without forwarding it to the receiver. Hence as the
number of attacker increases number of dropped packets also
increases drastically, that will reduce the PDR.

As compared to the existing scheme throughput of the
proposed scheme is very high. This is because the security
mechanism in the proposed scheme will increase the number
of correctly received packets. It is observed from Fig: 4 that
the throughput also decreases with number of nodes; this is
because the number of packets received correctly decreases
as long as the number of nodes increases. Fig: 5 reveal that
the number of attackers has significant impact on the
throughput of the network. As the number of attackers
increases the throughput also decreases to a very low value.
In Fig: 6, the result demonstrates that proposed scheme has a
lower routing load. This is due to the fact that the security
mechanism imposed by the proposed scheme will increase
the number of packets correctly received by the destination.

The cost of adding security mechanism is increase in
average end to end delay as compared to original AODV
protocol. Fig: 7 show that the proposed scheme has a slightly
higher average end-to-end delay than the existing scheme.
This is because the trust computation and update time are
added along with route discovery time of original AODV
protocol. Also the trusted path is always a longer one as
compared to the path provided by the original routing
protocol. There is a trivial delay introduced by this scheme as
compared to the existing scheme, but high security is
guaranteed.

CONCLUSIONS

Owing to multi hop routing and absence of centralized
administration in open environment MANETS are vulnerable
to various security attacks. Hence providing secure route is
the most challenging task to be carried out in MANET
environment. This paper proposes a trust management
scheme for MANETs to provide secure routing. In this
scheme every node calculates the trust value of its one hop
neighbor by both direct observation and recommendations
provided by other neighbors that is indirect trust. We use
packet forwarding ratio to evaluate the one hop neighbor
trust. The calculated trust values are then used for calculating
the path trust of all possible paths between any source and
destination node by the routing scheme. AODV routing
protocol may calculate shortest path in the absence of trust
incorporation. By incorporating trust the AODV protocol
will select shortest trusted path for communication.
Dijkstra’s algorithm normally used for calculating shortest
path between any pair of nodes can be used for trusted path
computation.
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