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ABSTRACT

A smart home is one that provides its home owners
comfort, security, energy, efficiency and convenience at
all times, regardless of whether anyone is home. End-
user devices, such as mobile phones and tablets, have
become essential tools for accessing smart homes.
Although mobile phones are equipped with different
means of authentication ~ such  as fingerprint
readers, face lock, etc., these methods are only employed at
time of access. User Authentication for Smart Home
Networks Based on the Usage of loT  Device. It
presents a continuous user authentication model
based on behavioral features extracted from user
interactions with 10T devices. If and  when an
unauthorized  access  occurs, permission  to access
the system would be denied. Consecutively an alert
message would be sent to the emergency phone number
provided during time of user registration.
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1.INTRODUCTION

The  technological advancement has created
remarkable change, which is also reflected in the smart
home as one of the Internet of Things (loT)
applications. However, this growth has brought an
increased number of security threats. Many end user
devices from which access to smart home devices are
achieved, including mobile phones and tablets, are
currently equipped with authentication techniques, such
as fingerprint readers, face locks, etc. Since these
methods are only employed at the time of access,
many resulting problems should be taken into
consideration.  Firstly, after initial authentication,
many users avoid setting short access sessions; as a
result, after the entry point, devices are vulnerable to use
by intruders leading to unauthorized access. Secondly,
traditional authentication credentials could be observed
by external users, as the devices are susceptible to loss
or theft. Hence, it is a key factor
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and it is important to consider the continuous
authentication techniques that continuously examine the
access situation and the legitimacy of the
communicating party. This can be achieved by
utilizing behavior-based authentication  methods.
Behavior-based authentication methods are built on an
assumption that users have unique behaviors, like browsing

particular pages and using specific apps. The
advantage of considering behavior-based
authentication is that information such as apps,
device resources and network information generated
while interacting with mobile devices, can be

retrieved and employed in the background for the
purpose of continuous authentication [1]. In addition , the
enhanced computation capabilities of smart home hubs, for
example , Samsung Smart Things and Wink home , can run
continuous authentication procedures while accessing
home devices. Here presents a method that authenticates
users to smart home devices at the starting point of access
, as well as during the access session, without requiring
further action. The proposed approach utilizes unique user
app usage events on the mobile phone. In consequence, the
contribution of this study is a ML authentication model
utilizing access behavior to apps on mobile devices to
authenticate users while utilizing shared apps at the
same daily intervals.

2.RELATED WORKS

Much information can be retrieved while interacting with
mobile devices and applied for continuous user
authentication such as device resources and apps, as well
as network information generated from apps. The study
in “Into the Wild: Studying Real User Activity
Patterns to Guide Power Optimizations for Mobile
Architectures”, finds that there is a high correlation
between the power consumption of the used device
and the usage patterns of users [1]. Furthermore, as
demonstrated in “Continuous Authentication  on
Mobile Devices Using Power Consumption,  Touch
Gestures  and Physical Movement of Users”, user
behavior relies on the
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power consumption of the accessed apps [4]. In
addition, utilizing built-in battery voltage sensors, the
authors in  “Design  and Implementation of a
Contextual-Based Continuous Authentication
Framework for Smart Homes”, present a power
model construction approach that monitors power
consumption per app on user devices [8]. However, the
works above mentioned do not utilize app access patterns
for users’ authentication and it is difficult to model
the power consumption only for specific apps as there
are apps running in the background. Considering
network-based information, the authors in  “Fraud
Detection Concepts: Final Report”, report on building
user behavior profiles, including phone calls and network
migration patterns over service provider networks [12].
The research in “Behaviour Profiling for Transparent
Authentication for Mobile Devices”, shows that
users can be differentiated and anomalies can be
detected based on users’ interactions with their mobile
apps utilizing text messages and calling behavior, hence
enabling continuous user authentication [13]. According to
the assumption that users of mobile phones tend to
utilize apps in different locations at different times,
host-based behavior profiling is described by the same
authors. The study in “Implicit Authentication Through
Learning User Behavior”, proposes an anomaly-based
detection approach based on monitoring users’
actions [6].

3.PROPOSED SYSTEM

In this system, the input as mobile phone which has the
access information. The data is collected from real
world users by receiving their access logs and
performing features selection. The collected data has to
be preprocessed by normalizing features, removing
noise etc. Behaviour based authentication methods are
built up on an assumption that users have unique
behaviour patterns. These behaviour patterns can be
identified by applying classification algorithms .The
authentication can be done based on the accuracy check
in these behaviour patterns and classification algorithm
is applied by using raspberry pi. The model building
includes data pre-processing, identification of the
patterns, classification and authentication. These areas
can be tested for a better authentication model. If the
access to the smart home device is granted or if it’s
denied, it will pop up in the build-in mobile
application. If an unauthorized access takes place, the
system will be blocked and an alert message is sent to the
mobile number given at the time of registration. Then the
access to the smart home network will be denied.
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Figure 1: The proposed authentication
model

This model presents a user authentication model that first
learns users’ app access events on their end devices
and produces a pattern for continuous user
authentication using classification algorithms. In the
implemented smart home framework, users interact
with smart home devices through a smart home hub and
data are encrypted during transmission.

Dataset

For evaluating the proposed approach, two public real-
world datasets, collected in an uncontrolled manner
from real users, are utilized. The first dataset is Android
app-usage , was collected from users over a period of
five months, and publicly available for only ten users.
The second dataset is the UbigLog4UCI , which
was collected from 35 users over a period of more
than three months. Table 1 presents both datasets
regarding the number of users, instances, and accessed
apps, as well as app access duration.

Table 1: The Utilized Dataset.
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Dataset | description

This  dataset comprises management activity and
network trace data. The management activity data
comprises history information of apps download,
update, and uninstalls. The network trace data
comprises the access network, such as Wi-Fi or
cellular networks, the apps’ access duration of the
running apps as well as the generated traffic while
accessing these apps. Although data of only 10 users,
which is publicly available, is utilized in this work, the
number of home users is commonly smaller.

Dataset Il description

This dataset was collected in the form of records,
each of which represents a sample of the
observations in the dataset. All participants were
university students who own a smartphone and who
participated in the data collection without reward. This
dataset contains 35 users; however, the data of

30 participants were included, while the data of 5 of them
were removed during this study due to errors and
missing app usage information. The meaning and the
fields of both utilized datasets are shown in Table 2.

Table 2: Utilized features from both Datasets.

Feature Meaning Type
1 Phone number  The user's identifier Text
2 Timestamp The access time and date Date
3 | Appsname The app's identifier Text

Foreground cellular and Wi-Fi connection | Time

4 | > F-(Cellular & | 4, aion. This feature is separately provided (ms)

W"F.') 8CCESS | with the Android app-usage dataset and
duration provided in total with the UbigLog dataset
-
J Foreground cellular and Wi-Fi traffic. | Byte
* F-(Cellular | This feature is utilized only with
& Wi-Fi) the Android app-usage dataset as it is
Traffic not collected

Datasets analysis

The interaction time in this study is considered as the
total access time to the app in the foreground,
meaning that the user is continuously interacting with
the app during the session. As an overview, Figures
show the average daily interaction time of four
randomly selected users from each dataset, over a period
of 90 consecutive days. The average daily access time
ranged from 10.5 minutes to 317.9
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minutes per day in Dataset I, and from 75.4 minutes to
392 minutes in Dataset II.
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Figure 2: Average access time to apps per day
in Dataset I.

Moreover, 30% of the interaction time of the selected apps
had an average range between 30 and 180 minutes.
Even though there are some variations in the daily access
time over the selected period , as Fig. 2 and Fig. 3 show,
the difference among users is obvious . Furthermore ,
the daily average access time per user is unique as
compared with the rest of users. Consequently, the total
access time can be applied for user authentication .Before
training the model , it is important ~ to consider the
imbalance  in the observations in each of the datasets .
For example , in Dataset I, class observations vary from
5.5 % to 16.2%, while in Dataset Il, class observations
vary from 0.
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Figure 3: Average access time to apps per day in
Dataset II.

Since the focus here is on classifying multi-users
rather than a single user, different classification
strategies are applied. The accuracy measures for each
algorithm are evaluated 5 times, and here six
classifiers are applied, namely, KNN, MLP, NC, RF, GBC
and AdaB, which provide the best accuracy compared
with other algorithms. The classification algorithms are
trained over a period of  time until
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reaching no considerable variation in the access

pattern of users.
APP SELECTION

Based on the assumption that each user has unique
accessing patterns to apps in different locations and at
different times, it is rare that two users will have identical
access patterns. However, this situation could occur
especially in localized environments such as at home or
work; for example, two relatives residing in the same
house and utilizing the same apps, such as
Facebook or WhatsApp, on their smartphones.
Accordingly, the model is evaluated in identifying users
utilizing shared apps at the same daily intervals.
Before evaluating the presented model, it is tested if
there is a significant difference between two data
samples, all apps and most used apps. For the most
used apps, it is considered that apps are accessed twice
or more by all users.

4.DISCUSSION

Behavior-based authentication methods are built on the
assumption that users have unique behaviors, like browsing
particular pages and using specific apps, while
interacting with their mobile devices. In this study, it
is presented a user authentication model based on apps
access events with high TPR and TNR. The proposed
method has been evaluated utilizing two datasets, and
for this work app events are used over 50 consecutive
days. The results show that even when using only shared
apps, this model is able to differentiate between users.
According to the selected sample group, users spent an
average of up to 5 hours a day accessing apps on their
smartphones for Dataset | and up to 6.5 hours for

Dataset Il. However, Dataset | provides higher
accuracy levels when accompanying both app
access traffic generated along with the time spent

accessing these apps. As it is concluded from the utilized
datasets in this study, app access patterns are
continuously provided. Thus it can be applied for
continuous user authentication.

5.RESULT

The results of testing the performance on both
datasets with regard to the true negative rate (TNR) and
the true positive rate (TPR). The average TPR and
TNR based on the one-vs-all classification approach
of the proposed model are presented in Fig.

4. From this figure, the RF algorithm achieves the
best TPR followed by the KNN for both the datasets
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and the RF algorithm performs the best TNR for both
datasets, followed by the GBC for Dataset | and KNN for
Dataset II.
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Figure 4: Performance evaluation of the
proposed model based on TPR and

TNR.
For evaluating the proposed model, the datasets are
divided into 30% and 70% for validating and
training the model. Training and validation is
performed based on two classification methods,
one-vs-all and all-vs-all.
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Figure 5: One-vs-all performance of the
proposed model.
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Fig. 6: All-vs-all performance of the proposed
model.
6.CONCLUSION

Here we present a user authentication  model
utilizing app access events based on most used apps
among users. The capacity of the presented model, to
authenticate users with both high TP and TN rates, is
demonstrated and from the results it is concluded that for
each user even for the most used apps, the apps
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access patterns are different.

Hence, this model is

robust against such kinds of situations. The increased
usage of mobile apps on end user devices, such as
mobile phones and tablets, will provide the possibility

to authenticate users with an

appropriate level of

accuracy.

The

results show that this model is able to

differentiate between users even when using only
shared apps as compared with the work in. From the
results, there are some changes in users’ app access

patterns,

however, the effect on accuracy is minor

since utilized apps are the most frequently accessed
apps. Moreover, this change is small when including the
continuously employed apps among users for a long
period of time.
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