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ABSTRACT

Smart The development of connected and autonomous cars
(CACs) is set to revolutionize transportation, offering increased
safety, efficiency, and convenience. However, the widespread
adoption of CACs relies heavily on the availability of reliable
and high-speed wireless networks. This paper explores the
impact of 5G networks on CACs, focusing on their ability to
provide higher speeds, lower latency, and greater capacity.
Additionally, it examines the benefits of 5G for CACs,
including improved safety, increased efficiency, and the
emergence of new transportation services. The paper concludes
that 5G networks play an important role in advancing CAC
technology and driving its adoption. 5G networks pave the way
for the emergence of new transportation services that can
revolutionize the mobility landscape. With the high-speed and
low-latency capabilities of 5G, CACs can seamlessly connect to
other smart devices and infrastructure, enabling innovative
services such as ride-sharing, on-demand transportation, and
mobility-as-a-service (MaaS) platforms. These services can
transform the way people access transportation, offering
flexible and convenient options that cater to individual needs

Key words: 5G networks, connected cars, autonomous cars,
vehicle-to-vehicle communication, vehicle-to-infrastructure
communication, real-time data processing, cybersecurity,
driver assistance systems.

1. INTRODUCTION

The advent of the fifth generation (5G) of wireless
communication has ushered in a new era of connectivity,
promising unprecedented speed, reliability, and low latency.
This technological leap not only transforms the way we
communicate but also holds profound implications for various
industries, including the automotive sector. In recent years, the
automotive industry has been undergoing a paradigm shift
towards connected and autonomous vehicles, leveraging the
capabilities of 5G networks to redefine the driving experience.
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The integration of 5G networks with connected and
autonomous cars represents a pivotal moment in the
evolution of transportation technology. As we move towards
a future where wvehicles are not merely modes of
transportation  but intelligent entities capable of
communication, coordination, and decision-making, the role
of 5G becomes increasingly crucial. This review explores the
multifaceted impact of 5G on the development and
deployment of connected and autonomous cars, delving into
the technological advancements, challenges, and broader
implications for society. To appreciate the significance of
5G in the automotive landscape, it is imperative to trace the
evolution of connectivity in vehicles. From basic telematics
systems to the integration of 4G LTE, each phase has laid the
groundwork for the comprehensive connectivity solutions
that 5G promises. The transition from disconnected,
standalone vehicles to a seamlessly connected network of
cars marks a transformative period in the automotive
industry. The unique capabilities of 5G, including ultra-low
latency, high data transfer rates, and massive device
connectivity, open up new possibilities for connected and
autonomous vehicles. The paper explores how these features
enable real-time communication between vehicles,
infrastructure, and cloud-based systems, fostering an
environment where cars can make split-second decisions,
enhance safety, and optimize traffic flow. As we embark on
this exploration of the symbiotic relationship between 5G
and the automotive industry, it is evident that the intersection
of these technologies holds immense promise for the future
of transportation. The subsequent sections of this paper will
delve into specific aspects, shedding light on the intricate
dynamics and unveiling the transformative potential that 5G
brings to the realm of connected and autonomous cars These
visual aids serve as integral components of the narrative,
providing readers with a comprehensive and accessible
understanding of the intricate interplay of the 5G networks
and the development of connected or autonomous cars.
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2. ARCHITECTURE

The 5G networks offer exceptional reliability, ensuring that
the communication between connected and autonomous cars
remains steadfast and uninterrupted. The reliability of 5G is
achieved through various means, such as redundant
infrastructure, advanced error correction techniques, and
dynamic network management. This reliability is crucial for
the safe and efficient operation of connected and autonomous
cars, as any communication failures or disruptions could have
severe consequences on the overall functioning of the vehicles.

Greater capacity: 5G can handle a much larger volume of data
traffic than 4G. This is important for supporting the large
amount of data generated by CACs, which includes sensor data,
video footage, and maps.[4]

5G Architecture
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Edge Server Data-processing——— Core Network

Edge Server

Data processéng\
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Data transmisskm/v
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Figure 1: 5G Architecture
Figure 1 shows the basic 5G architecture of connected cars with
factors such as edge computing, core network, RAN,devices and
the base station

In light of these advancements, this paper aims to explore the
impact of 5G networks on the development of connected and
autonomous cars. By examining the various ways in which 5G
technology influences the capabilities, performance, and Future
prospects of these vehicles, we seek to shed light on the
transformative  potential of this  wireless standard.
Additionally,[5] we will delve into the challenges and
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considerations associated with the integration of 5G networks
into the transportation ecosystem, addressing issues such as
infrastructure requirements, cybersecurity concerns, and
regulatory aspects.

3.SUMMARY OF IMPORTANT ACRONYMS

Through this comprehensive review, we hope to provide
valuable insights into the interplay between 5G networks and
connected and autonomous cars, thereby contributing to the
ongoing discourse surrounding the future of transportation. By
understanding the implications of 5G technology on the
development of these innovative vehicles, stakeholders can
make informed decisions and pave the way for a connected,
efficient, and safe transportation system of tomorrow. The
Impact of 5G on CACs The availability of 5G networks will
have a significant impact on the development of CACs. With
5G, CACs can achieve the necessary speeds, latency, and
capacity required for safe and efficient operation, making them
a more appealing option for consumers and businesses.

3.1 Advantages
o Faster and more reliable communication: 5G networks
offer significantly higher data transfer rates and lower
latency compared to previous generations.
Allowing for real-time and seamless communication
between vehicles and the surrounding infrastructure.
This enables a faster exchange of critical information,
such as collision warnings, traffic updates, and road
conditions, enhancing overall safety and efficiency.

Extensive. Reliable communication allows for the
accurate transmission of sensor data, aiding precise
decision-making.

Increased network capacity integrates more vehicles and
infrastructure, improving traffic management.

e Mission-critical applications receive top priority,

ensuring reliable emergency functions

3.2 Enhanced V2V and V21 communication

5G networks provide a more robust platform for V2V and V2I
communication. This allows vehicles to share information With
each other and with the infrastructure, facilitating coordinated
actions, efficient traffic management, and optimized navigation.
It also enables the implementation of cooperative driving
techniques, such as platooning, where vehicles travel closely
together to reduce aerodynamic drag

The key characteristics of 5G networks, such as high speed, low
latency, and high capacity. The bars represent the relative value
of each characteristic, with speed being the highest at 20 times
faster than 4G, latency being 10 times lower, and capacity being
100 times greater.

Support for autonomous driving: The low latency and high
bandwidth of 5G networks are essential for the deployment of
autonomous driving technologies. Connected and autonomous
vehicles require constant and reliable connectivity to access
real-time data, such as high-definition maps, traffic information,
and sensor inputs from the surrounding environment. 5G



networks provide the necessary infrastructure for these vehicles
to communicate effectively and make split-second decisions[2]
leading to safer and more efficient autonomous driving
experiences.

Benefits of 5G for CACs

10%

30%
15%

20%

25%
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Figure 2: Benefits of 5G for CACs
Figure 2 depicts The pie chart slices represent the percentage of
each benefit, with safety being the largest at 30%, followed by
efficiency at 25%, comfort at 20%, new services at 15%, and
other benefits at 10%.

3.3 Disadvantages

o Infrastructure requirements and deployment costs: The
implementation of 5G networks requires a significant
investment in infrastructure, including the installation
of new base stations and network equipment. The
deployment costs associated with building the
necessary infrastructure can be substantial, posing
financial challenges for automotive manufacturers,
service providers, and governments.

o Network coverage and reliability: While 5G networks
promise faster and more reliable connectivity,
achieving comprehensive network coverage in all
areas can be a challenge. Rural and remote regions
may have limited access to 5G networks, which could
hinder the widespread adoption of connected and
autonomous cars. Additionally, disruptions in network
reliability and stability can impact the performance
and safety of connected vehicles, highlighting the
need for robust and redundant network infrastructure.

o Cybersecurity concerns: With the increased connectivity
and data exchange in 5G-enabled connected cars,
cybersecurity becomes a critical concern. The
complex network architecture and a large number of
connected devices increase the potential attack surface
for malicious actors. Protecting vehicles and the entire
ecosystem from cyber threats, such as unauthorized

access, data breaches, and remote vehicle
manipulation,[8] requires robust security measures
and constant updates to address emerging

vulnerabilities.
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4. RELATED SURVEYS ON 5G-BASED
AUTONOMOUS VEHICLES

The emergence of 5G networks as a groundbreaking
technology brings numerous transformative aspects that will
revolutionize industries.[14] This section provides an in-depth
overview of the impact of connected and autonomous cars,
highlighting key features and benefits.

An essential characteristic of 5G is its ability to deliver high data
rates, enabling fast communication between devices. With
multi-gigabit per second (Gbps) download speeds, connected
and autonomous cars can transfer data swiftly. Real-time
information exchange between vehicles, infrastructure, and
other devices in the transportation ecosystem is facilitated.

5G networks offer remarkably low latency, ensuring minimal
delay in data transmission. This instantaneous response time
enhances the safe and reliable operation of connected and
autonomous cars, enabling quick decision-making and reactions
to traffic  conditions. Reduced latency enhances
vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I)
communication, improving safety and efficiency.

Another significant feature is the support for massive device
connectivity. 5G networks seamlessly accommodate numerous
connected devices simultaneously, enabling cooperative
driving. Vehicles can coordinate actions, share traffic updates,
and optimize routes to reduce congestion, enhancing traffic
flow.

Additionally, 5G introduces network slicing, dividing a
physical network into virtual networks. Customizable slices
with specific requirements, such as bandwidth and security,
cater to different applications. Critical applications can be
allocated high-priority[7] slices, ensuring uninterrupted and
reliable operation

5G Network Characteristics

Speed (x20)

Latency

8G Characteristic

Capacity

Falue

Figure 3: 5G Network Characteristics

Figure 3 describes the 5G network characteristics such as speed,
latency, capacity against values.



4.1 Vehicle-to-Infrastructure(V2l) Communication: It is
revolutionizing the transportation industry, and the advent of 5G
networks has further accelerated its potential. With its
high-speed and low-latency capabilities, 5G technology is
poised to transform how vehicles interact with the surrounding
infrastructure, creating a seamless and efficient transportation
ecosystem. In our review paper titled "The Impact of 5G
Networks on the Development of Connected and Autonomous
Cars," we delve into the various applications of 5G in V2I
communication and highlight its profound influence.

One of the key areas where 5G networks shine is traffic signal
optimization.[15] By leveraging real-time data transmission,
vehicles can communicate with traffic signals and exchange
vital information. This two-way interaction enables intelligent
signal control systems to dynamically adjust signal timings
based on traffic flow, minimizing congestion and improving
overall traffic efficiency. With 5G's ultra-fast speeds and
minimal latency, these interactions can occur seamlessly and
instantaneously, ensuring smooth and uninterrupted traffic flow.

Intelligent transportation systems represent another significant
application of 5G in V2I communication. These systems rely on
the exchange of data between vehicles, infrastructure, and even
pedestrians to enhance safety, efficiency, and convenience on
the road. 5G networks provide the necessary bandwidth and
reliability to support the vast amount of data generated by
connected and autonomous vehicles. This data includes
real-time traffic updates, road condition information, and even
predictive analytics, empowering vehicles to make informed
decisions and optimize their routes for the most efficient travel
experience.

Additionally, 5G facilitates the remote monitoring and control
of connected and autonomous vehicles. With its low-latency
communication capabilities, it becomes possible to remotely
access and manage various aspects of a vehicle's operations.
This includes monitoring the wvehicle's performance,[17]
conducting over-the-air software updates, and even remotely
controlling certain functions when necessary. By harnessing the
power of 5G, manufacturers, and fleet operators can ensure the
safety and efficiency of their vehicles without the need for
physical intervention.

5. SECURITY

Given the potential for manipulation and fraud, security
emerges as a concern of critical when handling the smart cards,
particularly when they hold monetary value. To protect from
unauthorized access, the implementation of both user
identification and access control becomes imperative in
distributed computer systems. Smart cards offer varying
security features to address this challenge, including
authentication, encryption using single and triple DES
algorithms, MAC checksums, and it uses secret codes like PINs.
These measures contribute to enhancing overall security during
the implementation of smart card systems[9].
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5.1 Protective capabilities of the network's security
measures
Data communication. should be adequately protected either
through the system’s design or the implementation of network
protocols that prevent tampering and maintain the overall
system security. Physical security measures can be implemented
to secure the card terminal. For example, if the card terminal is
integrated into a wall, the card security is ensured by utilizing
equipment such as a smart card reader with a mechanized
shutter[6].  Additionally, the
communications connection and smart card reader can be
physically safeguarded by placing them in a secure location.
These measures contribute to protecting the integrity and
confidentiality of system and its associated data.

5.2 Fundamental Security Concepts

Security is of utmost importance in a smart card system due to
various factors. Upholding the principles of irrefutability, data
consistency, identity verification, and verification are critical
components of ensuring a secure environment[10]. These
principles help to establish trust, prevent the denial of actions or
transactions, maintain data accuracy and consistency, verify the
identity of users, and validate the reliability of the system's
operations[3]. By adhering to these methodologies, a smart card
system can safeguard against unauthorized access, protect
sensitive information, and maintain the overall security and
reliability of the system.

These ideas are brought from various encryption algorithms
used by smart cards. A single mechanism may occasionally be
able to offer many security services. For instance, a digital
signature can offer non-repudiation, source authentication, and
data integrity[11]. Public key infrastructure (PKI) is important
because it offers the policies and processes needed for creating
secured information exchange, which is required for the
majority of these security needs.

PKI (Public Key Infrastructure) utilizes data scrambling to
ensure privacy, electronic certificate for verification purposes,
and digital signatures to demonstrate the integrity of
transactions performed by the originator without interruption or
error. The upcoming sections will delve into the processes
employed in smart cards to enforce these fundamental
principles.

6. PRIVACY

The concept of safeguarding message exchanged between two
parties from third-party interference is known as privacy.
However, additional research on privacy and security is
required before designing a card capable of preserving such
confidentiality. This is because of heightened risk of privacy
breaches when a person's smart card contains a larger amount of
unique and personal information. Nonetheless, smart cards
currently possess a diverse range of applications, and as they
continue to shrink in size, become more affordable, and gain
enhanced capabilities, their ability to support even more
functions increases significantly.



Privacy is ensured using symmetrical and asymmetrical

cryptography. Various procedures are required depends on card

application. Numerous algorithms were implemented. is not

conceivable despite the abundance of physical resources

It is common that a single algorithm will be universally

employed. Currently, the widely adopted symmetric key

cryptography algorithm is DES (FIPS 46-3), or potentially

triple-DES (ANSI X9.17), while RSA is commonly utilized for

asymmetric cryptography. Although it is unlikely to occur

anytime soon, there might be future initiatives to replace DES

with the more advanced AES (FIPS 196) algorithm

e Symmetrical Cryptography: Symmetrical cryptography
employs A single key is used to encrypt plain text into
enciphered text and to decode enciphered text back
into plain text[12]. Cryptography with symmetry is
called symmetrical because it uses the same. To
encode and decode the communication the key is used.
The DES algorithm is a fast method that may be
utilized with smart card software. (FIPS 46-3) [13].
The conventional method for securely distributing
keys to cards is to write a des key at the time of card
personalization. Asymmetrical cryptography, which is
described below If this is not achievable
o Asymmetrical Cryptography: In their article "New

Directions in Cryptography,” published in 1976,
initially proposed separating the encryption/decryption
key rather than using a single key for both functions.
This concept is now recognized as asymmetrical
cryptography. Two keys are used in asymmetric
cryptography: one to encrypt plain text and the other to
decrypt it. These are connected mathematically. The
communication with only one key can be unlocked
using a different key. RSA is popular asymmetrical
cryptography algorithm[12].

This is used by credit card firms for authentication. Data
encryption is rarely utilized. Asymmetric cryptography is also
employed for this purpose. Asymmetrical encryptions are
frequently used to safely transfer the key from one party to
another. Asymmetric encryption is used for data transfer if both
participants should know of the DES key. This action enhances
the presentation.

6.1 Verification

Verification is the method of determining a person's
identification. In reality, it provides clarification or
confirmation that a person or object is indeed the entity it claims
to be. For instance, Ram needs to be certain that Sham is the
processor of the key before accepting a communication from
him. This requires a procedure known as authentication.
Certificates: The authority that issues the certificate guarantees
that the certificate's holder is who they claim to be. if the
securely signed message contains a copy of the certificate
holder's public key and other details about certificate holder.
The recipient of the communication can then be certain that the
key is trust-worthy[16].

The helpful action before using a card is verifying the
cardholder's identification. If two parties wish to start a
business, they must be certain of each other's identity. We can
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use verbal and visual cues to identify other people. To confirm
that the person being impersonated is actually that person,
secure communication technology.is used.

e Security codes: Security codes typically refers to a
sequence of four or five digits. that is attached to the
smart card. Cardholder commits this number to
memory. PIN is securely kept. Digital content and
functions on the chipcard can be secured until access
from the outside world is permitted. Due to the
excessive number of chip card applications, it will take
some time until the proper pin code is available. As a
result, people will need to memorize more and more
pin numbers. Keep in mind that 15-20 distinct Security
codes are challenging for everyone and could result in
someone writing the secured number on the card. The
initial merit of having a PIN was lost, which is why
subsequent attention to security measures has focused
on biometric as a method of recognizing a person.

o Biometrics: The science of quantifying characteristics is
called biometrics. Users find it difficult to remember
numeric pass codes and secret phrases. a determining
component influencing the betterment of biometrics is
this reluctance. Additionally, since many people share
pin numbers, they are not identifiable uniquely,
whereas biometrics can identify a real person since
they are the following biological characteristics can be
measured:

» Signature

» Fingerprint

» Voiceprint

» Hand geometry
» Eye retina

6.2 Real-Time Data Processing

The Crucial Role of 5G Networks in Revolutionizing the
Development of Connected and Autonomous Cars In recent
years, the remarkable advancements in 5G networks have paved
the way for a transformative era in the development of
connected and autonomous cars. The unparalleled combination
of high data rates and ultra-low latency offered by 5G has
revolutionized the capabilities of these vehicles, particularly in
terms of real-time data processing. This critical aspect has
propelled the automotive industry into a new realm of
possibilities, enabling enhanced functionalities that were once
merely speculative. One of the key advantages of 5G networks is
their ability to facilitate efficient data exchange and processing
in connected and autonomous cars. With the exponential growth
of data generated by sensors, cameras, and various other sources
within the vehicle ecosystem, the need for rapid and seamless
communication has become paramount.[19] The exceptional
bandwidth and reduced latency of 5G networks allow for the
instantaneous transmission of vast amounts of data, facilitating
real-time decision-making processes and empowering vehicles
to navigate through complex scenarios with unparalleled
accuracy and safety. Real-time navigation is a prime example of
how 5G networks have transformed the automotive landscape.



Traditional Additionally, manufacturers and developers must
adopt a security-by-design approach, embedding cybersecurity
principles into the very fabric of connected and autonomous
cars.[22]

6.3 Cybersecurity

The rapid advancement of technology has revolutionized the
automotive industry, particularly with the emergence of
connected and autonomous cars. These vehicles, equipped with
state-of-the-art features and capabilities, rely heavily on
seamless connectivity to enhance their performance, efficiency,
and overall user experience. However, this increased
connectivity also introduces a myriad of cybersecurity
challenges that need to be addressed to ensure the safety and
integrity of these vehicles and their passengers. At the forefront
of these challenges is the impact of 5G networks on automotive
cybersecurity, a topic of great significance in the realm of
connected and autonomous cars. With the deployment of 5G
technology,[20] vehicle networks are expected to experience
unprecedented levels of  connectivity, speed, and
responsiveness. While this promises a range of exciting
possibilities, it also opens up potential vulnerabilities that
malicious actors could exploit. In the context of 5G-enabled
vehicle networks, it becomes crucial to examine the potential
risks and vulnerabilities that may arise. The sheer complexity of
these networks, with numerous interconnected devices and
systems, increases the attack surface for cyber threats.
Adversaries may attempt to exploit vulnerabilities in the
underlying infrastructure, compromising the integrity of critical
systems, such as steering, braking, and acceleration. Such
attacks could have devastating consequences, leading to
accidents, property damage, or even loss of life. [21] To
mitigate these risks, a comprehensive set of countermeasures
must be implemented. These countermeasures encompass both
preventive and reactive measures to ensure the security of
5G-enabled vehicle networks. Preventive measures may include
robust encryption protocols, secure authentication mechanisms,
and intrusion detection systems.

6.3.1 Safety Dimension

According to certain surveys, users' concerns about security
have grown, and this has been identified as one of the main aim
of technology aspect. In this study “degree to which person feels
that security is important to them and believes that by using
smart card is secured” is the definition of security.
Strengthening system security will safeguard uses perception of
the systems overall quality. security control may help to
safeguard systems holistic content.[1] Superiority by preserving
the availability, confidentiality and integrity of the material[18].

6.3.2 Enhanced Driver Assistance Systems (EDAS):

This have experienced significant advancements with the
emergence of 5G networks, as they provide a robust and reliable
infrastructure to support the development of connected and
autonomous cars. The impact of 5G on ADAS functionalities is
profound, paving the way for a new era of automotive
innovation. Cooperative perception stands out as one of the key
features enabled by 5G networks. By leveraging the ultra-low
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latency and high bandwidth capabilities of 5G, connected cars
can communicate and share real-time sensor data, enhancing
their perception capabilities. This cooperative perception allows
vehicles to create a comprehensive and accurate understanding
of the surrounding environment, thereby increasing safety and
enabling more effective decision-making. Moreover, 5G
networks facilitate cooperative manoeuvering, enabling
vehicles to communicate and coordinate with each other on the
road. This cooperative manoeuvering takes ADAS to a new
level, as vehicles can synchronize their actions, such as lane
changes or merging, to optimize traffic flow and improve
overall [23]

7. CONCLUSION

Users this review paper has provided a comprehensive overview
of the impact of 5G networks on the development of connected
and autonomous cars. The research findings have emphasized
the tremendous potential of 5G technology in transforming the
automotive industry and expediting the realization of fully
autonomous vehicles. The key benefits offered by 5G, such as
high data rates, ultra-low latency, extensive device connectivity,
and network slicing, empower a wide array of applications and
scenarios in the context of connected and autonomous cars.
However, the successful integration of 5G in this domain
necessitates addressing several critical challenges concerning
network infrastructure, spectrum allocation, deployment
strategies, interoperability, and cybersecurity. To fully harness
the potential of 5G networks in shaping the future of
transportation, further research and collaboration among
industry stakeholders are imperative. By tackling these
challenges collectively, we can unlock the full transformative
power of 5G and drive the advancement of connected and
autonomous cars toward a safer and more efficient
transportation ecosystem
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