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Abstract - Signature was used several hundreds of years as
a proof of identity and integrity of intent. In now days,
computers and computer-like devices take the lead of
communication processes between peoples. Therefore, digital
signature proved to be the new generation of signatures. In this
work, a new technique of hiding a digital signature in colored
images and transmit it as secret information to intended
receiver. The proposed technique is very secure and robust
enough to protect the secrete information that the digital
signature carries. Moreover, the digital signature here invisible
and the human visual system cannot detect it and any illegal
viewer cannot extract the signature from the image that carries
it. All these advantages were proved visually and numerically.
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INTRODUCTION

The first generation of signature stays hundreds of years
at the same procedure. Any person wants to sign certain
document he just use his own handwritten signature and write
it directly using pencil. Recently, several types of digital
signatures appeared and solved the problem of identity
proofing and intent integrity. One of these types is using
digital images to carry the digital signatures invisibly.

In literature, there are several articles that give a solution
to sign digital colored images. In [1], amplitude modulation
was used to hide certain information as a digital signature.
Certain owner-related numbers were used to identify the
owner without visual meaning. Several articles can be seen in
literature used similar scenarios. However, most of these
proposed ways depend on hiding random numbers or certain
numbers with certain information related to the person who
writes the signature [2-6].

Other ways of hiding certain random numbers or
meaningful numbers in digital gray or colored images depend
on transform the image into other domain and used the
transformed image to carry the information [7-12]. This
scenario is very useful to protect the secret information from
violation. But, this scenario adds more computations for the
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process in comparing with the direct insertion of secret
information in digital images [13-19]. The former way is
called transform domain insertion and the latter way called
spatial domain insertion.

In this work, spatial domain is used. The digital
signature is inserted in digital colored images invisibly. The
digital image format is changed to another colored format the
separate the gray part of the image from the colored parts.
The gray part of the image is used to accept the additional
information which is the digital signature because it is the
richest part of the image that can contain the added part.
After implementing this technique and used several types of
test images and signatures, good results were achieved and
this technique is proved to be successful in carrying out this
task.

The remained sections of this article are structured as
follows. Section 2 explains the process of insertion the
signature in the image and extraction it. In section 3 the
implementation of the technique is applied and the results
were extracted. In section 4 the conclusions were written and
the future work was suggested.

SIGNATURE INSERTION AND EXTRACTION

A. Signature Insertion.

The first step in this technique is making a digital
signature by writing the signature directly using imagery
software or by scanning handwritten signature. After that, the
pixels of the signature image are reordered so as to make a
new version of it. The resulted new version has pieces of cut
lines that are independent and have no connections with each
others. This version has no visual meaningful information.
This is done to make the digital signature secure enough to be
not predictable by any parasitical. Then, the digital colored
image, which is the carrier of the signature, is transferred
from the original Red, Green, Blue (RGB) color format to any
color format that separates the gray part and the colored parts
like YIQ. After that, the gray part of the carrier image is
divided into blocks of pixels. These blocks are reordered to
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raise the degree of security. Then, each pixel contents of the
signature image are inserted in certain block of the digital
gray part of the carrier image. The gray part now is carrying
the signature information. So, the next step is reordering the
blocks of the gray part to the original order. Finally, the
colored parts are mixed with the gray part to get the final
colored image that carrying the signature. This technique is
seen in Fig. 1 below.

The RGB represents the digital colored image which will
be the carrier of the digital signature. Y represents the gray
part of the carrier image. Sl represents the signature image. |
and Q represent the colored parts of the carrier image. Ys
represents the gray part of the carrier image after its pixels
where reordered. Sls represents the signature image after its
pixels where reordered.
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Fig. 1 Block diagram of the proposed Technique.

YsSis represents the gray part after carrying the signature
image. RGBg, represents the final version of the carrier
colored image after combining the colored parts with the gray
part.

The previously mentioned reordering processes for the
signature image and the gray part of the digital colored image
are similar to the encryption processes that need keys to
encrypt and decrypt certain information. The goal of that is to
raise the security of the information and prevent any
parasitical from predicting, understanding or tampering the
information that are secretly inserted in the image.

The insertion process depends on the value of each pixel
in the signature image and the values of the pixels in the gray
part of the carrier image. If the pixel value in the signature
image is zero, the pixel values of the odd rows of the related
block in the gray image will change to take the minimum
value of those rows. While the pixel values of the even rows
will decrease by certain adjustable value. In the contrary, if
the pixel value in the signature image is one, the pixel values
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of the even rows of the related block in the gray image will
change to take the maximum value of those rows. While the
pixel values of the odd rows will increase by certain
adjustable value.

B. Signature Extraction

The signature extraction process has the same steps as the
steps of the signature insertion process but in reverse order.
Namely, the colored carrier image will be separated to gray
part and colored parts. The gray part will be encrypted using
the same previously used encryption key. The values of the
pixels of each block is added and compared with the addition
of the same block in the original image. If the addition of the
former is greater than the addition of the latter, the resulted
pixel value of the signature is one, otherwise it is zero.
Finally, the pixels of the resulted signature image will be
reordered to get the extracted signature image which
represents the legal signature.

C. Tampering attempts

The digital colored image that carrying the digital
signature may be suffered from certain types of tampering
attempts. The goal of the parasitical who try to tamper the
digital colored image that contains the digital signature
maybe is to know if there is a signature or not, to see the
signature, to delete the signature, to change the signature, to
take a copy of the signature or to destroy it. This proposed
technique is solid enough to robustly withstand against
several types of tampering attempts.

IMAGERY AND NUMERICAL RESULTS

Tenths of digital colored images were used as carriers.
These images are of different nature and contents. Tenths of
different types of digital signatures were used as well.
Different image sizes where used for both the carrier colored
image and the signature image. The colored images have full
pixel resolution that is 24 bit per pixel. The visual results for
certain image (IM1) and certain signature (Sig2) that
represents the insertion process are seen in Fig. 2 and Fig. 3.
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Fig. 2. The Imagery Results for IM1, (a) The original colored Image, (b) The
Colored Image Carrying the Signature, (c) The difference Between (a) and (b)

(b)
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Fig. 3. The Imagery Results for the reconstructed signature for IM1 and Sig1, (a)
The original signature Image, (b) The signature Image after reconstruction
without any tampering violation, (c) The reconstructed image after facing low
pass filtering violation, (d) The reconstructed image after facing median filtering
violation, (e) The reconstructed image after facing scale down violation, (f) The
reconstructed image after facing JPEG compression violation, (g) The
reconstructed image after facing cropping violation, (h) The reconstructed image
after facing Rotation violation.

Fig. 2 shows good results for the proposed technique in
putting secret signature in digital image. The carrier image
that contains the signature remains visually the same likes the
original one and no one can differentiate between the two
images. Fig. 3 shows the visual results of the reconstructed
signature that resulted by the extraction process. The
reconstructed signature is fully similar to the original
signature without any change. Furthermore, Fig. 3 shows the
visual results of the reconstructed signature after the carrier
image faced several types of dangerous violets like
compression, filtering and cropping. The results show that in
spite of facing several violets, the proposed technique ensures
the security of the signature to be still existed and could be
understood.

Fig. 4 and Fig. 5 show also good results for the proposed
technique in putting another secret signature (Sigl) in
another digital image (IM2). Using this technique of
signature insertion in images, the signature will be secure and
robust.
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Fig. 4. The Imagery Results for IM2, (a) The original colored Image, (b) The
Colored Image Carrying the Signature, (c) The difference Between (a) and (b)
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Fig. 5. The Imagery Results for the reconstructed signature for IM2 and Sig2, (a)
The original signature Image, (b) The signature Image after reconstruction
without any tampering violation, (c) The reconstructed image after facing low
pass filtering violation, (d) The reconstructed image after facing median filtering
violation, (e) The reconstructed image after facing scale down violation, (f) The
reconstructed image after facing JPEG compression violation, (g) The
reconstructed image after facing cropping violation, (h) The reconstructed image
after facing Rotation violation.

On other hand, the invisibility and quality of the carrier
image after signature insertion could be computed
numerically. The peak signal to noise ratio (PSNR) is a
numerical way of inspection the invisibility and quality of the
carrier image [20]. The (PSNR) value for the carrier image is

computed using the following equation:

255 * 255
PSNR =10 log ,, ——— = 20 log ,, ——— 1
g 10 MSE g 10 \/W ( )

Where, MSE is the mean squared error between the
carrier image that resulted from carrying the signature and
the original coloured image. The average PSNR for 100
different coloured images is 38dB. This large number ensures
the invisibility of the signature and the image integrity of
noise that may be resulted from the signature insertion
process.
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In comparing this proposed technique with the amplitude
modulation in [1], it is found that this technique is more
powerful and large size signature could be used and very
large number of bits could be contained. In [1], the digital
signature contains 32 bits while in this proposed technique
the digital signature contains 16384 bits. This means that
much visual meaningful information could be inserted
securely in the carrier image.

CONCLUSIONS

Very solid technique is proposed in this work. Digital
signature could be inserted in digital colored image which
represents the carrier to the secrete information that the
signature carries. The inserted signature will be invisible and
does not affect the quality of the carrier image. The technique
is very robust in respect to sustaining dangerous types of
violets. Several types of colored images and several types of
signatures were used and with all of them the results were
very good. The proof of identity and the integrity of intent
using digital signature with visual information were proved
through this technique.
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