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ABSTRACT 

 

Cloud Storage system stores the huge quantity of data in 

their servers. In the present system, the data owner must 

upload the files in the cloud server and view all the data. If 

data owner can modify the any data, then Third party 

Arbitrary (TPAR) identify the modified or missing data. If 

there is no change in the data stored in the cloud, then TPA 

will produce the verification report to the data owner. 

Otherwise, if TPA found that any change in the data then 

TPAR is called for providing the report to the owner. In case if 

any outer people got the permission credentials of the data 

owner then providing the security for the data owners files is a 

difficult task because the possibility for the modification of 

the data is very high. So, reducing this modification chance is 

a very important issue in these days. So, for protecting the 

data stored in the cloud servers here, we introduced an order 

preserving Encryption (OPE) scheme. In this paper, the data 

owner cannot view all the files uploaded by him directly. By 

using the keyword only, the data owner can view the files 

related to the searched keyword. By this, if anyone enters into 

data owners account, he/she unable to view the files. They can 

view the files only after searching the particular keywords. 

With this proposed system, we maintain security for the 

owner’s data.  

 

Key words: Cloud server, searchable encryption, order 

preserving encryption, cloud computing. 

 

1. INTRODUCTION 

 

As we know that the data of the clients expanding step by 

step so it is vital to store this data and access this large volume 

of data remotely for efficient processing of this data. So, for 

storing this large amount of data users should connect with the 

cloud server with the help of the internet [1]. these servers are 

helpful in processing this data. Without paying too much of 

energy and payment these servers provides on demand 

services. during the usage of these servers the cloud users feel 

very convenient [2]. This cloud provides us enormous 

benefits such as low-cost, increased storage capacity, flexibity 

among them the most attractable benefit is its low cost [3]. 

These cloud models mainly have five essential characteristics 

they are on-demand self-service [4], broad network access, 

resource pooling, rapid elasticity and measured service. 

 
 

In the present system the owner can store their data in the 

cloud. Even though the data is deposited in the cloud large 

number of people still worries about safety of their data. If the 

cloud server or third-party people get access on all the user’s 

data they may try to analyze the documents to get the private 

information. In the existing system we mainly used two 

independent cloud servers. Among these 2 servers one is used 

for auditing and another one is used for data storage. High 

storage capacity is not required for the audit server. This audit 

server is used for the auditing the files which are remotely 

stored in the cloud storage server. Here owner can view all 

their data directly. So providing the efficient security for the 

stored data is an important issue. Performing the encryption 

on the spitted data we can provide the security in some 

manner, but direct view of the uploaded files provides more 

chance for the data modification and deletion. This encryption 

operation is done by TPA [13]. 

Cloud server stores this encrypted data. If the login 

credentials of the owner is hacked by the hackers and if they 

modify any data of the owner this modified data can be 

identified by the TPA when the data owner put the request to 

the TPA for verifying the data. If data is not modified, then 

TPA generates the report. But if the data is modified then 

TPAR [12] generates the report on the modified data and this 

report is send to data owner. This generated report consists of 

result about either owner changed the data or cloud server 

changed the data. Then owner will check the verification 

status of the verification request file. An efficient verification 

scheme is used for the verification. The verification of the 

requested file can be complete with the help of the signature 

of the encrypted data. The main disadvantage is the possibility 

for the alteration of the owner uploaded data is high because 

all the uploaded files are visible whenever the owner logged 

in. 

So to overcome this disadvantage and to reduce the 

possibility for the uploaded data we are proposing this paper. 

In this paper the owner uploaded files can be visible to him 

only after searching with a keyword. If the searched word is 

available in the uploaded file then it will show the particular 

file. Here we are using the binary search algorithm for 

searching the keyword in the file and order preserving 

encryption (OPE) is used for encryption of the uploaded file. 

Applying the order preserving (OPE) is one of the practical 

ways of supporting the fast-ranked search [16].  

2. RELATED WORK 

A study on security problems in service distribution models 

of cloud computing,[7] in this paper, we tend to address the 

various safety issues that create a threat to the cloud. In this 
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work may be a survey a lot of specific to the various security 

problems that has originated due to the nature of the service 

delivery models of a cloud system. 

Girishma, Satyanaryana [18] showed an access control 

decentralized key distribution methodology providing user 

with anonymous authentication, revocation avoiding attacks 

by replay. Hierarchical attribute based Encryption (HBASE) 

scalable, flexible and fine-grained information scheme is 

properly managed in cloud computing [19]. In paper [20] the 

system proposed provides the cloud’s integrated security to 

secure the data in cloud storage. In paper [21] discussed the 

overview and evolution of secure multi-party computation till 

recent advances and also stressed that SMC is very handy in 

collaboration in solving complex computations and keeping 

data from private users secure. As the increasing knowledge 

thieving attacks have turning into a severe threat to cloud 

service suppliers, [22] the projected approach helps in 

minimizing knowledge thieving over the illegitimate access 

by observance the user behavior and inundate the malicious 

corporate executive with decoy information. 

A schema using user-based attribute encryption to encrypt 

cloud data, which is a public key crypto technique in which 

key will be based on user attributes. The attributes we have 

used are user biometrics which will upload the data [23]. 

External parties such as Third-Party Auditors (TPA) conduct 

an audit to verify on behalf of the user, this remote data. In 

paper [24] surveys various mechanisms of cryptography 

proposed by various researchers to check the veracity of 

remote data. In paper [25] shows about another necessity of 

ABE with outsourced unscrambling obviousness and 

furthermore projected a strong ABE plot with certain 

outsourced deciphering and showed that it is secure and 

obvious. A comparison of existing designs from the angle of 

inclusion of security infrastructure at intervals cloud system is 

bestowed in conjunction with a comprehensive architecture 

that’s enclosed with each facet of security taking under 

consideration the foremost of the vulnerabilities. [26].  In 

paper [27] shows a secure privacy migration using a honey 

encryption cryptographic algorithm for data that is outsourced 

to the cloud and use migration protocol while migrating data 

from existing server storage to cloud server storage system 

that ensures data integrity and data confidentiality.[28] 

Order-preserving encryption reentered: enhanced security 

analysis and alternative solutions, [8] this paper proposes an 

easy and economical transformation which will be applied to 

any OPE theme. In this paper we introduce standard 

order-preserving coding (MOPE), in which the theme is 

pretended with a random shift cipher. MOPE enhance the 

safety of OPE that means it doesn't leak any details regarding 

plaintext location. Thus, our analysis will resists the attacks of 

the data. 

Security investigation for order conserving encryption 

schemes, [9] the progress of third-party hosting, IT 

outsourcing, service clouds, etc. will produce the security 

problems related to data. so it's a necessity to encrypt data 

before hosted by a third-parity, however meantime, the  data 

should be in a position to process the queries on encrypted 

data .many researchers are targeted on search query process 

on encrypted information, in addition as the order preserving 

encryption (OPE) schemes. Security investigation plays an 

significant role in cloud computing. Currently, OPE schemes 

are restricted to provide security to the data. In this paper we 

proposed   cryptographic-based OPE theme, . During 

this paper we analyze the plain text attacks that which block of 

data is changed. 

Enabling protected and efficient graded keyword search 

over outsourced cloud data [10] Cloud computing 

economically enables the data outsourcing. To provide data 

security, it is necessary to encrypt the data before outsourcing 

to public cloud. So no one can understand the original data 

because the data will be in encrypted form. The traditional 

searchable encryption techniques allow the user to search over 

encrypted information through keywords, they provision only 

Boolean search but it does not provide the results efficiently 

when we perform the searching on large amount data files.  

Achieving secure, fine-grained and scalabledata access 

control in cloud computing,[11] To protect the user sensitive 

data from untrusted servers, the prevailing papers apply only 

crypto graphical methods during which they supply 

cryptography to licensed users. Here for each request the 

owner can send decoding keys to users thus inevitably 

introduce a major computation overhead on the data possessor 

for key circulation and data organization when fine grained 

data access administration is desired, and therefore do not 

scale well. This paper projected some services for shielding 

the data confidentiality whereas sharing the data on cloud 

servers. This allowing the data owner to assign the superior 

part of the calculation works engaged with fine grained 

information get to administration to untrusted in cloud servers 

while not uncovering the hidden information contents. We 

tend to win this aim by exploiting and unambiguously 

combining techniques of attribute-based secret 

writing.[29-33] 

 

3. METHODOLOGY 

 

In the existing system the data owners have access to 

upload their information into cloud for providing the security 

for the uploaded data the data is encrypted [14] and then 

uploaded into cloud server. Here the owner can send request 

to the TPA for the verification. The verification of the 

requested file can be done by using TPA if data is modified it 

calls TPAR for generating the report about the who modified 

the data i.e., either owner or cloud after that the report will be 

generated and owner checks the verification status. To verify 

the data modified by the cloud server owner send the 

verification request to TPAR. Then TPAR send the generated 

report to the owner and owner check the status. Here we have 

more chance to modify the data. 

To minimize this chance during this paper we introduced a 

searching algorithm to view the files. For searching the here 

we used one keyword in this searching process. If this 

keyword is available in the particular, then only we can view 

the file details. For searching with keyword, we are using the 

Binary search algorithm in which we can compare the each 

word of the file with the entered keyword. This searching can 

be done from top to bottom of the file. For providing the 

security of the owner uploaded file we are using the OPE 

algorithm for encryption of the data. Then similarly in the 
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present system the owner will send the verification request to 

TPA and TPAR for verifying the uploaded files. Then TPA 

and TPAR send the generated reports to the owner. Then 

owner can check the verification status. 

 

3.1 ARCHITECTURE 

Figure 1: Cloud data storage architecture 

 

The construction of the cloud storage system is in above 

figure. In this architecture we have mainly 3 modules 

i. Clients 

ii. Third party auditor 

iii.  Cloud service provider 

Clients: here clients are the data owner which uses the 

cloud storage servers to store their data and depends on the 

cloud to manage their data files. 

Third party auditor:here third-party auditor is also called as 

cloud audit server. And this TPA is used for generating the 

tags before storing into the cloud service provider. 

Cloud service provider:this cloud service provider manages 

all the cloud storage servers and this csp has efficient storage 

space and calculation resources to maintain the client’s data. 

 

3.2 OPE (order preserving encryption) 

OPE is a symmetrical so it has an another name called  as 

order preserving symmetric encryption(OPSE).The property 

order preserving explains that if the plain text have the 

relation like z1< z2  then the cipher texts associated with the 

above data E(z_1) and E(z_2) ought to additionally satisfy the 

E(z1) <  E(z2) .the security in our OPE theme are often 

provided by using an ideal object[5].we can note that any 

order-preserving function g from domain G={1,2,3,.....,A} to 

range H={1,2,....,B} are often decidedly outlined by a 

integration of A out of B  ordered things. we can randomly 

pick the perfect object from all the order preserving functions 

and it's known as  random order preserving function (ROPF). 

AN OPE theme is claimed to be secure if the opponent cannot 

differentiate the OPE from ROPF. We will additionally 

construct AN economical OPE theme that satisfies this secure 

criterion. This theme is often made by using the relation 

between ROPF and HGD. The HGD is used to select an order 

preserving function in pseudorandom manner. During this 

OPE theme the vary H is split into completely different 

buckets with different sizes. The scale of the bucket is decided 

by using the binary search based on a ransom HGD sampler. 

The procedure [6] for this binary search algorithmic rule is 

described below. During this algorithmic rule Tape Gen () 

could be a random coin generator. 

In this we also calculated the relevance score of the 

searching keyword also. The relevance score is defined as the 

number of times that the searched keyword is present in the 

file. 

Relevance score=  

Keyword w 

Field ID F1 F2 F3 F4 

Relevance Score 5.2 6.8 3.2 5.6 

 

3.3 BINARY SEARCH: 

Input: {L, G, H, j}  

1: A ← length (G); B ← length (H)  

2: s ← min (G) − 1; t ← min (H) − 1  

3: e ← t+ ceil (B/2)  

4: coin ←− Tape Gen (K, (G, H, e||0))  

5: z ←− s + HGD (coin, A, B, e − t)  

6: z = s + f  

7: if j ≤ z then  

8: G ← {s + 1, ··· , z}  

9: H← {t + 1, ··· , e}  

10: else  

11: G ← {z + 1, ··· , s + A}  

12: H ← {e + 1, ··· , t + B}  

13: end if  

Output: {G, H} 

 

3.3 OPE ALGORITHM 

 Input: searching keyword 

Output: no of matched files.  

1. Enter the keyword. 

2. Convert the plain text to cipher text using encryption and 

then generate the hash values for the given keyword. 

3. For each i € total no of files  

 {  Perform binary search and comparison can be done 

by using the hash values.} 

4. Get the no of matched files.  

After accomplishment of the binary search the plain text j is 

mapped into a pail in the range H, and then the OPE algorithm 

allocate a secure value in the bucket similar to the encrypted 

rate of j. In this binary search algorithm the plaintext ji is 

always mapped to fixed cipher text Ci belong to the 

pailnominated by the binary search algorithm.  

Here we used the signature algorithm for identifying the 

modified content. In this algorithm we compare the signature 

at the server side and at the owner side. If both the signatures 

are equal, then we can assume that no file data is modified. If 
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the signature is modified at any side that is at owner side or at 

server side, then we can assume that the information is 

modified and this report is send to owner. And this report 

consists of the result about who changed the data i.e, cloud 

server or the owner. 

 

Figure 2: Flow chart of proposed method 

4. RESULTS AND DISCUSSION 
 In this below screen we can view that the dealer 

enters keyword to view data: 

 

Figure 3: entry of keyword by dealer 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: search result 

 View search results of the searched keyword here 

we can view the file id and relevance score of the searched 

file. 

 

Figure 5: searching time graph 

From the above graph we can represent that our proposed 

system will perform the fast searching than compared with the 

existing system[17]. In the above graph we can take the 
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searching keyword on the X-axis and the time required to 

search this keyword will be taken on the Y-axis. Here the time 

is represented in Nano seconds (ns).so our proposed system is 

more effective in terms of searching. 

 

 

Figure 6: relevance score graph 

 

The above graph we shown the relationship between the 

relevance score value and for the count of the searching 

keyword in the file. On X-axis we take the calculated 

relevance score value and on Y-axis we take the total count of 

the searching word. 

5. CONCLUSION 
In this paper, we proposed a new process in which a trusted 

cloud server is used for storing the data owner’s files. The data 

is encrypted before storing in the cloud server. High security 

is provided for the owner’s data in the cloud server. In this 

paper whenever the owner identity credentials are known to 

anybody there is a chance to modify or delete the data which is 

stored in the cloud server. To reduce the chance we introduced 

a new searching technology in which we can the files only 

after searching with the particular keyword. Then we will get 

all the files related to the search keyword. Files are available 

after searching only so the security for our files is improved 

more. For searching we implemented binary search algorithm 

and order-preserving encryption is used for encryption.The 

result shows that the accuracy and performance of our 

proposed system are high. 
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