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Abstract: 
 

Cloud tenants are suspecting that how cloud will provide security, confidentiality and availability of 
data, if they store critical information in un-trusted third party context. Cloud providers should come forward to 
give assurance to protect the confidentiality of clients’ data by encrypting it and make it available in all 
perspectives. By rigorous analysis, we came to know that there are several stored procedures available for 
storing the data securely into the cloud. But, because of lack of knowledge many of them are failing to maintain 
data confidentially in database. We have newly designed an integrated approach which maintains secrecy and 
perform concurrent operations on stored cipher text without losing their confidentiality. It enables the 
geographically distributed clients to directly connect to perform individual independent operations concurrently 
on encrypted database and also users can update the existing table structure. To evaluate the performance of 
proposed functionality we have integrated database as a service with the help of TPC-C standard to test the 
network latencies to connect different no of clients. 

 

Keywords: cloud providers, confidentiality, database, cloud storage. 

I INTRODUCTION: 

Maintaining the confidentiality is a critical job for 
cloud providers because millions of users are 
accessing information like banking, medical 
records, insurance and social network are sensitive 
information which is stored and retrieved through 
some interface maintain by several organizations 
hosted in the cloud. In this particular situation due 
to some reasons like scarcity of memory in a 
database or database crashes reason, if cloud 
providers or users move on to copy the important 
information in the infrastructure of un-trusted third 
parties means security and confidentiality is a big 
question for that storage. It clearly shows that cloud 
requires an effective data management with control 
access where the data might be stored in trusted and 
un-trusted context. Cloud allow the users those how 
have authorized privileges they may access the 

original plain text. The user doesn’t have enough 
privileges and also in any un-trusted context data 
must be in encrypted form. To implement these 
things we have to face some difficulties in different 
stages on the basis of cloud services.  

The architecture design was motivated by a 
threefold goal: to allow multiple, independent, and 
geographically distributed clients to execute 
concurrent operations on encrypted data, including 
SQL statements that modify the database structure; 
to preserve data confidentiality and consistency at 
the client and cloud level; to eliminate any 
intermediate server between the cloud client and the 
cloud provider. The possibility of combining 
availability, elasticity, and scalability of a typical 
cloud DBaaS with data confidentiality is 
demonstrated through a prototype of SecureDBaaS 
that supports the execution of concurrent and 
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independent operations to the remote encrypted 
database from many geographically distributed 
clients as in any unencrypted DBaaS setup. To 
achieve these goals, SecureDBaaS integrates 
existing cryptographic schemes, isolation 
mechanisms, and novel strategies for management 
of encrypted metadata on the un-sstrusted cloud 
database. This paper contains a theoretical 
discussion about solutions for data consistency 
issues due to concurrent and independent client 
accesses to encrypted data. In this context, we 
cannot apply fully homomorphic encryption 
schemes because of their excessive computational 
complexity.  

II SYSTEM OVERVIEW 

Our system primarily focuses on following things: 

 Cloud database as a Service 
 Metadata Organization 
 Encryption algorithms 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 
Fig.1: SecureDBaaS Architecture 

 
Cloud database as Database: We assume that 
tenant data are saved in a relational database. We 
have to preserve the confidentiality of the stored 
data and even of the database structure because 
table and column names may yield information 
about saved data. We distinguish the strategies for 
encrypting the database structures and the tenant 
data.  

Metadata Organization: Metadata generated by 
SecureDBaaS contain all the information that is 
necessary to manage SQL statements over the 
encrypted database in a way transparent to the user. 
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Metadata management strategies represent an 
original idea because SecureDBaaS is the first 
architecture storing all metadata in the untrusted 
cloud database together with the encrypted tenant 
data. 

Encryption algorithms: Choosing the encryption 
algorithms used to encrypt and decrypt all the data 
stored in the database table.  Fig. 1 describes the 
overall architecture. We assume that a tenant 
organization acquires a cloud database service from 
an un-trusted DBaaS provider. The tenant then 
deploys one or more machines (Client 1 through N) 
and installs a SecureDBaaS client on each of them. 
This client allows a user to connect to the cloud 
DBaaS to administer it, to read and write data, and 
even to create and modify the database tables after 
creation. SecureDBaaS is designed to allow 
multiple and independent clients to connect directly 
to the untrusted cloud DBaaS without any 
intermediate server. 

III SYSTEM DESIGN 

3.1 Cloud database: We assume that tenant data 
are saved in a relational database. We have to 
preserve the confidentiality of the stored data and 
even of the database structure because table and 
column names may yield information about saved 
data. We distinguish the strategies for encrypting 
the database structures and the tenant data.  
 
3.2 Metadata Management: Metadata generated 
by SecureDBaaS contain all the information that is 
necessary to manage SQL statements over the 
encrypted database in a way transparent to the user. 
Metadata management strategies represent an 
original idea because SecureDBaaS is the first 
architecture storing all metadata in the un-trusted 
cloud database together with the encrypted tenant 
data. 

3.3 Encryption algorithm: Choosing the 
encryption algorithms used to encrypt and decrypt 
all the data stored in the database table. 
 
The table defined in 
the Trusted Cloud 
Database: 

The table defined in un- 
Trusted Cloud Database: 

Employee (Database 
Schema) 
        | 
        |--emp (Table Name) 
  |----eid, ename, 
salary (attributes) 
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mQJ0M++wo6RaLEYKoXJ
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        | 
        |-- 
Ic2wgmsxyysqup7uaansdw=
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  |---- 
UQXC66A9fhGSmObI9xrj4A=
=, 
6BmYjK+Bytpv85hD9Mqagw=
=, 
f08EVVAGQeGegNgVsKjjOA
== (attributes) 

 

Table 1: Define structure of trusted and un-trusted table from 
encrypted database 

 

Fig. 2.1: Structure of table un-trusted 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig.2.2: Structure of table metadata. 
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IV IMPLEMENTATION 

4.1 Data Management:  
 
Cloud database acts as service provider for tenants. 
The cloud is created first for the system. All 
information or data store in the relational database. 
So for creating tables and column we have to access 
it with SQL query only.   
 
4.2 Metadata Management:  
 
Metadata generated by SecureDBaaS contain all the 
information that is necessary to manage SQL 
statements over the encrypted database in a way 
transparent to the user. Metadata management 
strategies represent an original idea because 
SecureDBaaS is the first architecture storing all 
metadata in the untrusted cloud database together 
with the encrypted tenant data. 
 

SecureDBaaS uses two types of metadata.  
 

 Database metadata are related to the whole 
database. There is only 

 

One instance of this metadata type for each 
database.  
 

 Table metadata are associated with one 
secure table. Each table metadata contains 
all information that is necessary to encrypt 
and decrypt data of the associated secure 
table. 

            
This design choice makes it possible to identify 
which metadata type is required to execute any SQL 
statement so that a SecureDBaaS client needs to 
fetch only the metadata related to the secure table/s 
that is/are involved in the SQL statement.  

 

This design choice minimizes the amount of 
metadata that each SecureDBaaS client has to fetch 
from the un-trusted cloud database, thus reducing 
bandwidth consumption and processing time. 
Moreover, it allows multiple clients to access 
independently metadata related to different secure 
tables. Database metadata contain the encryption 
keys that are used for the secure types. A different 
encryption key is associated with all the possible 
combinations of data type and encryption type. 
Hence, the database metadata represent a key ring 
and do not contain any information about tenant 
data. 
 
The structure of a table metadata is represented in 
Fig. 3. Table metadata contain the name of the 
related secure table and the unencrypted name of 
the related plaintext table. Moreover, table metadata 
include column metadata for each column of the 
related secure table. Each column metadata contain 
the following information. 
 

 Plain name: the name of the corresponding 
column of the plaintext table. 

 Coded name: the name of the column of the 
secure table. This is the only information 
that links a column to the corresponding 
plaintext column because column names of 
secure tables are randomly generated.  

 Secure type: the secure type of the column. 
This allows a SecureDBaaS client to be 
informed about the data type and the 
encryption policies associated with a 
column.  

 Encryption key: the key used to encrypt and 
decrypt all the data stored in the column. 
 

SecureDBaaS stores metadata in the metadata 
storage table that is located in the untrusted cloud as 
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the database. This is an original choice that augmnts 
flexibility, but opens two novel issues in terms of 
efficient data retrieval and data confidentiality. To 
allow SecureDBaaS clients to manipulate metadata 
through SQL statements, we save database and table 
metadata in a tabular form. Even metadata 
confidentiality is guaranteed through encryption. 
The structure of the metadata storage table is shown 
in Fig. 4 This table uses one row for the database 
metadata, and one row for each table metadata.   

Database and table metadata are encrypted through 
the same encryption key before being saved. This 
encryption key is called a master key. Only trusted 
clients that already know the master key can decrypt 
the metadata and acquire information that is 
necessary to encrypt and decrypt tenant data. Each 
metadata can be retrieved by clients through an 
associated ID, which is the primary key of the 
metadata storage table. This ID is computed by 
applying a Message Authentication Code (MAC) 
function to the name of the object (database or 
table) described by the corresponding row. The use 
of a deterministic MAC function allows clients to 
retrieve the metadata of a given table by knowing 
its plaintext name. This mechanism has the further 
benefit of allowing clients to access each metadata 
independently, which is an important feature in 
concurrent environments. In addition, SecureDBaaS 
clients can use caching policies to reduce the 
bandwidth overhead. 

Metadata Storage Table 

ID Encrypted Metadata Control Structure 
MAC (‘.’+Db) Emc(Db metadata) MAC(Db metadata) 

MAC(T1) Enc(T1 metadata) MAC(T1 metadata) 
MAC(T2) Enc(T2 metadata) MAC(T2 metadata) 

   
 
Fig. 3: Organization of database metadata and table metadata in the 

metadata storage table. 

4.3 Algorithms: 

Encryption algorithms are applied to encrypt the 
database. There are various encryption algorithms 
symmetric and asymmetric, but we will apply 
symmetric algorithm which proved key distribution 
only once to all tenants there will be no different 
private key related to every user. 

5. Experimental Results: 

We demonstrate the applicability of SecureDBaaS 
to different cloud DBaaS solutions by implementing 
and handling encrypted database operations on 
emulated and real cloud infrastructures. The present 
version of the SecureDBaaS prototype supports 
PostgreSQL, MySql, and SQL Server relational 
databases. As a first result, we can observe that 
porting SecureDBaaS to different DBMS required 
minor changes related to the database connector and 
minimal modifications of codebase. 

 

Fig.4.1: database definition in un-trusted cloud database 

 

Fig.4.2: Interface for creating a table structure 



 
                   International Journal of Emerging Trends in Engineering Research (IJETER), Vol. 3 No.6,  Pages : 60- 67 (2015)   
                   Special Issue of NCTET 2K15 - Held on June 13, 2015 in SV College of Engineering, Tirupati       
                   http://warse.org/IJETER/static/pdf/Issue/NCTET2015sp13.pdf 

65 
 

                                                                     
ISSN   2347 - 3983

create table 'student'('sid' varchar(4),'sname' 
varchar(60),'dept' varchar(20),'addr' varchar(20));  

 

Fig.4.3: New Table with Encrypted Name in MYSQL 

 

Fig.4.4: new table create with Encrypted Columns 

 

Fig.4.5: Data stored into the database through insert query 

insert into 'student' values('1','harish','CS','Tirupati'); 

 

Fig.4.6: Plain text encrypted automatically and stored in the table 

 

Fig.4.7: query posed to view the stored details records from a 
encrypted table 

select * from 'student'; 

 

Fig.4.8: Data automatically decrypted while retrieving from 
Encrypted table in encrypted database 

 

Fig.4.9: update already existing data in encrypted table 

update 'student' set 'addr'='Chittoor' where 'sid'='1'; 
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Fig.4.10: After updating data from an encrypted table 

In scenarios characterized by a static database 
structure, SecureDBaaS allows clients to issue 
concurrent SQL commands to the encrypted cloud 
database without introducing any new consistency 
issues with respect to unencrypted databases. After 
metadata retrieval, a plaintext SQL command is 
translated into one SQL command operating on 
encrypted tenant data. As metadata do not change, a 
client can read them once and cache them for 
further uses, thus improving performance. 
SecureDBaaS is the first architecture that allows 
concurrent and consistent accesses even when there 
are operations that can modify the database 
structure. In such cases, we have to guarantee the 
consistency of data and metadata through isolation 
levels, such as the snapshot isolation [21], that we 
demonstrate can work for most usage scenarios. 
 

 
 

Fig. 5: Encryption times of TPC-C benchmark operations 
grouped by the transaction class. 

 
 

Fig. 6: Plain versus encrypted SELECT and DELETE 
operations 

 
CONCLUSION: 
 
Our solution provides a strong protection to an 
individual user’s confidentiality, even though if 
they store the sensitive information in any un-
trusted third party context. For security and privacy 
reasons, our system automatically encrypts the data 
before storing into the cloud and it retrieves by 
decrypts the data based on user posed SQL Query 
basis from un-trusted cloud context. By doing this it 
doesn’t show any impact on performance 
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degrading/varying, if n no of authorized users can 
access the distributed information from different 
geographical location. It allows only trusted users to 
search the stored information from relational tables, 
store the data into tables, retrieve and update and 
delete the already existing information from 
database smoothly without having any 
inconvenience. 
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