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ABSTRACT

Industries and individuals outsource database to
realize convenient and low-cost applications and services.
In order to provide sufficient functionality for SQL
gueries, many secure database schemes have been
proposed. However, such schemes are vulnerable to
privacy leakage to cloud server. The main reason is that
database is hosted and processed in cloud server, which is
beyond the control of data owners. For the numerical
range query (“>”, “<”, etc.), those schemes cannot provide
sufficient privacy protection against practical challenges,
e.g.,, privacy leakage of statistical properties, access
pattern. Furthermore, increased number of queries will
inevitably leak more information to the cloud server. In
this paper, we propose two-cloud architecture for secure
database, with a series of
intersection protocols that provide privacy preservation to
various numeric-related range queries. Security analysis
shows that privacy of numerical
information is strongly protected against cloud providers
in our proposed scheme.

Keyword: Database, range query, privacy
preserving, cloud computing.

1. INTRODUCTION

The growing industry of cloud has provide a service
paradigm of storage/computation outsourcing helps to reduce
users’ burden of IT infrastructure maintenance, and reduce
the cost for both the enterprises and individual users [1], [2],
[3]. However, due to the privacy concerns that the cloud
service provider is assumed semi-trust (honest-but curious.),
it becomes a critical issue to put sensitive service into the
cloud, so encryption or obfuscation are needed before
outsourcing sensitive data - such as database system - to
cloud [4], [5], [6]. The typical scenario for outsourced
database is described as that in Crypt DB [7]: A cloud client,
such as an IT enterprise, wants to outsource its database to the
cloud, which contains valuable and sensitive information (e.g.
Transaction  records, account information, disease
information), and then access to the database (e.g. SELECT
UPDATE, etc.) [8], [9], [10], [11], [12].Due to the
assumption that cloud provider is honest-but-curious [13],
[14], the cloud might try his/her best
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To obtain private information for his/her own benefits. Even
worse, the cloud could forward such sensitive information to
the business competitors for profit, which is an unacceptable
operating risk. The privacy challenge of outsourced database
is two-hold. 1) Sensitive data is stored in cloud,

the corresponding private information may be exposed to
cloud servers; 2) Besides data privacy, clients’ frequent
queries will inevitably and gradually reveal some private
information on data statistic properties. Thus, data and
queries of the outsourced database should be protected
against the cloud service provider.

One straight forward approach to mitigate the security risk
of privacy leakage is to encrypt the private data and hide the
query/access patterns. Unfortunately, as far as we know, few
academic researches satisfy both properties so far. Crypt DB
[7] is the first attempt to provide a secure remote
database application, which guarantees the basic
confidentiality and privacy requirement, and provides diverse
SQL queries over encrypted data as well. Crypt DB uses a
series of cryptographic tools to achieve this security
functionality. Especially, order preserving encryption [15] is
utilized to realize numeric related range query processes.
From the perspective of query functionality, Crypt DB
supports most kinds of numerical SQL queries with such
cryptology. However, such privacy leakage hasn’t been well
addressed thoroughly, since OPE is relatively weak to
provide  sufficient privacy  assurance. Some specific
purpose cryptology like order  preserving encryption
(OPE) will expose some private information to the cloud
service provider naturally: As it is designed to preserve the
order on cipher texts so that it can be used to conduct range
queries, the order information of the data, the statistical
properties derived there from, such as the data distribution,
and the access pattern will be leaked.

Can we design a new database system to provide
range queries with stronger privacy guaranty?

From the work in [16], the privacy can be preserved
Against the cloud, if the sensitive knowledge is partitioned
into two parts, and distributed to two non-colluding clouds.
In the literature [17], the authors also introduce a two-party
system to design a secure ken query scheme, which enables
the client to query k most similar records from the cloud
securely. This divide-and-conquer mechanism can know any
private information from one singe isolated part of the
knowledge, and each of both clouds only knows its own part.
In this paper
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we introduce a secure two-cloud database service architecture,
where the two clouds are non-colluding and both of them
knows only part of knowledge. Based on this architecture, we
further propose a series of interaction protocols for a client to
conduct numeric-related query over encrypted data from
remote cloud servers. The numeric-related query includes
common query statements, such as greater than, less than,
between, etc..

The main contribution of this paper can be summarized as
follows:

We propose a two non-colluding cloud architecture
to conduct a secure database service, in which the data is
stored in one cloud, while the knowledge of query pattern is
well partitioned into two parts, and knowing only one cannot
reveal any private information;

We then present a series of intersection protocols to provide
numeric-related SQL range query with privacy preservation,
and especially, such protocols will not expose order-related
information to any of the two non-colluding clouds.

2. RELATED WORKS

Fuzzy query over encrypted data is becoming a popular
topic, since in practical scenarios, some query requests
usually want to retrieve data with similar, rather than exactly
same indexes[18], [19]. Fuzzy searchable encryption has
been introduced for cloud computing in many literatures,
such as [20], [21], [22], [23], [24], and [25]. These schemes
deal with the issue that search keywords allows small-scaled
distinction in character/numeric level. Specifically for
numerical keywords, the query predicate can get numerical
records within a range. Some schemes targeted at spatial
query, especially ken [17], [26], [27], [28], [29], which focus
on the distance between the query vector and the data. They
usually inquire about certain spatial objects (or several
numerical attributes) related to the others within a certain
distance. Range query [30], [31], [32] has been proposed for
that purpose. However, such existing range query schemes
are not suitable for practical secure database due to high
storage overhead to maintain the corresponding cipher text.

Subsequently, order preserving encryption (OPE) [15], [33],
[34], [35], [36] has been introduced to provide numeric-
related range query in structured database, such as Crypt [7].
OPE preserves the order of values in encryption held, while
hiding the actual values. Until now, OPE has been developed
to increase both efficiency and security [15], [34],

[36]. Popa et al. [15] proposed an ideal-security OPE scheme,
in which, an adversary - even having the access privilege to a
set of Cipher texts - still cannot learn the knowledge of data
with non-negligible advantage. Although in Boldyreva et al.
[34]’s definitions, such property has achieved the security
boundary of OPE (IND-OCPA),that ideal-secure OPE still
cannot satisfy the privacy requirement of secure database.
OPE inherently exposes the order of data, that can be utilized
to reveal an amount of critical knowledge, although it is
always expected to be private.Bohli et al. [16] proposed a
multi-cloud architecture, which can protect the private
information of many outsourced services, including database.
The main contribution is the introduction of

217

four knowledge partition patterns among multiple cloud
service providers:

(1) Replication of applications,

(2) Partition of application system into tiers,

(3) Partition of application logic into fragments, and

(4) Partition of application data into fragments.

The knowledge is partitioned into two fragments,
respectively stored in one cloud, who is assumed to be non-
colluding to another cloud. Therefore, no cloud can get any
private information in such multi-cloud architecture.
However, Bohli et al. [16] have not provided a detailed
scheme or realization for database. In this paper, with the
multi-cloud prototype in [16], [37], [38], we introduce a two
non-colluding cloud database service architecture and
propose a series of practical interaction protocols to conduct
database range queries. In addition to securing the data
contents, our scheme also well preserves the privacy of
logical relationship among data contents, such as data order,
the privacy of the statistical properties and query pattern.

3. METHODOLOGY

3.1SYSTEM ARCHITECTURE:
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Our proposed secure database system includes a database
administrator, and two non-colluding clouds. In this model,
the database administrator can be implemented on a client’s
side from the perspective of cloud service. The two clouds
(refer to Cloud A and Cloud B), as the server’s side, provide
the storage and the computation service. It briefly depicts the
architecture of our outsourced secure database system in our
scheme. The two clouds work together to respond each query
request from the client/authorized users (availability). For
privacy concerns, these two clouds

are assumed to be non-colluding with each other, and they
will follow the intersection protocols to preserve privacy of
data and queries (privacy). In our scheme, the knowledge of
stored database and queries is partitioned into two parts,
respectively stored in one cloud. The mechanism guarantees
that knowing either of these two parts cannot obtain any
useful privacy information.
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As shown in to conduct a secure database, data are encrypted
and outsourced to be stored in one cloud (Cloud A), and the
private keys are stored in the other one (Cloud B). For each
query, the corresponding knowledge includes the data
contents and the relative processing logic. We utilize a
prototype of knowledge partition, dividing application logic
into two parts, which is bristly proposed by Bohli et
al. In [16]. The application logic, as a secret knowledge, is
partitioned into two parts, each  of which is only
known to one cloud. This prototype. Intuitively, this two-
cloud architecture increases some complexity to some extent,
and we will analyze and point out that this overhead is
acceptable in Section VII-A.

3.2 MODULES

1.Potential Threats and Privacy Requirements

This section describes the potential threats and the
privacy requirements when the database is outsourced to
public cloud. The stored data contents and the query processes.
Although there are many data encryption schemes, some fail to
provide sufficient privacy preservation after statistical
analysis: Repeated and large-amount query processes not only
leak the access patterns, but also disclose the stored encrypted
data progressively.

2.Data contents Module:

Besides the static properties can disclose the private
information of data contents, such properties themselves are
already sensitive and private for the client. Order Preserving
Encryption(OPE), which is widely used in constructing
the secure database, with support of range queries,
directly exposes the statistical information in the
encryption  field. Furthermore, the leakage of statistic
properties is part of the nature of outsourced cloud database
service: the cloud can learn the statistical properties (like order)
by repeated query requests. As an example, It describes such an
attack: After two simple queries over one same
column, the order relationship of some data in certain
column can be determined. There are also some other direct
and indirect  scenarios to leak statistical properties. In this
way, even though the order property is not exposed to
the semi-trusted cloud at the beginning, the cloud can
gradually find out the order information after many
query requests.

3.Query pattern Module.

The query pattern also contains privacy information,
as they can reveal the client’s purpose of the query. Even
worse, such pattern can leak some statistical properties, as
discussed above. Based on the above discussion, we assert
that an outsourced secure database providing numeric-related
queries should prevent the following private information
from being obtained by the honest-but-curious clouds.

4.Privacy of Item Values Modules:

An ideal scheme is required to make nothing of the
statistical properties be leaked to the curious clouds.
However, the privacy leakage of statistical properties in a
practical
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Outsourced database system is inevitable, as returning subset
of data rather than universe requires knowledge for filtering.
For instance, if the client wants to retrieve a from the
outsourced database, a cloud server without any knowledge
of the order can only return all items of the database to the
client, which is not usable.

3.3 PROPOSED SYSTEM:

This paper presents two-cloud architecture for secure
database, with a series of intersection protocols that provide
privacy preservation to various numeric-related range
queries. Security analysis shows that privacy of numerical
information is strongly protected against cloud providers in
our proposed scheme.

We propose a two non-colluding cloud architecture to
conduct a secure database service, in which the data is stored
in one cloud, while the knowledge of query pattern is well
partitioned into two parts, and knowing only one cannot
reveal any private information;

We then present a series of intersection protocols to
provide numeric-related SQL range query with privacy
preservation, and especially, such protocols will not expose
order-related information to any of the two non-colluding
clouds.

CONCLUSION

In this paper, we presented two-cloud architecture with
a series of interaction protocols for outsourced database
service, which ensures the privacy preservation of data
contents, statistical properties and query pattern. At the same
time, with the support of range queries, it not only protects
the confidentiality of static data, but also addresses potential
privacy leakage in statistical properties or after large number
of query processes. Security analysis shows that our scheme
can meet the privacy-preservation requirements. Furthermore,
performance evaluation result shows that our proposed
scheme is efficient.
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