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ABSTRACT 
 
Internet of Things (IoT) has become a powerful paradigm that 
has made significant progress in almost all areas. It has 
attracted worldwide attention in the smart computing 
environment. Security is considered as one of the most 
important concerns of constraint end nodes. Providing 
solutions to these resource constraint devices through 
ordinary cryptographic solutions is not sufficient. To fulfill 
this gap, a relatively new field of cryptography called 
lightweight cryptography came into existence. Besides, 
ISO/IEC provides various standards related to ICT. There are 
several parameters for both hardware and software 
implementations that are set to assess the ciphers. This paper 
presents criteria posed by these standards that can be 
considered by a cipher designer so as to include cipher in this 
standard. A software implementation of security algorithms 
consider some evaluation parameters. Such performance 
evaluation criteria, some metrics and performance evaluation 
tools relevant in this context are also presented in this paper.  
 
Key words : LBC, lightweight block cipher evaluation 
parameters, LBC metrics, LBC performance evaluation tools, 
security standards.  
 
1. INTRODUCTION 
 

IoT (Internet of Things) is an innovative paradigm in the 
setup of modern wireless telecommunication. Evolution of 
IoT begins with the RFID technology that allows the 
transmission of information via wireless communications [1]. 
RFID and sensors are the main participating elements in IoT 
smart environment. Resource-efficient crypto solutions 
become fundamental for realizing security in RFID tags and 
sensors which are the key technologies in IoT. Furthermore, 
wireless networks are more prone to attacks than the wired 
network [2]. A number of attacks can be applied to IoT based 
applications and to provide sufficient protection against these 
attacks good cryptographic solutions must be made available 
to these devices [3, 4]. Besides, embedded devices are 

 
 

resource constraint and have limited processing power, low 

memory available, low energy consumption, and etc. For such 
resource constraint environment of IoT, traditional security 
algorithms are not suitable. In this direction, to provide 
security for IoT based applications, lightweight cryptography 
came into existence [5]. These can be implemented either 
through software implementation or through hardware 
implementations. Software oriented cipher designs provide 
more flexibility at lower costs on manufacturing and 
maintenance as compared to hardware implementations [6]. 
This is because of its ability to provide efficient end-to-end 
communications [7]. Two international standards:  ISO 
“International Organization for Standardization" and IEC 
"International Electro technical Commission" are meant for 
issuing and maintaining the standards related to ICT [8]. 
ISO/IEC 29192 is for standardization of lightweight ciphers. 
This paper presents the requirements posed by these 
standards on lightweight security solutions in order to include 
them in these standards.  

 
The rest of the paper is structured as follows: section 2 

presents the main standards relevant to lightweight 
cryptography. Inclusion criteria as set by ISO/IEC for the 
inclusion of a cipher in their list are presented in section 3. 
Section 4 details various performance evaluation parameters 
followed by performance evaluation tools which are given in 
section 5. Section 6 summarizes the features of good 
lightweight ciphers. 
 
2. ISO/IEC CRYPTOGRAPHIC STANDARDS 
 

Main aims of ISO/IEC are the issuance and maintenance of 
standards for ICT [9]. A number of standards are given by the 
ISO/ IEC. This section covers only those standards which are 
relevant to lightweight cryptography especially block ciphers 
and can be referred for creating algorithms for a smart 
environment in IoT, these are: 
 
2.1 ISO/IEC 29167: “Information technology – Automatic 
identification and data capture techniques” 
 

Symmetric ciphers used for "air interface 
communications", i.e. RFID tags are dealt in this standard 
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[10]. RFID "Radio Frequency Identification" tags are the 
main components in IoT having a unique identifier to 
distinguish from other RFID tags in the network. RFID chips 
are used as sensors which are inserted in or attached to objects 
and monitor and respond on specific conditions for which 
they are meant.  So these RFID tags and sensors play an 
important role in IoT.  
 

ISO/IEC 29167 Part 10 describes AES-128 block cipher 
algorithm which is widely used as a base in many lightweight 
block ciphers. AES follows WTS "Wide Trail Strategy" 
having two invertible steps in round transformations. In the 
first step, local non-linear transformation is performed where 
any of the output bit depends on only a limited number of 
input bits. The second step performs a linear mixing 
transformation to achieve high diffusion. 

 
ISO/IEC 29167 Part 11 describes PRESENT-80, an SPN 

block cipher which is optimized for Hardware 
implementations. An XOR operation is applied in each round 
for both round key and post-whitening key. PRESENT cipher 
is also included in ISO/IEC 29192-2. 

 
ISO/IEC 29167 part 13 describes GRAIN-128A, a stream 

cipher which was proposed as an improvement over GRAIN 
128 cipher by enhancing the security and optional message 
authentication.  

 
Other parts of the ISO/IEC 29167 standard deal with public 

key cryptography. 
 
2.2 ISO/IEC 29192: “Information technology — Security 
techniques — Lightweight cryptography” 
 

Some criteria are set for deciding whether to include a 
newly submitted technique into the existing list of standards 
or not. Typically it takes around 3-4 years for standardizing a 
technique.  The ISO/IEC 29192 comprises the following parts 
[8]. Each part specifies their role in the standardization 
process and is meant for a different purpose. 

A. Part 1: General 
In this part, lightweight cryptography implementation and 

security requirements are specified. Classification of a 
lightweight cipher is also defined. It is defined by combining 
certain properties for hardware and software implementation 
along with some common properties. It includes chip area, 
program code size (ROM size), energy consumption, RAM 
size, execution time or speed, communication bandwidth, 
short input performance, and latency. Part 1 of ISO/IEC 
29192 considers block ciphers and stream ciphers as 
symmetric key lightweight ciphers. It also defines three 
schemes for lightweight cryptographic mechanisms which 
use asymmetric techniques, these schemes are: 
"authentication and key exchange", "identity-based 
signature" and "challenge-response authentication". 

B. Part 2: Block Ciphers 
Number ISO/IEC 29192-2 (2012) specifies two block 

ciphers, PRESENT, and CLEFIA which are suitable for 
applications requiring lightweight cryptographic 
implementations. Both ciphers are given in the year 2007 
[11]. An amendment was proposed in the year 2014 to 
consider two more ciphers, SIMON and SPECK to fall into 
this standard. A minimum block size of 46 bits and a 
minimum key size of 96 bits was included in the first working 
draft (WD1st) in the year 2015. These ciphers are described 
below: 

PRESENT: A SPN lightweight block cipher suitable for 
enormously resource-constrained environments is optimized 
for hardware implementation with 64-bit of block size and a 
key size of 80/ 128 bits with 31 rounds is PRESENT. XOR 
operation is applied in each round with a post-whitening key. 
For substitution layer, same 4-bit S-box is applied 16 times in 
parallel to introduce non-linearity and its permutation layer 
uses a bit permutation. This cipher has a better throughput of 
200 Kbps and GE (1570) is low as compared to other ciphers 
[12]-[14]. PRESENT provides low-cost diffusion in only 
hardware implementation whereas, for software 
implementation, it is not so efficient. The S-box is also 
hardware implementation choice and does not provide 
resistance to adequate security [15]. S-box of PRESENT is 
weak and is amongst 8% worst S-boxes regarding clustering 
of one-bit linear trails [16]. Key scheduling uses a single 
S-box lookup along with an addition counter and a rotation. 
Hardware implementation of PRESENT cipher replaces 8 
distinct S-boxes with only a single one which is carefully 
selected [8]. The PRESENT lightweight block cipher is also 
comparable to prominent compact stream ciphers [17]. 
PRESENT has a compact design and is, therefore, less 
protected hence some attacks are successfully implemented 
on this prominent cipher including related-key rectangle 
attack, side channel attack [18]-[21]. Gate required of 
PRESENT is comparable to Grain and Trivium stream 
ciphers which have compact hardware implementations [22]. 
RAM memory requirement of PRESENT is least and its 
80-bit key requires about 480 GEs, and 64-bit state requires 
only 780 GEs and a total of 1570 GEs [23]-[25]. So far 
various attacks are applied on PRESENT such as differential 
attack, statistical saturation attack, integral attack, zero 
correlation attack, and etc. [26].  

CLEFIA: CLEFIA has a block size of 128 bits and it 
supports key sizes of 128/ 192/ 256 bits. It is targeted for 
ASIC implementations which are given by matching 
traditional ciphers along with the new innovative security 
algorithms. 4-branch Generalized Feistel Structure allows a 
compact implementation of F-functions in both hardware and 
software implementations. In CLEFIA, there is a sharing of 
functions between data scheduling and key scheduling parts 
and as a result reduction in the gate size and low cost [27].  It 
comprises the DSM (Diffusion Switching Mechanism) 
technique thus improve flexibility and performance in 
software and hardware implementations. DSM also provides 
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resistance against linear and differential attacks. Improved 
resistance to certain attacks is achieved by using two S-boxes 
system. Partial/half key whitening is applied to lower the key 
addition cost. It is applied to only two of four data lines at the 
beginning and at the end of the data processing part [28]. A 
good balance for security, speed, and cost is maintained in 
this cipher. CLEFIA makes use of two different diffusion 
matrices which provides a guard against linear and 
differential attacks [29]. Key scheduling of CLEFIA makes 
use of large tables due to which its memory size and execution 
time is greater than that of the PRESENT cipher. CLEFIA is 
utilized for data protection in various resource constraints 
applications like industries setups, smart medical devices, 
MANETs [30]. Comparable higher RAM consumption of 
CLEFIA is because of large tables in key scheduling. LED, 
lightweight block cipher has better power consumption as 
compared to CLEFIA because of the fixed key and simple 
round operations [31, 32]. CLEFIA allows very proficient 
implementation in a diversity of environments. Some block 
ciphers are also inspired from CLEFIA like in [25]. Sufficient 
cryptanalysis is done over CLEFIA and there exist several 
attacks on it like zero-correlation, linear cryptanalysis, 
improbable differential attack and Integral attack [33]-[35].  

SIMON: SIMON is a family of lightweight Feistel block 
ciphers which offer excellent performance in hardware 
implementations. It provides ten algorithms by supporting 
block sizes/ key sizes of 32/64; 48/72, 96; 64/ 96, 128; 96/96, 
144 and 128/128, 192, 256. It applies bitwise XOR, bitwise 
AND and left circular shift operations on n-bit words in 
SIMON 2n encryption and decryption. SIMON do not make 
use of any key whitening as applied in CLEFIA, its first and 
last round act to bring in the first and last round keys without 
performing cryptography [36]-[38]. Different attacks are 
successfully implemented on SIMON like linear, differential, 
truncated differential [39], related key attacks [40]-[44]. 

SPECK: SPECK is a family of LBCs tuned for optimized 
software implementations and provided ten algorithms to 
support block sizes/ key sizes of 32/64; 48/72, 96; 64/96, 128; 
96/96, 144 and 128/128, 192, 256 [37]. Its round function is 
similar to the mixing function of THREEFISH cipher. It has 
an ARX structure and circular-shift uses bit permutations. 
Decryption is not a costly operation in ARX based ciphers, it 
simply reverses the order of operations. Modular subtraction 
in place of modular addition is used in the decryption process. 
SPECK make use of a combination of two Feistel-like maps 
with respect to two different types of addition. SPECK 
round-wise key addition in SPECK prevents it from slide 
attack and meet-in-the-middle attack over a sensible number 
of rounds [45]. Linear and differential attacks are 
implemented on SPECK [46]-[48]. 

C. Part 3: Stream Ciphers 
Similarly, two stream ciphers, Trivium and Enocoro are 

part of ISO/IEC 29192-3 standard. Stream ciphers are 
symmetric key ciphers and are mainly used in those 
applications where plaintext size is unknown.  Although, 

stream ciphers have a simple and speedy implementation in 
hardware but due to lengthy initialization phase and also due 
to some of the communication protocols that do not utilize 
stream ciphers, these are less preferred over block ciphers and 
as a result does not receive much attention [6, 49].  

TRIVIUM: Trivium is a simple, speedy, smallest and most 
efficient bit-oriented stream cipher which provides good 
security margin against attacks and requires low power 
hardware implementation [50, 51]. It is an ARX based cipher 
which uses 288-bit cyclic shift register parallelization 
techniques [52, 53]. In TRIVIUM, up to 264-bits of keystream 
along with 80-bit Initialization Vector (IV) can be generated 
from a single 80-bit secret key. Various attacks are applied on 
Trivium and analyzed like linear approximation [54], 
conditional differential attack, differential fault attack, 
statistical attack, algebraic analysis, fault attack [55], state 
recovery attack [56]. Trivium provides good resistance 
against linear sequential circuit approximation attack 
[57]-[60]. 

ENOCORO: ENOCORO is a family of hardware-oriented 
pseudo-random number generator. Enocoro-80 and 
Enocoro-128v1.1 are two versions of Enocoro security 
algorithms allowing key lengths of 80-bits and 128-bits 
respectively [61]. Authors in [62] claim that there exists a 
large class of weak keys in Enocoro-128v1.1 due to which it is 
vulnerable to related-key attacks.  

D. Part 4: Mechanisms using Asymmetric Techniques 
In this part of ISO /IEC 29192 standard, three lightweight 

mechanisms are specified which have used asymmetric 
techniques, these are: a) "Unilateral authentication 
mechanism" which lies on discrete logarithms on elliptic 
curves; b) "Authenticated lightweight key exchange (ALIKE) 
mechanism" for establishing of the session key and unilateral 
authentication; c) "Identity-based signature mechanism". 

E. Part 5: Hash Functions 
Three hash functions namely, Photon, Spongent, and 

Lesamnta-LW are included in ISO/IEC 29192-5 standard. 

PHOTON: It is a family of compact lightweight hash 
function designed for 64-bit collision resistance security in 
hardware based implementation. It makes use of the column 
mixing layer in a serial way [63, 64]. There are five versions 
of PHOTON family, these are PHOTON-80/20/16, 
PHOTON128/16/16, PHOTON-160/36/36, 
PHOTON-224/32/32 and PHOTON-256/32/32 with internal 
permutations P100, P144, P196, P256, and P288 respectively.  

SPONGENT: SPONGENT is a family of lightweight hash 
functions which allows hash sizes of 88, 128, 160, 224 and 
256 bits, in total 13 variants. The first SPONGENT variant 
supporting 88 bits is only for preimage resistance and other 
four variants are based on a sponge construction instantiated. 
Its permutations are similar to that of PRESENT cipher and 
following the hermetic sponge strategy. An n-bit hash value is 
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obtained whenever a finite number of input bits is given 
[65]-[67]. 

Lesamnta-LW: It is a fast lightweight hash function 
supporting 256-bit hash size and is suitable for devices 
running on 8-bit microcontroller [68]. Lesamnta-LW is a 
compact design but there exists a known-key distinguisher 
attack [69].   

F. Part 6: Message Authentication Codes (MACs) 
At the time of writing the paper, this part is under 

consideration. 
3. INCLUSION CRITERIA IN ISO/IEC STANDARDS 

 
Annexure A of the ISO/IEC 29192 standard defines the 

criteria which can be considered by lightweight algorithms so 
as to include the algorithms in the standard [70]. It generally 
takes 3-4 years to standardize a new technique and considers 
the following criteria: 

A. Security of Cryptographic Mechanism 
Minimum security strength considered towards 

applications utilizing lightweight algorithms is 80-bit. 
Systems requiring security for longer periods requires a 
minimum of 112-bit security. 

B. Hardware Implementation Properties 
The chip area occupied by the cryptographic mechanism 

and the energy consumption are two parameters that are 
considered important for hardware targeted cryptographic 
algorithms. (Clear benefits over existing ISO standards, e.g. 
ISO/IEC 18033, ISO/IEC 9798, ISO/IEC 11770). 

C. Software Implementation Properties 
The code size and the RAM size requirement are 

considered towards inclusion in the standard. Ciphers having 
low resource utilization than existing lightweight standards 
on the same platform are possibly considered towards 
inclusion in the standard. 

D. Some Common Properties 
Some properties are common to both software 

implementation and hardware implementation of a cipher, 
these are: 

 
a) The nature of any licensing issues affecting the 

cryptographic mechanism. 
b) The maturity of the security algorithm is also considered 

as it is linked to other factors. A stable state publication 
of a proposed technique for a minimum of 4-5 years is 
required for initial consideration of a proposed 
technique. This time is specified so that sufficient 
cryptanalysis techniques have been applied to it and no 
weakness has been found. 

c) It is desired that the requesting techniques provide 
sufficient security proofs for their specifications against 
possible and feasible attacks.  

d) An industrial need is also considered if there is a 
practical demand for the technique to be standardized 
then its likelihood of inclusion increases. 

e) Dependency from specific implementation also affects 
inclusion in the standard. The more independent a 
cipher is from its implementation in a specific 
technology, the more its probability of inclusion. 

 
4. PERFORMANCE EVALUATION PARAMETERS 

 
In lightweight cryptography huge variety of resource 

constraint devices uses different communication 
technologies. They have some limitations in the form of 
implementation memory size, speed, power, security, 
performance and as a result it is not possible to implement 
standard cryptographic solutions. So there are tradeoffs in 
implementation cost, speed, security, performance, and 
energy consumption in resource-constrained devices. In this 
era of pervasive computing, lightweight cryptography expects 
simple and fast security solutions [71]. 

 
Memory consumption (RAM and ROM size), speed and 

throughput are among the main primitives which are 
considered towards finding good lightweight algorithms [7]. 
These are specific to the hardware or software 
implementation of a security algorithm. Authors in [72] 
mentioned 6 metrics for evaluation of software 
implementation of lightweight ciphers, these are: 

 
a) Code size, given in bytes 
b) RAM usage, given in bytes 
c) Cycle count in encryption, one block Cycles/byte 
d) Cycle count in decryption, one block Cycles/byte 
e) Energy consumed, given in μJ, and  
f) A combined metric which is given after the normalization 

(by block size) using (1): 
 

            (1) 
There is a strong correlation between energy consumption 

and cycle count [72]. Lightweight algorithms implemented in 
software, targeted for micro-controllers usually consider some 
more performance evaluation parameters like: 

 
a) Throughput measured in bytes per CPU cycle.  
b) Power Consumption 
 
Among all the primitives, memory elements set up a key part 
of the module's surface. Optimized software implementations 
result in fast speed thereby utilizing low power consumption 
[73]. Authors in [74] presented a Combined Metric (CM) 
indicating a tradeoff between implementation size and 
performance. A smaller size of metric indicates better cipher 
implementation.  CM is given by using (2): 

(2) 
Authors in [8] presented three different groups based on the 

values obtained from this Combined Metrics:  
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a) Ultra-lightweight implementations: “Requiring up to 4 
KB ROM and 256 bytes RAM”. 
b) Low-cost implementations: “Requiring up to 4 KB ROM 
and 8 KB RAM.”  
c) Lightweight implementations: “Requiring up to 32 KB 
ROM and 8 KB RAM.”  

 
5. PERFORMANCE EVALUATION TOOLS 

 
It is important to analyze the ciphers for their performance 

evaluation and against attacks. There are various tools that 
are available for analysis of lightweight ciphers. Some tools/ 
frameworks are suitable for hardware implementations like 
XPower analyzer whereas some tools are available for 
software targeted implementations. This section presents 
some widely used software evaluation frameworks. Some of 
these are available for open access. 

A. FELICS 
Authors in [74], presented a metric, FoM and a framework 

named FELICS for the evaluation of software-based 
lightweight ciphers. Metric FoM (Figure of Merit) can be 
used for ranking different ciphers. FELICS which stands for 
"Fair Evaluation of Lightweight Cryptographic Systems", is a 
free and open-source framework. Its modular structure 
consists of three modules, one module for block ciphers and 
the second module for stream ciphers, while the third module 
is a core module for both types of ciphers. It gives RAM size, 
ROM size and execution time of implementation as an output. 
This framework also allows comparisons of implementations 
for different microcontrollers viz. 8-bit AVR, a 16-bit MSP, 
and a 32-bit ARM. It provides the flash memory, section 
memory sizes and the total memory size [5, 75].  FELICS test 
a cipher in three different scenarios, these are cipher 
operation, communication protocol and challenge-handshake 
authentication protocol [76]. FELICS tool has been efficiently 
used by various researchers for the performance analysis of 
lightweight ciphers on different platforms [77]-[80].  

B. BLOC 
BLOC project gives six different metrics on 16-bit MSP430 

microcontroller using simulator coming with mspdebug for 
performance evaluation of lightweight block ciphers by 
authors in [81] in 2011. The metrics are: cycle count for 
encryption + key, cycle count for decryption + key, cycles/ 
bytes for encryption + key, cycles/ bytes for decryption + key, 
code size in bytes and RAM usage in bytes. RAM 
requirements computed under this project gave erroneous 
results and hence it was shut down on March 31st, 2016. 

C. ATLAS 
“Automated TooL for Assembly analysiS" (ATLAS) is an 

automated easy and modular approach to analyze assembly 
implementations of a cipher by representing it as a graph. 
This graph is then efficiently used to find vulnerable spots. 
Through these vulnerable spots, fault propagation is then 
analyzed in a subgraph and gives equations for differential 

fault analysis. Thus, ATLAS gives subgraphs and equations 
[82]. 

D. XFC Framework 
It is important to analyze the ciphers against attacks. Fault 

attacks like differential fault attack target to recover the secret 
key. Finding such fault attacks manually is a laborious task 
and it may take several months to years. Authors in [83] 
provided a framework for block ciphers that can be used to 
automatically predict the weak points present in a cipher 
design.  The proposed framework, XFC “eXploitable Fault 
Characterization” makes use of colors for the analysis of fault 
propagation and exploitability. It predicts whether a 
differential attack would be possible or not on a particular 
cipher. It can also be used for predicting the key bits that can 
be derived from the attack.  There are two stages in this 
model. In the first stage, a user enters the encryption 
specification and the fault model with the help of coloring 
scheme, find the fault propagation and its influence on the 
ciphertext.  The 2nd stage finds the round keys by evaluating 
the exploitability of the fault. The complexity of the attack 
and derivable round keys are outputs of this model. 

 
6. FEATURES OF GOOD LIGHTWEIGHT CIPHERS 

 
Nowadays, a number of lightweight block ciphers are 

available and it is very tough to select the best among them 
because the suitability of any particular algorithm is 
application specific. But still, to consider a cipher better than 
its competitors requires some analysis and measuring their 
performance on same platform. Table 1 enlists some 
measures which are laid down by the standard organization 
for the inclusion of a lightweight block cipher in their 
standards. 

Table 1: Criteria for good lightweight block ciphers (GEs: Gate 
Equivalents; μJ: Microjoule). 

Criteria Requirement 
Security (in bits) Minimum key size of  80-bits 
Chip Area (in GEs) Lower than existing 

standards 
Energy Consumption 
(in μJ) 

Lower than existing 
standards 

Code size (ROM) (in 
bytes) 

Lower than existing 
standards when compared on 
the same platform 

RAM size (in bytes) Lower than existing 
standards when compared on 
the same platform 

Maturity (in years) Minimum 4-5 years so that 
enough cryptanalysis has 
been applied 

Resistance to attacks  Sufficient proofs against 
feasible attacks 

Implementation 
Dependency 

Lower  
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7. CONCLUSION 
Designing a security algorithm for IoT enabled devices 

must consider the criteria provided by standard organizations 
from time to time. We have presented different criteria posed 
by standard organizations to consider a lightweight cipher. 
This paper reports prominent security solutions in IoT 
enabled constrained devices which are already standardized 
by these organizations. Some performance evaluation criteria, 
metrics and performance evaluation tools related to the 
evaluation of lightweight ciphers are also presented in this 
paper. The main aim of this paper is to demonstrate how to 
achieve efficient and optimal software implementation of 
lightweight block ciphers for IoT-enabled low-resource 
embedded devices. The work in this paper helps the 
researchers in the area of IoT security. This paper set a base 
for further research work and in the near future, we will 
propose a LBC for IoT enabled environment. 
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