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 
ABSTRACT 
 

Industrial Internet of Things (IIoT) services composition 
rely on composing existing IoT services in industrial context 
in order to obtain an overall service with added value. The 
composite service’s behavior is extremely influenced by the 
time, availability, and accuracy of the unitary services. Thus, 
it is extremely important to guarantee a provision of IIoT 
services as expected during the modeling phase. For this, we 
lie on formal verification to check all the possible scenarios 
before to pass through IIoT services provision. We propose 
first to model each process involved in the composition by 
open Time Petri Nets. These nets offer interface places for the 
purpose of process communication with the other processes. 
Then the composition of open Time Petri Nets is guaranteed 
via superimposing the interface places and thus obtaining a 
Time Petri Net modeling the composite process. Finally, 
control and operational behaviors of IIoT services 
composition formally checked after being specified in an 
expressive fragment of TCTL temporal logic.  
 
Key words: IIoT, services composition, Time Petri Nets, 
model checking.  
 
1. INTRODUCTION 
 

IoT services form a novel yet important concept generated 
by the growing need of smart objects facilitating daily lives. 
They may represent customized, pervasive and cyber physical 
services that are in general designed according to static 
environment and typical IoT entities that interact together. 
Thus, in these solutions, services provisioning is measured 
according to specific user need, current position, sensors, etc. 

 
The challenge now is to guarantee a dynamic provision of 

IoT services since these latter may run and stop according to a 
certain space and time under certain conditions. So to ensure 

 
 

their reliability, IoT services need to be designed with 
considerations of self-configuration and self-optimization. 
This will so far help to reduce the smart objects damage and to 
enlarge their life durations and to gain a maximum 
productivity. 

 
Such issues are even more important in case of industrial 

internet of things (IIoT). One major issue is that it is 
extremely important to guarantee a provision of IIoT services 
as expected during the modeling phase. For this, we lie on 
formal verification to check all the possible scenarios before 
to pass through IIoT services provision.      

 
IIoT services composition rely on composing existing IoT 

services in industrial context in order to obtain an overall 
service with added value to the end user. The composite 
service’s behavior is extremely influenced by the time, 
availability, and accuracy of the unitary services. For 
example, in a manufacturing process, it is important to 
monitor the production lines starting from the treatment of 
raw material to the packaging, transport, and tracking of the 
final products. As another example, in emergency medical 
care, it is extremely important to guarantee the accuracy and 
the respect of constraints in the processes involved in the 
treating of an emergency case for example such as a person 
who had an accident or a patient in a hospital whose state is 
aggravated. 

 
In these contexts, as well as more other sophisticated 

contexts, the composition of existing IIoT services may be 
guaranteed via the interaction of different services. This 
interaction may be assured by allowing communication 
between the different partners of the composition. 
Communication here may cover messages exchange or even 
resources sharing such as IoT devices, robots, computers, etc. 

 
Since many partners are invited to communicate together 

and to operate collectively in order to achieve common goals, 
a sound control and operational behavior of the overall 
process should be ensured. An operational behavior refers to a 
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specific partner’s behavior referring to its business logic. The 
general behavior of any process in the composition is 
described in terms of control behavior. Considering the 
importance and the actual need of the IIoT services 
compositions, the challenge here is to verify the 
aforementioned types of behaviors in an early stage. 

 
In order to be able to reveal the possible errors and correct 

them in the earliest, we propose for the IIoT system to be 
modeled by Time Petri nets and formally verified by    model 
checking [12-15,33]. More precisely, we propose to model 
each process involved in the composition by an open Time 
Petri Net, characterized by offering interface places for the 
purpose of communication with the other involved processes. 
Then the composition of open Time Petri Nets is guaranteed 
via superimposing interface places and thus obtaining a Time 
Petri Net modeling the overall (composite) process. This 
concept of using a variant of TPN with input/output interfaces 
is first used in [18-20,32] to model communicating workflow 
processes. 

 
The remainder of this paper consists of five sections. 

Section two presents a motivation to this research. Section 
three proposes a Time Petri Nets based model of IIoT services 
composition. After that, model checking of the IIoT services 
composition is discussed in section four. The last section 
concludes this research and exposes new work directions.  
 
2. RESEARCH MOTIVATION 

The Internet of Things (IoT) has quickly been risen lately. 
The IoT depends on keen and interconnected items in a 
dynamic and worldwide system foundation. It is for the most 
part described by little certifiable articles, circulated 
generally, with constrained capacity and preparing limit, 
however fit for estimating, deriving, understanding, and in 
any event, adjusting their condition. It doesn't just concern 
complex gadgets, for example, cell phones, yet in addition 
straightforward regular objects, for example, watches, indoor 
regulators, apparel, and so on [22, 23]. These items, going 
about as sensors or actuators, can associate with one another, 
hence impacting definitely the everyday lives of likely clients. 
For these reasons, IoT is more and more playing a decisive 
role in all the domains such as healthcare, intelligent 
transportation, home automation, assisted living, farming, 
and automated manufacturing. Based on these 
considerations, the United States National Intelligence 
Council has stated that the IoT is one of six technologies that 
will have potential impact on American interests by 2025 
[23]. 
 

In IoT, sensors and actuators monitor the state of their 
environment, i.e. obtain information on temperature, 
movement, position, etc. They constitute a network generally 
composed of a potentially large number of nodes. These 

sensors have to face many communication problems such as 
security and confidentiality, mobility, reliability, robustness, 
scalability and especially the availability of their resources 
(energy, storage and processing capacity, bandwidth, etc.). 
From a user perspective, the services gained from these 
sensors are those which matter essentially, especially when 
many services have to be fulfilled together to meet the user’s 
need. For that, many platforms are being implemented in the 
context of IoT (IoT6 [24], BigClout [25], AWS IoT [26], 
BlueMix [27], etc.). However, these platforms have in general 
implicit management aspects, adapted to a particular context. 
The architect should be able to select, personalize and adapt 
his solutions according to behavioral evolution. The proposed 
architectures do not offer a loose coupling of the components 
allowing a re-composition, according to the behavioral 
changes. 
 

In this context, we are motivated by tackling the problem of 
services composition in IoT and their formal verification that 
helps to diagnose the composition and detect the possible 
errors in an early time. On the one hand, this will help to be 
sure of the absence of errors in a composition of IoT services 
and on the other hand, in case of errors’ detection at an earlier 
time, re-composition with other compatible services is 
feasible.  

 
We choose to apply our approach in the IIoT domain, 

which essentially consider the application of IoT technologies 
in the sector of industry. It represents a form of the rapid 
evolution of digital transformation. It concerns all sectors, 
from energy production to agriculture and municipal 
management, allowing thus to create the industry 4.0. IIoT 
makes factories smarter and more efficient since each link in 
the production chain will be in constant communication to 
produce faster and more efficiently. The three typical 
applications where IIoT demonstrates its benefits are: 
• Production: a means of production that is both connected 
and intelligent, which generates considerable amounts of 
data, the analysis of which largely determines the ability of an 
organization to improve its operation and remain 
competitive. 
• Supply chain: thanks to sensor-managed stock, IIoT 
technology can place orders for supplies just before the stock 
runs out. Significant time savings allowing employees to 
focus on other tasks may be guaranteed. 
• Healthcare: the IIoT allows the healthcare industry to be 
more efficient and responsive with devices that monitor 
patients remotely and alert the medical team as soon as a 
change in the patient's condition happens. 
  

We can conclude that the strengths of IIoT technology are 
mainly based on the fact that it promotes constant 
communication between all the elements, and it creates a 
distributed permanent intelligence that will contribute to a 
socially benevolent and more ecological future. Thus, 
guaranteeing a well-controlled IIoT will guarantee an 
ultra-connected and smarter industry.  
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The IIoT major focus is on interoperability between devices 
and machines and the transfer and control of information and 
responses. It strongly depends on M2M (Machine to 
Machine) communications. For this, it is highly important to 
efficiently ensure the control of IIoT. 

Given that formal methods are very promoting, we propose 
to rely on them in this work. We focus especially on model 
checking techniques [7,8,9,17] and propose  a complete 
approach to specify and verify services composition in IIoT. 
Model checking is based on specifying the model as well as 
the behavior to be verified by means of techniques dedicated 
to the model checker that will be used. For this, we choose to 
lie on Petri nets [21] and this choice is explained by their well 
expressiveness and power of modeling discrete event systems. 
More precisely we adopt open Time Petri Nets which allow us 
in the first hand to consider the timing constraints if they exist 
such as the delays of tasks’ executions, and in the second hand 
to use interfaces guaranteeing the communications between 
the involved IIoT services.  

3. OPEN TIME PETRI NETS FOR IIOT SERVICES 
MODELING 

Petri nets form a powerful modeling and analysis tool of 
Discrete Event Systems. They have proven their efficient 
application in a large spectrum of services going from 
manufacturing, healthcare, traffic, to communications, and 
software systems. Basically, a Petri net consists of a directed 
graph composed of transitions and places connected via arcs. 
Bars or rectangles are used to schematize the transitions 
which refer to the events that may occur. The places (drawn as 
circles) represent the conditions under which events may 
occur. These two types of nodes are connected by arrows 
specifying the places that are preconditions and/or 
postconditions for the transitions. This graphical notation 
makes it easier to describe choices, iterations, and concurrent 
executions. Beyond this graphical simple notation, a 
mathematical theory is well-developed for Petri nets to define 
their execution semantics. 
 

The execution of the aforementioned events specified by 
the transitions is guaranteed by their firing. Before its firing, a 
transition has to be enabled (also said to be firable) i.e. its 
precondition is satisfied. This condition refers to the presence 
of sufficient marks (known as tokens) associated with each 
transition’s input. Once the transition fires, those tokens will 
be consumed (removed) but other tokens will be created in 
each of the transition’s output places. The number of tokens to 
be consumed or produced may be specified on the arcs. When 
no number is indicated, it is considered that only one token is 
to be consumed or produced. 

 
At a given moment, the number of marks in each of the net 

places is known to be a marking. The firing of a transition 
causes a new marking to be reachable, resulting thus to new 
transitions to be enabled. The overall possible tokens’ 
distributions define the state space of the Petri net. When 

many transitions may fire from the same marking, they will 
occur in any order, hence the firing process is 
nondeterministic. Given the nondeterministic firing process 
and the count of marks in the Petri net, the potential of Petri 
nets in modeling distributed systems and controlling their 
concurrent behaviors is proven. 
 

Petri nets have been widely studied and extended to 
subclasses to deal with complex constraints. For instance 
many variants treat the timing information in the modelled 
events, others treat the communication over processes. To 
deal with the timing information, we propose to adopt Time 
Petri Nets, and for the communication inter processes, we 
refer to open Petri nets. In this work, the two Petri nets 
extensions mentioned above are combined to obtain a new 
subclass baptised open Time Petri Nets (oTPN). 
 

When we augment the transitions with intervals of time, we 
obtain a Time Petri net [1-5]. Each interval specifies the 
minimum time to fire the transition (if enabled) as well as its 
last time to fire.  

 
Open Petri nets (or simply open nets) are used to model 

processes communicating together via input/output places 
attached to each process. These places are used as interfaces 
to communicate with other processes. This communication 
may be seen as a sending and a reception of messages between 
all the processes forming the overall composition. 
We combined these two subclasses to define open Time Petri 
Nets (oTPN).  
 
Definition 1. An open Time Petri Nets is defined by the tuple 

with: 
• P: bounded set of places, 

• T: bounded set of transitions,  

• , 

• I: bounded set of interface places serving as 
inputs: , 

• O: bounded set of interface places serving as outputs: 
 , 

• P, I, and O are disjoint, 

•  defines the markings of the 
pre-places of the transitions, 

•  defines the markings of the 
post-places of the transitions, 

• denotes the initial marks’ distribution on the places 
( ), 

•  and define the 
minimum and maximum firing time. 

To illustrate the different aforementioned concepts, let us 
consider a case study. In IIoT context, a large number of 
machines and devices will communicate in a smart way in 
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order to achieve a common goal. To guarantee an overall 
optimal execution, we propose to model each service provided 
by one of these partners in terms of an oTPN and we define the 
communications of them via interfaces.  

Figure 1 illustrates the modeling of three IIoT services by 
three oTPNs in which the input and output interfaces are 
precised by places Iij and Oij where i and j refer to services i 
and j. For sake of simplicity and focus on the interfaces, the 
timing intervals are omitted from the transitions.  
 

It is mentioned via the gray circles that each interface place 
which is an input to an IIoT service has a relation with 
another interface place standing as an output to an IIoT 
service. For instance, the first output interface of service 1 
(O11) designs a prerequisite to tasks from both service 2 and 
service 3. Thus I21 and I32 model the input interfaces of 
respectively service 2 and service 3 that would ensure the 
prerequisite satisfiability. 
The overall composition of the different oTPNs is obtained by 
superimposing the interfaces of the different partners. The 
input interfaces of partner 1 may be output interfaces 
belonging to other partners and vice versa. For the example of 
Figure 1, I11 and O21 will be considered as one interface place 
assuring a communication between service 1 and service 2. 
O11, I21, and I32 will be superimposed in only one interface, 
and same for the other communications between services 1 
and 3 and services 2 and 3.  
 

In general, the composition of more than two oTPNs will 
result in a Timed Petri Net according to definition 2. 
 

 
Figure 1:  Modeling of three IIoT services by three oTPNs 

Definition 2. The composition of X oTPNs ..  is a 
tuple such that: 
•   
•  
• and  define the pre 
(post) markings related to transitions firings, 
• is the initial tokens’ distribution ( ), 
• defines the minimal time of 
transitions’ firing, 
•  defines the maximum time of 
transition’s firing. 
 

For each transition ,  and  are denoted resp. 
 and  

For a time Petri net N, for every place ,  
denotes the marks count in p. M denotes the marks’ 
distribution over the net. 

A transition ti is said to be firable from M if . 
All the transitions that can be fired form M form a set 
called . 

Once a transition ti is fired, we are interested in the newly 
firable transitions. A transition tk is newly enabled if and only 

if  does not enable the transition and 

 allows  to be enabled. In the same 

manner, once  is fired, we regroup all the transitions newly 

firable in a set called . 

Definition 3. The semantics of a time Petri net N 

is defined by the quadruplet  
where: 

• , 

•  

• , 

•  is a relation of transitions 
that may be discrete or continuous. 

- Discrete transition:   

 
- Continuous transition: : 
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All the possible marks’ distributions of a TPN define its 
state space. If this set is bounded then the net is bounded. To 
delimit the state space of the TPN, every state that is reachable 

by  for all M and t has to be computed.  
 
This state space may be considered to check important 

properties of the overall composition of IIoT services. We 
present in the following section a model checking based 
approach of verifying quantitative and qualitative properties 
of IIoT services composition.  

4.  TO VERIFY IIOT SERVICES 
COMPOSITION 

With regard to the industrial revolution and the emergence 
of industrial Internet of Things, several research challenges 
[28-31] are actually being addressed. Among these 
challenges, we believe that it is extremely important to detect 
and correct at the earliest the possible errors that may occur 
during the running of the IIoT based systems. For this purpose 
model checking is a promising method that permits to count 
the attainable states of the net automatically and to verify if it 
meets its specification. To achieve this goal the system as well 
as the behavior to be checked should be specified in formal 
models according to the used tool of model checking. 

 
Let us consider three machines in a smart factory 

delivering specific and critical services while sharing the 
same resources or needing an input from the same side. 
Suppose that these three machines perform each of which 
some tasks in specific amounts of time. This situation may be 
illustrated by the TPN of the Figure 2. The place SR 
represents the shared resource referring to an IoT device for 
example.  

 
 

 
Figure 2:.Modeling 3 communicating machines 

 
Table 1 explains the tasks modeled by the transitions 

T1,..,T6 in figure 2. 

Table 1: Specification of transitions in figure 2 

Transitio
n 

Indication  

T1 Machine 1 blocks the necessary resources and 
preprocesses for the main task 

T2 Machine 1 achieves its main task and releases the 
shared resource 

T3 Machine 1 is being ready to reprocess the main task 

T4 Machine 2 blocks the necessary resources and 
preprocesses for the main task 

T5 Machine 2 achieves its main task and releases the 
shared resource 

T6 Machine 2 is being ready to reprocess the main task 

T7 Machine 3 blocks the necessary resources and 
preprocesses for the main task 

T8 Machine 4 achieves its main task and releases the 
shared resource 

T9 Machine 5 is being ready to reprocess the main task 

 
The place SR represents a resource shared between the 

three machines, it is tremendous for the main processing of 
the machines, and each machine has to release it after 
finishing its main processing. Suppose we have a constraint 
on the use of this shared resource: there should be a certain 
amount of time not using this resource interleaving its use by 
the different machines.  
 

So, according to the timing constraints defined in the TPN 
of Figure 2, we have to verify the following: during any 
interval of a duration not exceeding four time units, machines 
2 and 3 are not allowed to begin pre-processing during at least 
2 units of time after the first machine finishes processing its 
main job. 
This type of property may be specified in a temporal logic 
expressing the delays as well as the durations. In [15], the 
timed temporal logic TCTL is extended with new techniques 
of considering the activation delays and the durations. As a 

result, the authors defined  as a new timed temporal 
logic with new modalities of delays and durations combined 

from  and .  
 

  based checking of the composite service depends 
on the state space computation. Here we consider on the fly 

techniques [6,10] of  model checking which permit 
to get rid of the explosion of the number of states. Actually, 
the states are dynamically computed while the algorithm is 
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executing; which permits not only to save time and space but 
also to show the result of the verification at the earliest. 

 

This model-checking may be assured via the 

verification of  properties implemented on 
Romeo model checker [16] as an extension of TCTL model 
checking of TPN [11]. 
 

Definition 4.   ( for 
TPN) is defined as follows:  

 

where:  is a keyword and , 
 

 
 

with , : a freeze quantifier, 
bounded and deadlock are defined in Romeo. 
 

So a property expressed in  may be 
defined as follows: 

  
Where:  , U, E, A, and G 
are the known quantifiers of temporal logics, and 

 are the ordinary logical operators. 
 

For the example in Figure 2, recall that we want to check 
that in any interval of a duration not exceeding four time 
units, machine 2 as well as machine 3 can’t begin 
pre-processing during at least 2 units of time after the first 
machine finishes processing its main job. This constraint is 

expressed in by the following formula: 
 

 
 

In order to verify these properties, we focus on the 

semantics of . Consider a time Petri net 

 its semantics 

 and 

 an execution of . 
 

For a state , the following lines define the 

validity of a formula specified in : 
•  

• , 

•  

•  

• 

• 

 

A time Petri net  satisfies a formula  specified in  

 (denoted as ), if and only if  is 

satisfied by the first state of its semantics . 

5. CONCLUSION 

Industrial Internet of Things form the main technology 
allowing the industry 4.0 to emerge. It concerns all sectors, 
from energy production to agriculture to healthcare systems. 
IIoT surrounds cyber physical systems, smart factories, 
industrial robots, actuators, etc. In these systems, assumed to 
be safe-critical, interactions between different devices and/or 
machines are very frequent and tremendous as well. For this, 
we lied on formal verification to verify the control and 
operational behaviors of communicating services in the 
context of IIoT.  
 

We proposed a model checking based method to formally 
analyze IIoT services composition. First, the involved IIoT 
services are modeled in terms of open Time Petri Nets, 
leading thus to model the overall composite service in terms 
of a TPN. Then, the properties of correct behavior and 
communication between partners are specified in terms of 

 . On the fly  model checking may be finally 
applied on the obtained TPN in Romeo model checker.  
 

While in this paper, we focused on specifying the 
functional properties assuming time delays between the 
occurrence of events as well as the tasks durations to be 
checked, we plan in the future to study more properties related 
to safety and security. Also, it is important to study the new 
constraints and properties specific to IIoT such as scalability, 
usability, and privacy.  
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