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ABSTRACT

In the recent years, rapid enhancement of genome
data sequence analysis is playing vital role in the
health care field. It gives tools in support to process
the genome raw data. It takes huge amount of time
for processing and analysis. To minimize
consumption of time, we are applying the big data
techniques for genome sequence data. These
techniques are more helpful in genome sequence
analysis and speedup the delivery of results. The
adoption rate is increased in the processing of
genomic data from large volumes of data. However
we achieved amazing results by applying of big data
analytic technology in genome data analysis. The
interpretation of personal genomic data is needed to
find personalized medicine in health care. However
many procedures are introduced for sharing the
genomic data in cloud, but there is no technology for
prediction of threat model in cloud data sharing. In
this paper we introduced a novel threat detection
model for prediction of threats in genomic cloud
computing. It is a multitier security model, using this
we achieved high throughput, low latency and also
provides data safety and integrity in genomic cloud.
Experimental results shows better performance when
compared with existing security model in cloud
computing.
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1. INTRODUCTION

The most essential information will comes out by the
study of human genome for every individual. The
genomic study is very useful for human individual
for diagnosis of diseases and research on
personalized medicine[1-3]. In modern days a huge
amount of genomic data is generated. The
maintenance, processing and analysis of genome data
is very complicated, and risk level is high. Many
processing tools and frameworks are introduced to
overcome the problem in processing of genome
sequence patterns. The novel genome sequencing
technologies are useful to reduce the process time
from days to hours. This is helpful to health care and

328

it can lead to innovate efficient e-health
applications[4]. It also support the genome sequences
data interpretation model to research and find
personalized medicine. The main aim of research on
personalized medicine is treating patients specifically
on genome data. The big data frameworks also
proven the advancement in dynamic memory
allocation and analyze the patient data.

Cloud computing is a phenomenon of large pool of
storage servers connected as a single network. The
internet based computing provided by cloud
computing. Where virtually shared servers are
provided storage, infrastructure and platform. Cloud
Computing provides many services such as create
new applications, storage and recovery of data
services, blogs and website hosting and data analysis.
The figurel shows the main services of cloud. The
cloud customers get the services of cloud computing
in the fashion of Pay-as-You-Use model [5]. The
cloud service providers classified the cloud
computing services in three different ways.
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Figure 1: Shows the service of cloud in real time



Platform as a Service

Using the PAAS all the resources shared to build
applications and services completely. There is no
need of downloading and installation. PAAS also
provides designing, developing and deploying an
application. Here other premier services also
provided such as database integration, security and
scalability.

Software as a Service

Using the SAAS cloud, customer get facility to host
an application in cloud. It also provides the services
like different software’s, operating system an

Infrastructure as a Service

IAAS provide the services to its users to build their
own virtual infrastructure. IAAS as different type of
tools for virtualization. 1AAS transfer the physical
resources into virtual resources; it is very helpful to
give the better service by providing the resources to
the customer on urgent basis.

So the cloud computing services are very useful in
health care services. By predefined services of cloud
like storage, availability and scalability[4]. Most of
the people are interested to use cloud, and hence It is
a best platform to store the genomic sequence data in
cloud. The adaptation rate of cloud computing
services is rapidly increased due to offered low rate
infrastructure and high availability and scalability.
But the open access of cloud computing services is
also leads to data threat. So it is much important to
safe-guard the genomic data.

2. RELATED WORK

Atallah et al., [4] has proposed a privacy-preserving
protocol; it computes two sequences based on
dynamic programming. The protocol takes two
servers which are to process two input genome
sequences in engage model. The computation results
are exchanged in each iteration. However it achieves
better results but the communication overhead is
increased by exchanging computation results in each
iteration.

Jha et al. [6] has proposed computation efficiency
method. But it used same methodology like iterative
protocol. So the problem communication overhead is
not resolved.

Wang et al.[7] has proposed a genomic computing
privacy framework, according to this partitioning the
genomic data possess different sensitivity levels.
Security applies for only higher level sensitivity data.
However it gain better results, but it leads to leakage
of low sensitivity genome data.

Troncoso-Pastoriza et al. [5] has proposed a
FSM(Finite State Machine) method to calculate, edit
distance with an encrypted input sequence.
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According to this scheme Client FSM is input of
query sequences and servers have FSM for DNA
sequence. In this process client and servers are
participated in interactive model. In this way it is
having heavy communication overhead. Huge
amount of memory is required for generated
sequence FSM.

3. IMPLEMENTATION

The genomic sequence data is stored in cloud due to
its huge amount of data and to make it available,
scalable. The security model (figure 2) is when we
placed genomic data in public clouds. The patient
genomic data is placed in cloud. Here mainly four
trusted parties such as Genome sequence generate
lab, patient, concern doctor and cloud service
provider. These parties are associated with proposed
security model. According this model the lab
generated genome sequence for each of the patient is
stored in cloud.

When storing the genome data in cloud, the system
model encrypts the data and generates an alpha
numeric secret key. The secret key will be used for
further to view genomic data [8]. Excepted Cloud
other three parties are requested to security model to
view/read the genomic data[9, 10]. But the view of
genomic data is available with the combination of
two parties.

For each party, we check the authentication and
validates the authorization. The party which have
authorization can get the permission from the
authorized patient[11]. At each level we authenticate
the person/party based on character. We generate
dynamic random alpha numeric secret key for storing
and viewing the data. The secret key is unaware of
each person/party. The major responsibility is taken
by proposed security model.
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Figure 2: Working model of proposed security

The generation of secret keys and validation of keys
is done by security model. Doctor gets the genomic
sequence data for testing purpose. The patient
genomic data is verified by researcher for diagnosis




the diseases[12]. The generated sequence pattern is
very useful to find personalized medicine (figure 3).
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Figure 3: Healthcare cloud for personalized
medicine

4. RESULTS AND DISCUSSION

A novel security model is configured in genomic
cloud data for giving security and predicts the threats
[13]. The security model gives authentication and
authorization in every stage of accessing genome
sequence data[14]. In this discussion we compare the
results of proposed model with existing system
model.
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Figure 4: Performance of data reading

As shown in figure 4 the performance genome data
reading from cloud of proposed model is better than
compare with the existing system [15][16]. It
performed better results even though no of records
increased. The data reading from cloud is taken very
less amount of time.
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Figure 5: Genome data encryption

Figure 5 shows the genome data encryption time for
proposed security model for different no of records.
We can conclude that the encryption time of our
proposed model is very less when compare with
existing model.
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Figure 6: Query execution time

Figure 6 shows the genome query execution time
from cloud proposed security model for different no
of records. We can conclude that the query execution
time of our proposed model is very less when
compare with existing model.
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Figure 7: Communication overhead in healthcare
cloud

Figure 7 shows the communication overhead
healthcare cloud of the proposed model for different
no of records. We can conclude that the
communication overhead of our proposed model is
very less(negligible) when compare with existing
model.

5. CONCLUSION

In this paper we introduced a novel threat detection
model for prediction of threats genomic cloud
computing. It is multitier security model using this
we achieved high throughput, low latency also
provide data safety and integrity in genomic cloud.
Experimental results shows the better performance
when compared with existing security model in cloud
computing.
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