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ABSTRACT

Developments in communications technology motivate most
businesses and academic institutions to move towards the use
of digital documents. Digital signature is an alternative way
in signing a document using a pen. It is used for verifying the
authenticity of digital messages or documents. A private key
is required to sign a digital document. It is a vulnerable
component of the public key cryptosystem. Once
unauthorized user gains knowledge of the private key, a valid
digital signature can be produced on behalf of the registered
user.

This paper proposes a transposition cipher technique to
protect the private key from unauthorized users. It rearranges
the sequence of private key characters. The mapping of
characters’ position shifting is based on the defined Fibonacci
series and created equations. This technique makes the
private key unusable, thus prevent unauthorized access in
case of loss or theft.

The degree of security performance of the proposed technique
is evaluated using the correlation coefficient cryptographic
test. The correlation values determine the confusion effect of
the block cipher. The results obtained from the test showed
that the proposed algorithm provides a strong non-linear
relationship between the plaintext and ciphertext.

Key words : Correlation Coefficient, Cryptography, Private
Key, Transposition Cipher,

1. INTRODUCTION

Many business institutions adapt the use of recent technology
in communicating with its clients and employees. Data are
prone to manipulation and misuse [1] when transmitted or
while in storage. It significantly demands strong and effective
means to keep it secure and private.
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Digital signature is used to sign and authenticate a digital
document. It is equivalent to signing a printed document
using a pen. RSA is the most popular public key cryptosystem
for digital signature [2][3] that uses asymmetric or public key
cryptography. The public key is disclosed to everyone while
the private key should be kept securely by the owner. The
security of the system relies on the private key [4] and is used
to create a digital signature. Anyone who has a copy of a
private key can create an authenticated digital signature on
the owner’s behalf. It is essential to ensure the confidentiality
of the key [5].

However, private key is long [5] and difficult to remember. [6]
Keeping it in different places increases the risk of being
compromised [7]. Hence, an effective way to secure and
maintain confidentiality and integrity should be applied. A
transposition cipher rearranges characters to produce a
ciphertext. This technique is used to ensure that the private
key is safe while it is in removable storage.

Biometrics [8] and Smart Cards [9][10] can be used to protect
the private keys but these methods need a special reader that
entails an additional cost to the organization or business.

This paper proposes a technique to protect the private key by
rearranging the sequence of characters prior to keeping in a
storage device. Furthermore, the confusion effect of the
128-character block is evaluated by calculating the
correlation values.

2. METHODOLOGY

The proposed technique aims to provide security on the user’s
private key. It utilizes RSA algorithm-generated private key
plaintext to produce the ciphertext. This technique shuffles
and recovers the characters based on the defined Fibonacci
series and created equations.

2.1 Encryption Algorithm

A. Private Key Block

The plaintext is divided into number of blocks. Each block
contains 120 characters from the RSA private key. A total of 8
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(eight) random characters are padded to the block before the
encryption process. If the size of the last block is less than the
initial required number of characters, additional characters
are padded to complete the 128-character block.

B. Key Selection

The algorithm uses the Fibonacci series (FS) values as
encryption keys. FS value 1, 2, 3, 5, 8, 13, 21, 34 and 55
dictates the character position shifting. This is used as the
round key on the encryption process. It causes an irregular
position shifting of characters.

C. Character Position Mapping

Character position is planned to change unevenly. The
adjustment of private key character location is caused by the
equations (1) — (4). Values for the equations are startVal = 0,
midvVal = 64, endVal = 128 and locNo = 0. CTxt for
ciphertext, PTxt for plaintext and locNo for the character
location in an array.

CTxt[locNo++] = PTxt[midVal - FS] 1)
CTxt[locNo++] = PTxt[midVal + FS] (2)

CTxt[locNo++] = PTxt[endVal - FS]
@)

CTxt[locNo++] = PTxt[startVal - FS] 4)

The encryption key is the initial FS value to be used in the
equation. The technique produces a different sequence of
characters depending on the key. Shown in Table 1 are the FS
values and the calculated values from created equations (1) —
(4). The value is wrapped around until fully employed in the
mapping of character position shifting.

Table 1: Derived Values Based on FS Value

ES Derived Values from Equation
valie | ) @ |6 |o
1 63 65 127 1
2 62 66 126 2
3 61 67 125 3
5 59 69 123 5
8 56 72 120 8
13 51 77 115 13
21 43 85 107 21
34 30 98 94 34
55 9 119 73 55
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After the 36 characters are pulled-out and moved to a new
location, remaining characters are taken and arranged in
ascending order based on location number in an array. Shown
in Figure 1 is the sequence of the remaining 92 characters.

lolels][7]w]n]rm]u]s]w]17]w]w]n]2]a]

29

|2]25] 28] 7] 8 NEEIEIBIEIR BRI

2] [ 5] o] 7| 0] o[ ] e[ ] ot a7 [ s 0] o 0]

79 80‘81‘82‘83‘84|85|8?|88 89

‘TD‘H‘H‘TB‘TB‘TS

%0

o1

82

93

95

96

ar

99

103"13'1‘1&2‘1&3|1&4|1&5|1&5|108|

‘109

119‘111‘112‘113‘114‘115‘117‘118‘121‘122‘124|

Figure 1: Series of characters for location 36 — 127

D. Encrypted Private Key Block

Position shifting of 128 characters is done until 5 (five)
rounds are completed. Ciphertext blocks are then oncatenated
to produce the ciphertext of each block.

2.1 Decryption Algorithm

The ciphertext is divided into blocks of 128 characters. The
process needs a similar key used during the encryption
process. Private key plaintext is recovered through the
character position shifting that is based on the created
equations (5) — (8). Values to be used for the equations are
startVal = 0, midVal = 64, endVal = 128 and locNo = 0. CTxt
for ciphertext, PTxt for plaintext and locNo for the character
location in an array.

PTxt[midVal - FS] = CTxt[locNo++]

()
PTxt[midVal + FS] = CTxt[locNo++] (6)
PTxt[endVal - FS] = CTxt[locNo++] @)
PTxt[startVal + FS] = CTxt[locNo++] (8)

After proposed technique is performed on each block, 8
(eight) characters occupying location number 120 — 127 on
each block are removed. Putting the blocks in correct order
completes the process of recovering the plaintext.

THE

3. ILLUSTRATION PROPOSED

TECHNIQUE

OF

3.1 Encryption Algorithm

A. Private Key Plaintext

An RSA 1024-bit generated private key is shown in Figure
2. It is composed of 812 characters. The plaintext is divided



Maricel Grace Z. Fernando et al., International Journal of Advanced Trends in Computer Science and Engineering, 9(1.1), 2020, 85 - 89

into 120 characters per block, 6 full blocks are produced. For
the last block with only 92 characters, random characters are
added before performing the encryption process.

MIICWwIBAAKBgQCqQBOISu4sWosYQH7MrgNRanac
WLwbMRgoll4ivaUiSFATIK oxgIM7MngPAhZ20Bl100Y
YR5VL/slspjveYALJBDIvl1eXjU1161GOI TnzZRjPny2m
faCLqU4IK8IMCAIgYOMRzIa5WUukLmCT1XJj8PPN+
EsZLRBMBQKID4oC{pwIDAQABAoGAGValFdPTIVLP
YL800BoV4IYx1Q833+wspjxEjPTqCQImCCcCNZ/k6Di
YTudMbuMgXQb3V/y/cbIYFHZhRIWOtISbelrztFSSKBb
JULrTMGIgEmESpSFisk%ii6GShSY4AUvULj9820LBIIug
elErm YhPGr15k6ByzUSTHONT18IECQQDmM3ZVTGmyH
bJoRPeDixikomsEQ3inf+B84xZD2ttx6PcUZYpYNIVGN
X/BT8HrmzohfMP1dMVMSmbXujA/H 1KdZAKEAvMK
YZ2¥ncINUEZsfqqkpqT580Gzs3sUQLilsY8ocsLsT6eTn
wMEJkvobMHESTSQArSdW/ICKGprWUy5Vyele/ wJAZ
Hot4kRO1cXbbAOdWIVYInYbTuaUHLhy8i YpffCD2X
Q4Z75s5fDTBGer5ix00P 1kduGQc7319d/ DQbYirCKgZvQT
AXGjTWUnX5HM3065b556ilgZNwniPOjycORGI// XN
WNdzBT1vITBawMOT/IeTWjUK~+4111PVRICkuPLla4K1
YQIAfDwevxeyP2+{UTCLjii8U4gk/kxiImf5hCNAX3IHG
KEbEfqSzMXmnASIiTPIQRcuZzlénenT2Y3IINffTN 7 MzSI

Qecw==

Figure 2: Sample RSA 1024-bit generated private key

B. Padded Characters

Before the encryption process, 8 (eight) characters are
padded to occupy the location number 120 — 127 in an array.
Shown in Figure 3 are the colored boxes with an asterisk.

LN |0|1|2|3|4|5|6|7|8]|9|10|11|12|13]|14]|15
PTC/M| I |1 |C{W|w|[I|B|A|A|K|B|g|Q|C|gqg

LN |16|17(18|19(20|21|22|23|24|25|26|27|28|29|30|31

PTC{B|O| 1 |S|u|d4|s|W|lo|5|Y|Q|H|7|[M|Tr

LN |32|33(34|35(36|37(38(39(40(41|42 (43|44 (45|46 |47

PTIClg|N|R|la|[n|a|ec|W|L|w|b|[M|R|g]|o]]l

LN |48|49 (50|51 (52|53 |54|55|56|57|58|59|60|61|62|63

PTC|J |4 |i|y|la|U|li|5|F|A]J]|Il |K|o|lx]|eg

LN |B64|65|66|67 68|69 |70|71|72|73|74|75|76|77|78|79

PTC| I [ M|[7|M|[n|g|P|A|[h|Z|2|c|B|Il]|O]|O

LN |80|81|82|83(84|85(86|87|88|89|90|91|92(93|94(95

PTC|Y|Y|R|S|V|L|[/]|s| Il |s|p|i]|lv]|)e|Y|A

LN | 96|97 98|99 (100/101(102|103(104|105|106(107|108(109|110|111

PTC{L|J|B|D|l|v|l]|1]e|X|j|lU|1|1]|6]]I

LN [112]|113(114|115(116|117(118|119(120|121|122|123|124|125|126(127
PTC|G|O| 1 |T|n|z|Z|R[*|[*|*|*|*|*]|*]|*

LN - Location in an array

PTC - Plaintext character

Figure 3: Private Key Block

C. Encryption Key

The key determines the initial FS value to be used in the
created equations. Using FS value 8 (eight) in round 1 of the
proposed technique, location 0 — 35 are occupied by the
characters from the following locations as shown in Figure 4.

[56]72]120] 8 [51]77[115[ 13 [ 43 [ 85 [107][ 21[ 30 98] 92 [ 34 ]
[ 9 [110[ 73] 55 ] 62| 66 [126] 2 [61]67]125] 3 |
[s9]69]123] 5 |

Figure 4: Series of characters based on location using FS value 8

The series of locations identified produces the sequence of
characters shown in Figure 5.

[elnh[*Taly[i[r]a[m[L]ufa[m][B]v[R]
[alr]z]5] 7 [ [ [elm* el
[ e~ [w]

Figure 5: Series of characters in location 0 — 35 in Round 1

The sequence of characters for locations 36 — 127 is based
on the arrangement shown in Figure 6. These characters are
not moved from an array after performing the previous
operations. Locations are arranged in ascending order.

w|M|W|I1|B Blg|C|lqg|B|O|!l|S|u|ls|{W|o|5]Y
Q|H|7|r|g|N|a|n|a|c|W|L|w|b|R|g 1)) 4
ilajU|i|[A|J|K|I|n|P|A|2|0|B|O]|O Y|R|5
VI/|s|I|s|plj|v]|e|lA|L|J|D|[I|v|I]|1]e]|X]|]
116|1|G|O|(n|z|Z|*|*|*

Figure 6: Series of characters in location 36 — 127 in Round 1

The sequence of characters for the subsequent 4 (four)
rounds using the FS values 2, 55, 1 and 21 as key are shown in
Figure 7 - Figure 10.

nfL|*|*|la|w|*|A|lg|R|z|I|H|I|OM|W|U|1|B
ClA|D/M|™*|I|5|*|L|G|J|aQla|W|*|h|F |y | T|Q
Ulda M| Y|RIAIR|Z|S5|egl|*||x|7|*|l]|o|M|C|I
glwMW[I|B|K|(B|g|g|B|O|Il|S|u|s|o]|5|Y]|7
r{N b|lglo|4|ilali|A|J|K|I|n|P|2|0|B|O
O|Y|Y|R|V|/|s]|s|p]|i] e LiJ|Ijw]| Il |1]e
x|jl1le|1]|1]|n]|z
Figure 7: Series Characters after Round 2

Rle|S|I1|W|B|[Z|L|M[K|{n|*|w|B|I[*| 1 |qg]|6]|w
o Xlgll|5|1|l|Y|o|s|A|[J|B|n|*| n|a|*|A
|l |{H|OM|W|U|1|B|C|D|M[*|I|5|*|L|G|Q|a
Wih|F|ly|T|a|u|la|m|R|A|R slgl*| x| 7*|m
Cleg|l|g|B|O|u|ls|o|Y|7|r|N|lc|b|g| 4] i]|al]i
AlJ|K[I|P|2|o|0|O|Y|Y|R|V|/|s|p|i|v]|)e]|A
Lldv|1]1]j 1

Figure 8: Series Characters after performing Round 3
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y|laQll|e|F{U[1|S|h|4|j|l]|a|R]|I L1Z|L|M
M|7|p|B|O|O|O|l|s|alb|{n|K[A|S|*|R|W|Z]|L
n|*(w|l|*[l|g|6|w|lo|X|g|1|5]|I|1|Y|o|A]])
B{*|n|a|*|Alz|l|HMW|U|1|B|C|D| * 1 15]|G
QW|T|(M{A|R|lg|*|x[*|M|C|lg|l|g|B s|o|Y
7lr|Njclg|d|i|i|A[J|K|I|P|[2Z|o|O|Y|Y|R]|V
[ls|ilv|el)|v]|1

Figure 9: Series Characters after performing Round 4
I|R|i|7|blo|g|5|4|V|B|l|a|lA|1l nlz|v|]l

I|J]le/JMv|U|Y|1|/|h|g|[l|O|R|Yy|F[1]S5S
illjajl|B|L|Z|L{MM|p|B|O|O|O|l|s]|a|n]|K
Al* RIW|Z|L|n|*|{w|*[]l|qg|6|w|o|X| 1 ]|5]1
A|B|*|HW|U|C|D|*|5|G|Q TIMIA|g|™*|x|*
M{Clg|!|B|lu|ls|Y|7|r|Njc|lg|4|i|A|J|K]|I]|P
2|lo YIR|s|j|e

Figure 10: Series Characters after performing Round 5

Figure 11 shows the position of the characters after
performing Round 5. Numbers based on the initial character
location before the position shifting process. This shows that
the character changed its position irregularly.

114(119( 54 [ 66 (42 | 24 |12 | 55|21 | 84|08 | 47| 35| & |103| 13
36 |117(101|111|124| 77 | 97 |104| 48 | 43 | 92 |107| 94 |108| 86 | 72
32|88 (79|34 |51|56|109| 19 |106| 2 |37 (102| 7 | 85| 73|96
0 (65|90 |113({17 | 78|18 | 89 |52 |67 |10 |95 |123| 44| 4 |118
40 (116(122( 5 (120| 59 | 15 |110| 41 | 61 |105| 1 | 25|100| 46| 74
76 (121 28 | 23 | 53 | 14 | 99 |125| 83 |112| 27 | 39 |115| 30| 9 | 63
12762 (126(67 (67 | 3 |69 | 6 |16 | 20|22 |26|29|31| 33|38
45 |49 (50 (57|58 |60 (64 | 70|74 |75|80|81|82|87|91|93

Figure 11: The new position occupied by characters after Round 5

A. Decryption Process

The decryption process recovers the plaintext private key
block. The process is performed in reversed order using the
same key which used during encryption.

4. TESTING

Confusion is designed to hide the relationship between the
plaintext and the ciphertext. The confusion effect of the block
cipher can be determined by the correlation values.

To determine the security of the proposed algorithm, the
Pearson correlation coefficient was used:

_ NYITY — DT LY
YrZa—(Ta)? nTe - (Cu)? (9

Tay
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where

Iy = Pearson r correlation coefficient between x and y
n = number of observations
x; = value of x (for ith observation)
y; = value of y (for ith observation)

The correlation coefficient measures the degree of the linear
relationship between two variables [11] [12]. It is a value
between -1 and 1. The correlation is 1 in an increasing linear
relationship, -1 in a decreasing linear relationship and some
values between all other cases, indicating the degree of linear
dependence between the variables. If the variables are
independent, the correlation value is 0. Determining the
strength of the correlation relationship are based on the
following ranges:

Table II: Correlation Value and Correlative Degree

Correlation Coefficient Correlative Degree
0 Non-linear relationship
0.7-1.0 Strong
0.3-0.7 Moderate
0.1-03 Weak
0.0 None

5. RESULT AND DISCUSSION

The proposed algorithm rearranges the plaintext private key
characters based on the Fibonacci series values and the
defined equation. As shown in the final character sequence,
the 8 padded key characters mixed well with other characters
after the last round.

The security performance of the proposed technique in terms
of correlation coefficient was done to determine the
dependency of the plaintext and ciphertext. The original
location of the plaintext is identified then compared with its
location after the last round of transposition process. Then,
the correlation values were computed using the Pearson
Correlation Coefficient.

A total of 200 randomly selected keys were utilized to get the
correlation values for the 128-character block. Based on the
results shown in Figure 12, 118 values of correlation
coefficient values are less than 0.1 and 82 values between 0.1
and 0.3. It shows that the proposed technique provides weak
linear relationship between the plaintext and the ciphertext.
This exhibits that changes in a character position will not
always bring the same change on the other characters.
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05

04

03

02

01

0

*
F Y ro. & .
S T ¥ A LA ;B. ’%«m’
. & &
iGN Tt B Sa i X
L d L J r 3 L J +*

-0.2 o

-0.3

-0.4

-05

Figure 12: Results of Correlation Coefficient Test

6. RESULT AND DISCUSSION

This paper presents a practical and effective way of handling
the private key in maintaining its confidentiality and
integrity. The technique makes the key unusable by
rearranging the sequence of private key characters while
stored on a storage device. The correlation coefficient values
were calculated to evaluate the security performance of the
proposed transposition cipher technique. Pearson correlation
coefficient was used to determine the coefficient values. The
results showed that there is a weak linear relationship
between the plaintext and the ciphertext.

For further studies, the proposed technique can be
implemented in a system application to evaluate users’
experience.
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