
Waqas Saeed et al.,  International Journal of Advanced Trends in Computer Science and Engineering, 10(3), May - June 2021, 2341 – 2349 

2341 
 

 

 

 
ABSTRACT 
 
Similar to decentralized communication systems, a new 
technology called Blockchain (BC) has the potential to store 
and manage data in a decentralized manner. By removing the 
role of third party, all member in the chain has equal access to 
data. The concept BCT (Blockchain Technology) is not just 
limited to the cryptocurrencies, but it has been implemented 
in other areas like e-health, voting, finance, education, smart 
contract and even in Databases. This paper discusses various 
Blockchain applications and platforms and then compares 
these platforms on basis of different parameters. Despite of 
the advantages, Blockchain faces a significant issue of 
privacy. This paper examines various security related issues 
and challenges and presents an account of known possible 
attacks. 
 
Key Words: Blockchain, Cryptocurrency, Cryptography, 
Authentication, Integrity, Privacy. 
 
1. INTRODUCTION 
 
A Blockchain (BC) is a distributed data structure that is 
replicated and shared among the users of a network. It was 
introduced with Bitcoin to solve the double-spending problem 
( a copy of the digital token is send to another merchant)[1]. 
To solve this problem a cryptographic technique is applied by 
CAFÉ Consortium and used electronic money (CAFÉ 
infrared Wallet and a card) by producing a secure open system 
for consumer payments. These wallets make use of public 
ledger called BC. By using BC the transactions is 
communicated to all parties are verified publicly in all 
network parties.[2] This a technology deals with the software 
platform for digital assets. Satoshi Nakamoto was the first 
who used BCT for bitcoin (crypto currency) in 2008 [3]. In 
BCT is a distributed data structure which replaces the 
centralized systems to over the problem of single point of 
failure [4]. In BC there is a concept of ledgers (can be a book,  
 

 
 

 

 
database, directory, file or other transactional record), 
[5]which are replicated to more than one user. This 
technology is based on the community validation to keep the 
ledgers’ contents matched. It is the touchstone technology 
which made the standard change from trusting humans to 
trusting machines and shifted to decentralize from centralized 
control. It usually consists of consensus method for validation 
of sequential order of requests, transactions and information 
execution, modification, or creation. However, the correct 
transaction order is risky while establishing ownership 
because the correct order may cause privileges and 
responsibilities validation errors. BC uses one-way 
cryptographic hash function which makes this technology 
forge proof where records are maintained as irreversible and 
non-reputable replicated ledgers. BC provides security, 
anonymity and data integrity.  
There are three main types of pf BC: 1. Public BC (everyone 
can participate in consensus process and can also check and 
verify the transaction such as Bitcoin and Ether um), 2. 
Private BC (only known and trusted node, that has restricted 
authority on data access can participate. All nodes are 
restricted, this type of BC is useful between the companies 
that have same legal mother entity), and 3. Consortium BC 
(in this type of BC, the data can be open or private and can be 
seen as partly decentralized. Usually has partnership like 
business to business, every node has an authority to choose in 
advance such as Hyperledger).[6-9] Some BC types are 
permissioned (contain semi-trusted members, all 
participating nodes are verified and registered in the BC 
network) while others are permission-less (it is publicly 
available, participating nodes are anonymous and un-trusted. 
Consensus is achieved by solving hard cryptographic puzzles 
(Pow), which is computationally intensive and cause a Sybil 
attack (a node in a network claim multiple identities [1] [10].  
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                       Figure 1: Blockchain platform types 

 
BC is decentralized (no need of trusted-third party), 
transparent (data is recorded by every node in BC), 
open-source (people can create their own applications), 
autonomy (anyone can transfer and update data safely), 
immutable (once the data is written it cannot be changed, 
unless someone gets 51% control on the node), anonymity 
(only person’s BC address is needed, its real identity is kept 
anonymous) [11].Table 1 presents different Blockchain 
platforms and compares these on the basis of different 
parameters. 
 
Table 1: Comparison of Different BC Types w.r.t Different 
BC Platforms 
 

 
 
 
 
 

2. WORKING METHODOLOGY OF BC 
 
A typical structure of BC consists of n blocks, each block in 
the chain carries a list of a transactions (the data in the BC 
depends on the type of the BC), hash of the block (once the 
block is created its hash is been calculated, which in helpful in 
detecting the change in the block), and a hash to the previous 
block (effectively makes the chain of blocks, this makes the 
BC so secure).The exception to this is the first block of the 
chain , called genesis, which is common to all clients in a BC 
network and has no parent [7]. The first block has no hash of 
the previous block, somehow if the attacker gets the first block 
it will calculates the hashes of the subsequent blocks. To 
mitigate this, there is a mechanism called PoW 
(Proof-of-Work) in the BC, which slows down the creation of 
new blocks (e.g; in case of bitcoin, it takes 10mins to calculate 
the required PoW and add a new block to the chain). This 
mechanism makes it very hard to tamper with the blocks, 
because if you temper with one block, you need to calculate 
the PoW of all the following blocks[44]. It combined 
multi-field infrastructure construction that contains multiple 
concepts such as: Cryptography (the use of asymmetric 
cryptography brings authentication, integrity, and 
nonrepudiation into the network), Mathematics, Algorithms 
and Economic Model. It uses distributed consensus algorithm 
solve the problem of traditional distributed databases by 
combining peer-to-peer networks [45]. Once the data is 
written in the BC it cannot be changed without being the 
change detected or rejected by the other nodes in the 
network[10]. BC in public, everyone is allowed to join the 
network. When someone joins this network, he gets the full 
copy of the BC. The nodes can use this to verify everything is 
still in order. Users interact with the BC via a pair of 
private/public keys [46].They use their private key to sign 
their own transactions, and they are addressable on the 
network via their public key. Every signed transaction is 
broadcasted by a user’s node to its one-hop peers [8]. The 
intermediate peers assure the received transaction is valid 
before broadcasting it over whole the network, the invalid 
transactions are rejected by the peers.[46, 47]. In order to 
successfully tamper with the BC, the attacker needs to tamper 
with all blocks of the chain, redo the PoW for each block and 
take control of 50% of the peer-to-peer network. Only than the 
attacker will accept by all other nodes in the network, so this 
is practically impossible to do. BC are also constantly 
evolving, one of the recent development is the creation of 
smart contracts (simple programs that are stored on the 
BC)[46]. It is based on automatically exchange of coins under 
certain conditions. 
                

 
                              Figure 2: Basic Working of BC 
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Application Areas General Discussion  
 
As BC has evolving nature, it is used in almost all fields to 
provide data security. There is no doubt that BC is a hot cake 
in recent years. The government should make analogous 
regulations for this technology, organizations should be ready 
to grasp BCTs, averting it brings too much influence to recent 
systems. The BCT has the possibility to renovate banking 
structure, speed reimbursements, and modernize stock 
exchanges while providing the transparency needed in this 
modern era of high-tech if we can secure this technology more 
[8]. Recent research endeavors have applied BC in 
Cryptocurrencies, Cloud distributed environments, e-health, 
Finance Smart Contracts and even in Databases. Most 
business units prefer cloud to deal, manage, store, control and 
secure their data. Once the data is in the cloud the owner does 
not have control over it. And this may lead to compromise the 
confidentiality, Integrity and Availability of data (CIA). The 
BCT is more suitable to provide CIA in Cloud Environment, 
big data authentication, IoTs, Digital identities, Finance, 
Business Industries, Health. 
 
I. Cloud Environment 
 
The authors have proposed the BC implementation of Big 
Data in Cloud Environments. They focus on the privacy (data 
integrity) and security in cloud environment rather than 
confidentiality. Because once the data is lost, there is no other 
way to get the original data back.  Commonly there are two 
ways to protect data integrity in cloud environment:  
 
1. Cryptographic Tools (digests, asymmetric keys), and 2. 
Data Replication Strategies.  Cryptographic Tools are 
meant to sign single pieces of data, so the attacker can easily 
be detected by signature validation. If the attacker somehow 
gets the secret keys, he/she may be able to launch an attack, 
which is practically undetectable. In order to ensure data 
integrity there is a need to implement some data replication 
strategies. The data replication strategies are already in the 
cloud environment but what if the cloud provider behaves 
maliciously, so never trust the cloud blindly. The authors 
implement BCT in order to remove trusted third party in the 
cloud, which will be empowered user control, durability and 
reliability of an authentication protocol. The main focus of the 
paper is on scenarios related to SUNFISH project about 
secure-by-design cloud federation, what are the threats to data 
integrity and how to address those threats using BCT.[48]. 
 
Table 2: Threats to Data Integrity in Cloud Computing and 
mitigate those Threats by implementing BCT. 
 

 
 
 
 
II. Big Data Authentication 
 
Security Issues of Big Data Authentication Requirements of Big Data Authentication 
Password-Based Authentication: In the initial 
communication phase, the session key is derived 
from user’s password in order to encrypt data to 
the KDC (Key Distribution Center). e.g; some 
breach occurs due to mishandle clients and all 
other passwords in the affected database are 
encrypted with the same key. 

Decentralized Authentication: Replaces the 
username/password generated keys and the 
client-side SSL certificate with ECC (Elliptic 
Curve cryptography) generated keys, the same 
method is used in BC protocol. In this 
mechanism the user’s private key is not exposed 
over the network and the user password is only 
used in the user’s machine to access private key. 
This identification protocol is based on certain 
identification process using digital signature 
based on public keys. The user is authenticated 
when the transaction is only verified by 
appropriate private key. 

Replay Attacks: In Kerberos there is a 
mechanism to detect replay attack, the 
authenticator embedded in Kerberos sends some 
extra data (encrypted IP, timestamp and ticket 
lifetime). IF the timestamp is same as the earlier 
packets timestamp than packet is rejected but 
here is no protocol that handles the case when 
same authenticator is used in parallel sessions. 

Password less and Anonymous 
Authentication: Although there are some ways 
(biometric, PKI, QR-Codes etc) other than 
password are used for authentication. The BC 
proposed an authentication mechanism which is 
similar to the authentication mechanism used in 
Bitcoin (SIN). 

Brute-Force Attacks: This attack targets the 
encrypted (using key based on user’s password) 
timestamp (embedded in Kerberos 
pre-authentication data). There is no way to 
protect against this attack (using Windows 
smartcard logon with Kerberos extension or 
encrypt the network traffic between the client and 
KDC using IP security (IPsec)). 

No Session Keys: Instead on session key, the BC 
uses SIN (advantage of using SIN is portability) is 
openly shared to everyone in the network and the 
private key is kept secret on the client-side. 
During the authentication process, the users are 
authenticated to the server by validating their 
digital signature against the user-shared public 
key and SIN. To prevent from attack replay 
signed nonce is greater than SIN’s previous 
nonce. Same SIN is used is multiple devices 
without exposing users’ credentials. 

Keys Exposure: In Kerberos system if one key 
is compromised than anything i.e encrypted with 
that key cannot be trusted anymore. But in 
Kerberos version 5 there is a concept of perfect 
forward secrecy enables use of Cryptography 
key exchange using Diffie-Hellman. But there is 
no security against Logjam (attack against 
Diffie-Hellman key exchange protocol) used in 

Zero Single Point of the Failure System: Every 
BC server which is used for mining purposes has 
a copy of BC data which is cryptographically 
trusted. Instead of securing form single point of 
failure the BC also reduce the chances of 
phishing (by the use of tampered-proof digital 
identity) and DoS attacks. 
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TLS protocol. This attack allows the attacker to 
read or modify the data passed over the 
connection. 
Single Point of Failure: When the KDC is 
compromised, the attacker gets the root access to 
the database of encrypted password. 

Prevent Data Theft: In order to secure highly 
sensitive data like financial data (bank accounts, 
credit cards, bank balance and etc) Petland 
(Professor in MIT) has used BC to build Enigma 
(peer-to-peer network). Enigma enables different/ 
multiple parties to mutually store and run 
computation on data, while keeping the data 
private. The mean idea is to implement the 
Enigma infrastructure is to provide privacy, 
security and freedom for conveying data. 

Time Synchronization: It is critical to have 
synchronous clock with Kerberos server to 
prevent replay attack. NTP (Network Time 
Protocol) exposed to attacker to launch DoS 
attack. Other attacks like DNS hijacking and 
MITM also deployed on NTP due to lack of 
encryption such as SSL and no authentication. 

Unbreakable Record: It is impossible to alter or 
modify the data once it is written into the 
blockchain by using the principle of “hash and 
block”. The consensus is accomplished by POW 
protocol (is a piece of data that is difficult to 
produce but easy to verify by others) in the 
mining process. 

Denial-of-Service (DoS) Attacks: If the intruder 
somehow gets the user’s master key. He/She 
may be able to launch a dictionary attack by 
repeatedly attempting to decrypt message which 
is encrypted by a key derived from user’s 
password. 

 

Unsalable Protection: The security of the 
system depends on Identity Management 
System, to act as a server. So, there is no need for 
to manage, secure and coordinate individual 
databases on both client and generic server side. 
The solution in Kerberos initial TGT and 
cross-realm authentication based on Public-key 
Cryptography. But there is no security guarantee 
in some cases where attacker compromises, he 
hosts or non-expired ticket which remains the 
host’s cache memory. 

 

Certificate Authorities: If the CA is 
compromised, the services are unavailable to 
clients and second the CA has users signing keys, 
those would allow the CA to impersonate key 
owner. 

 

 
In [48] the table shows some security issues of big data and the 
requirements of big data authentication by implementing 
BCT. 
 
III. IoTs 
 
[50]  Presents the IoT ecosystem bank on centralized 
server-client model. A cloud server is used to identify and 
authenticate all the devices which are connected together 
through internet. However, this paradigm will fail for larger 
IoT ecosystem in future. The decentralized paradigm 
development was thought to be survived the challenges, but 
still there left some issues to be addressed like privacy and 
security in massive IoT peer to peer network. To track billions 
of connected devices, processing transactions and 
coordinating devices the BC might become the integral part 
and standard element. 
The Current IoT is not fully automated as all the actions rules 
and commands are set by the user. The actual achievement 
might happen if BC control all the devices instead of direct 
user control.  This can be achieved by using smart contracts. 
Smart contracts are actually sets of terms and conditions that 
must be agreed upon by both parties before the transaction 
takes place using BC. Implementing smart contracts is made 
possible by Ethereum which is a podium for creating BC 
systems. Ethereum has its own network, nodes and miners, 
just like Bitcoin. But the Ethereum nodes are proficient to 
achieve every type of contract that comes to them. The first 
ever application of IoT BC using Ethereum podium is 

Slock.it. These Slocks are tangible objects that can be 
controlled by BC. Now anyone can sell, share or rent anything 
using Slock.it without any middleman. 
 
IV. Digital Identity 
 
Digital identity is somehow similar to personal identity but 
adopted in cyberspace by an organization, person or a device. 
Unlike in real world a user may have more than one identity 
over the internet as per application requirements [1]. 
Generation of huge amount of data makes two problems for 
Cloud Service Provider (CSP): 1. Privacy of user owned 
data, and 2. Multiple- identity Management. BC has been 
implemented to solve such problems[51]. Although there is a 
centralized way to proof identities, CSP verify each identity 
by its passwords, user credentials. The 
blockchain can offer this approach by decentralizing the ow
nership of credential and offering a universally available 
protocol for verifying one’s record in an immutable chain of 
data. This data rather than being store on per app basis is 
stored in a shared ledger. This shared ledger is downloaded by 
each individual user of BC and is a record of every transaction 
ever made. The main element of BC is its BC id, which is used 
to authenticate each user that he/she claim to be. This is 
publically available has no sensitive data stores in a plain 
format. A generic authentication flow that has been tested and 
utilized by companies such as Block Stack relies on a BC 
handshake. Security is achieved by Proof-of-Work (PoW)[1].  
 
The transparent and decentralized nature of the BC network 
enables the development of a non-refutable and unbreakable 
record of data, which is the fundamental feature to many 
applications, such as identity management. I/O Digital 
provide the technology for businesses to have their own 
interoperable private BC / sidechain and the possibilities to 
store data in the BC for smart contracts, identity 
management, messaging and more After testing, I/O Digital 
decided to move forward with a more advanced system, the 
Decentralized I/O Name Server. Key features of the DIONS 
will include transferring aliases from user to user, storing 
identities on the BC and an encrypted messaging system. 
DIONS will utilize the I/O Digital blockchain to attach 
sensitive identity credentials to a specific Bitcoin or I/O Coin 
address. They are currently developing an open API for every 
developer to use and it will be available soon. [52].  There is 
another a novel approach of building a decentralized 
transparent immutable secure personal archive management 
and service system based on the concept of Proof-of-X (proof 
of identity, proof of property ownership, proof of specific 
transaction, proof of college degree, proof of medical records, 
proof of academic achievements, etc). Personal Archive 
Service System (PASS) is to use BCT to exploit its desirable 
features such as immutable, transparency, anonymous and 
public consensus. The subjects control its own PDAs and 
makes decision to whom to release. Figure 1 illustrates the 
general infrastructure and architecture view of a PASS under 
BC. The subject, represented by icon has its own repository or 
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wallet that aggregates all its relevant PDAs. The certifiers 
issue certificates to its owners as well as to a trusted network. 
It does such certificates once for everyone involved and 
should not be bothered anymore. There is no need to have a 
third party or an inquisitor. They also pass the certificates to a 
consortium-oriented block chain network that the trust is 
developed in a delegated proof of stake. A client makes a 
request to the subject and gain access to those granted 
PDAs[53]. 
A new technology which is similar to machine learning is 
Ascribe. SPOOL (Secure Public Online Ownership Ledger) is 
a proprietary protocol of Ascribe for the application of BC. 
All the transactions relating to ownership are documented by 
this protocol as this protocol was specially designed for this 
task. By using this technique, the whole internet being 
searched by performing the resemblance match contrary to 
the author’s content. After performing this check, the system 
creates bi-directional links if copies are matched. So BC idea 
of selling and storing proprietorship of digital data will be 
best presented by an analogy of sending an e-mail with a sign 
that authenticate the selling of content. The intricacy of legal 
licensing and ownership processes is coped up with just 
accepting the terms of service. To resolve a dispute of 
proprietorship the Time-Stamping is useful to present in the 
court[50].  
 
V. Financial System 
 
Public and private Keys are used in this technology for the 
rights on the data and authorization of data transactions 
without the need of human intervention or reliance providers, 
verification or negotiation [54]. A group of sovereign 
organizations have the privilege to work with common data 
sources, automatically reconciling among all contributors. 
The author proposes a precise model to develop 
Mixed-Integer Nonlinear Programming (MINLP) 
optimization problems for computing best Proof of Work 
configuration constraints that trade off hypothetically 
differing features such as availability, resiliency, security, and 
cost in this governed setting. A wide range of applications 
improve the welfare of goods and inheritance of financial 
services [55]. Their custom instance was one of the monetary 
progressions that generate economic substances. In the 
aforesaid methodology, owners of a BC system can stipulate 
permissible ranges for the size of the shared nonce space, the 
anticipated level of difficulty, and the number of miners used; 
and they can add mathematical constraints that specify 
requirements on availability, security, resiliency, and cost 
suppression. 
 
The Authors did not use Hash technology and BFT 
Technology because they both are manipulated easily, 
therefore they use BC based on cryptographic puzzle which 
are much more resilient. A transaction is considered to be 
unreliable or inacceptable if its location value is Null or its 
hash does not identical to the one stored outwardly.  Here they 
defined two very important things out of which one is K 

which is a suitable constant and its value is equal to or greater 
than 0. And Block Height signifies the number of blocks 
added to the BC. Therefore, a transaction is considered to be a 
reliable or valid if 0 is less than or equal to location and 
location + K is less than current Block Height. To ensure the 
resiliency of trustworthiness, the value of K can also be 
considered as a function of how fast blocks are added to the 
chain. The auditor’s job is to do inspection of any transaction 
by having a critical examination of its triple stored. So if he 
finds the location value equal to Null or location + K is greater 
than Current Block Height then he affirms the transaction 
neither legal nor reliable. [56] The block chain model has 
many advantages, but privacy is not one of them. Amount 
transactions flow of money is all exposed and visible. To solve 
this issue of privacy, Hawk is represented which avoids 
storage of financial transactions in block chain. 
A HAWK compiler avoids the need of applying cryptography 
but itself is responsible for a cryptographic protocol between 
the block chain and the users. The HAWK framework is 
composed of two portions: 1. O/PRIVATE is concerned with 
private information and distribution of payments. 2. 
O/PUBLIC has nothing to do with private data and money 
exchange. 
 
VI. Health 
 
The BCT has been implemented in other vast database areas 
such as e-health [57].Patient’s health care data is highly 
sensitive and often distributed across multiple healthcare 
institutes/hospitals. Sometime patient needs to share its data, 
during treatment or for research purposes. Block chain 
technology based on permission-based approach (sharing 
ledger), enables the patient to distribute his/her data in the 
peer network. Everyone (doctors, hospitals, insurance 
companies, pharmacies) in the network can access the 
patient’s data that he/she gives permission to access. By using 
shared distributed ledger will provide traceability, data 
security, patient data privacy and as well as the transparency 
of the data aggregation process. 
 
In [57] Using block chain technology the authors proposed a 
secure and transparent framework for health care data 
management for EMR for managing and sharing Oncology 
Patient record using permissioned based approach, which 
provide better privacy protection, ensure availability of the 
data and do not involves transaction fees and mining..  They 
get the data from ARIA which provide oncology specific 
information system and image management. ARIA combines 
radiation, medical and surgical oncology information and can 
assist clinicians to manage different kinds of medical data, 
develop oncology-specific care plans, and monitor radiation 
dose received by patients. 
To develop the prototype of the proposed framework the 
author used Hyper ledger Fabric (open-source 
implementation of the block chain). The architecture consists 
of user interface and backend (consists of three components): 
1. Membership Service, 2. Certification authority, 3. Network 
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of nodes (deployed in hospital and connected to database), 4. 
Load Balancer (to redirect the patient to any other trusted 
node in the network if one node is not present) and, 5. 
Separate Cloud-Based storage (for patient data and 
certificates). 
1. A membership service is used to register a patient in the 

system, creates a public/private key pair using AES. 
2. After receiving the certificate from the certification 

authority, the patient is able to login and create his 
record. 

3. To the extent of access control policies, the patient submits 
a transaction that mention which doctor is able to access 
which kind of patient’s data in the specified time period. 

4. After encrypting the data with patient’s secret key, he is 
able to upload the encrypted data into cloud repository. 

5. Calculate the hash of the encrypted data to ensure data 
integrity. 

6. The metadata like Hash of the file, file URL, and patient’s 
ID contained in the transaction that will be stored on a 
block chain that uploaded the file. 

7. Using certificate of the doctor the patient key is shared in 
order to access patient’s data. 

The same mechanism is used to register doctor in a system. 
Likewise, the doctors are able to upload and the patient’s data. 
The doctor only accesses those data which is based on patients 
permissions specified in the transaction. In [50] Tal Rapke 
visionary approaches deliberate that people own and access 
their health and life records.  Block chain provides a way to 
implement this consumer centered approach to the health 
sector. By implementing the block chain technology, 
Government and other Healthcare centers will be free to 
protect patient’s data. Only those can see the patient’s data 
whom he/she wish to share with. Another scenario by Gupta 
et al. proposed is to store only metadata (patient’s id, visit Id, 
provider ID, and payer id) about health and events on the BC 
and the actual data is stored in somewhere in a health cloud. 
Another research says that there is no need to store all the data 
on a BC. The transaction in the blockchain contains (user id, 
encrypted health link, timestamp when transaction was 
created, and the type of stored data).  The actual data is stored 
in a cloud pool and does not have any privacy issue because 
data is encrypted and digitally signed to ensure authenticity 
and privacy of the information. To store data in cloud it will 
be the base for querying, mining analysis and machine 
learning. 
There is another way to store medical record in to the BC is by 
utilizing Ethereum’s smart contract. The proposed solution is 
MedRec builds the big data in three types of contracts: 1. 
Registrar Contract (it stores all the essential detail and public 
keys of participants), only for certified institutions, 2. 
Patient-Provider Relationship Contract (issued when one 
node manage or store other node), and 3. Summary Contract 
(help patient to locate his/her medical history). 
All of the above solutions enable user to discover and manage 
their own record but there is need for global standard to store, 
share, and access encrypted data on cloud. 
 

VII. Business Industry (Product Centric) 
 
[58] Product centric approach was invented to achieve 
standardization and flow of information regarding the subject 
being taken under consideration which is to avoid 
fragmentation of data to different organizations over the 
product life cycle but to share complete form, between 
organizations. But it has its cons when considering lack of 
digital trust and multi version con-currency control. Also, 
when data is shared among organizations it might get edited 
or corrupted.  To avoid this from happening, the authors used 
BCT. Before a shared platform for product data management, 
it was difficult to perform access, update and distribution 
among supply chain parties. For this purpose, there is a need 
for the creation of product centric information management 
and its respective architectures. 
 
Control Mechanism in Consumer Centric Industrial 
Supply Chain Platform has led to restructuring of current 
demand and supply network structure which transferred 
control of data from consumers/companies to platform 
companies. A new control mechanism /coordination was 
introduced in consumer centric industrial. 
 
Supply chain called two sided platforms and multi-sided 
platforms. Two-sided market is indirect approach having 
mediator role in interaction between end users through 
mediator’s pipeline by charging by both parties. On the other 
hand, multi-sided markets provide direct flow of information 
avoiding the need to go through the choke point pipeline of 
the mediator. 
There is a lack of symmetry and flexibility between the parties 
who exchange particular bit of data. Each party wants 
company specific information system which requires tailoring 
if not reprogramming before they can be put in good use. 
Due to lack of synchronization in product data it becomes 
obsolete or some time inaccurate. To solve these issues 
product centric approach was introduced which led to product 
individual called agent distributed between organizations and 
available in multisystem. Weather to choose individual 
platform and shared platform architecture depends on its 
users but in a wider context shared platform at the following 
pros over individual platform: 
 
Interoperability and Updating of such platforms become 
time consuming and requires the software which is difficult to 
find in the first place.  Secondly any kind of manipulative 
strategy by a company can affect overall security of the 
platform. Another thing is whether it should be centralized or 
decentralized platforms. 
 
Security Issues and Challenges However, the BC provides 
security, anonymity, integrity and etc. Instead of these 
benefits the BCT faces some challenges such as; due to its 
decentralized nature it is difficult to find out the faulty node 
BCT also leads to some attack cases like Double Spending 
Attack, 51% Attack, Brute Force Attack, Finny Attack and etc 
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[11]. In the below table, we discuss some of the possible attack 
cases, what these attack means, their primary target, adverse 
effect and some possible counter measures to mitigate against 
these attacks. 
 
TABLE 3: POSSIBLE ATTACK CASES, THEIR EFFECT AND 
COUNTERMEASURES. 
 
 

 
 
3. CONCLUSION 
 
BCT works like a user opinion database in which every 
participant can add up according to their experience and 
nature of operations. The lack of leadership in data-controlled 
terms minimizes dictation and modification by a single entity, 
replacing by algorithmically incentivized procedures 
regarding one shared consensus view. 
For sustaining both BCT and product centric data 
management following conditions and circumstances should 
be taken under consideration. That the data must be shared, 
data should be allowed to modify by parties, having 
agreement on the content to be shared within the database. 
How much professional trust and interdependence exists in 
parties, a trustworthy and selected intermediator as well 
which is important as if even other conditions are already 
present. 
The block chain model has many advantages, but the privacy 
is not one of them. Amount transactions flow of money is all 

exposed and visible. To solve this issue of privacy, Hawk is 
represented which avoids storage of financial transactions in 
block chain. 
A HAWK compiler avoids the need of applying cryptography 
but itself is responsible for a cryptographic protocol between 
the block chain and the users. The HAWK framework is 
composed of two portions: 1. O/PRIVATE is concerned with 
private information and distribution of payments. 2. 
O/PUBLIC has nothing to do with private data and money 
exchange. 
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