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ABSTRACT

In the last few years, high data growth rate has funded the new
outlook of ecommerce like electronically marketing,
publishing, transmission and distribution of real time
multimedia data in the form of video, audio, image and so on.
Unauthorized access and copyright protection become a vital
concern for almost all of the digital data service providers. In
the past ten years, many researchers proposed various
methods such as steganography, cryptography, watermarking
and so on for different purposes [1]. Watermarking is
proposed to protect digital data against unauthorized activities
and help to maintain copyright ownership by embedding
watermark data into host signal using some modification in its
content [2], [3]. The effectiveness of a digital watermarking
depends on the few characteristics such as imperceptibility,
robustness, security, and real-time processing [4]. Many
researches have been done one gray scale image compare to
color image because color image redundant data cannot be
used sufficiently and cause poor ability to resist attacks which
means the method has low robustness against image
processing attacks [5]. This paper proposed a new
DWT-Hungarian method for color image watermarking to
overcome this problem and the experimental results show that
the proposed method has high robustness against JPEG (30)
compression, cropping (50%), scaling, rotation and blurring
attacks than other related works.

Key words : Color image watermarking, DWT, Hungarian
Algorithm, Robustness.

1. INTRODUCTION

In the past few years, high data growth rate has funded the
new outlook of ecommerce like electronically marketing,
publishing, transmission and distribution of real time
multimedia data in the form of video, audio, image and so on.
Although there are numerous advantages for multimedia
contents to be digitized compared to analog equivalent, the
service providers are too careful to offer the services in their
digital structure because of concerning of freely copy and
distribution of copyright resources. Over the last decade,
various methods proposed by researchers to protect
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multimedia data and digital watermarking methods are better
compared to other methods like steganography, cryptography,
and others [1].

On the other hand, unauthorized access becomes vulnerability
of digital data because digital data can be distributed
everywhere by widespread of transmission medium. Thus, to
protect digital data an intellectual property considers extra
attention on them. One of the optimistic methods to protect
digital data copyright is digital watermarking. The watermark
in digital watermarking is an identity code that carries data
about the work inventor, the ownership copyright, legal
customer and so on [2]. Watermarks are used to keep safe
digital media from unauthorized use, piracy and any other
illegal actions. In watermarking method watermark data is
embedded into host signal by some modification of its content
[3].

Moreover, fast development of multimedia technology and
internet arise many problems for digital data such as illegal
modifying of digital copyright, tampering and copying.
Therefore, many methods such as digital watermarking have
been proposed to address these problems and maintain
information safety. The effectiveness of a digital
watermarking depends on the following characteristics [4]:

» Imperceptibility: The watermark needs to be invisible or
inaudible in watermarked “image/video” or “digital music”
respectively. Human perception must be maintained about
host object after extra data (watermark) has been embedded in
it. Imperceptibility evaluation is normally based on a
subjective test with specified procedures or an objective
measure of quality, which is called Peak Signal-to-Noise
Ratio (PSNR) [4].

* Robustness: Unauthorized distributers should not be able
to eliminate or remove the embedded watermark by using
common image processing operations such as cropping,
compression, quantization and filtering [4].

» Security: To ensure security, watermarking procedure
should depend on secret keys, so that attacker could not be
able to remove or detect watermark by statistical analysis
from a set of multimedia files or images. An unauthorized
user who may even have a prior knowledge of the exact
watermarking algorithm, cannot sense the existence of hidden
data, without having the secret keys which have been used in
the embedding procedure [4].

» Real-time processing: Embedding procedure must be fast
and without having any delay, watermark should be quickly
embedded into the host object [4].



Furthermore, these days with rapid development of internet
and mobile devices, digital images can be easily captured and
stored everywhere. Also, they can be shared on popular social
media like Instagram, Twitter, Facebook and so on [6].
Wireless communication channels are normally used to
upload these images to the internet directly without having
any primary protection schemes [7]. This causes numerous
urgent issues relating to copyright protection and
authentication in transmission, storage, and usage of images.
For instance, a personal image which has been shared on a
social media can be illegally accessed, downloaded, modified,
and reused by others for some intentions like commercial or
other purposes [6].

To summarize, most of the researchers works on gray scale
image based on copyright protection and authentication. A
few researchers work on color image and most of these color
image watermarking methods use only one-color channel or
each color channel of a color image to embed the watermark
data. So, the color image’s redundant data cannot be used
sufficiently and cause poor ability to resist attacks which
means the method has low robustness against image
processing attacks [5].

In this paper, fifteen research papers have been reviewed and
only five of them which used the same image size from the
same image databased and watermark image, used to compare
with the proposed method. This paper focused on color image
watermarking only. The purpose of this paper is to analysis of
recent five years’ researchers’ methods and compare their
results on color image watermarking with the proposed
method. The new method result has been compared with other
relate works’ results. The paper structured to categories the
watermarking methods and compare them based on the five
attacks’ results (JPEG (30) compression, cropping (50%),
scaling, rotation and blurring) followed by explanations of the
new proposed methods in detail. At the end, explain future
work for this research.

2. RELATED WORKS

Since 2001, there are number of works related to digital color
image watermarking. This section describes the most recently
fifteen papers related to novel methodologies for color image
watermarking between years 2013 until 2017. Table 1
indicates the comparison of these fifteen related papers [1],
[2] . [3], [8], [9]. [10], [11], [12], [13], [14], [15], [16], [17],
[18], [19] based on their methods and attacks. Five of the most
related papers to this research has been summarized as below.
Su, et al. [8] proposed a blind double color
image-watermarking algorithm based on QR decomposition.
In this research in embedding process, the color host image,
which is 24 bits with size of 512x512, is divided into 4x4
distinct pixel blocks and QR is used to decompose each pixel
block. Then, according to similarity between the 2nd row 1st
column and the 3rd row 1st column coefficient in original
matrix Q, the color watermark image which is 24 bits with
size of 32x32 is embedded into the host image. Furthermore,
to improve the imperceptibility of watermark, compensatory
method is used in the matrix R. The Arnold transform and the
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MD5 algorithm with different private keys are used to
enhance the watermark security. In watermark extraction
process, neither original image nor watermark image is
needed. No false-positive problem and the simplicity of the
proposed method compared to other SVD-based method are
the two advantages of this method. This method only needs
1.481403 second to run. The experimental results indicate that
proposed method compared with some researchers’ methods
has better watermark invisibility and stronger robustness
against JPEG2000 compression, JPEG compression,
cropping, low pass filtering, rotation, adding noise, scaling,
blurring and sharpening.

Su, et al. [9] proposed color image blind watermarking
scheme based on QR decomposition. This research stated that
the majority of the existing color image watermarking
methods are non-blind watermarking methods and gray scale
or binary image have been used as watermark. On the other
hand, designing a blind color image watermarking method is a
challenging problem. The purpose of this research is to use
QR decomposition to propose a blind color image
watermarking method to embed color image as a watermark
into color host image. In the first step, 4x4 distinct pixel
blocks are created by dividing the color host image. Then, QR
decomposition is used to decompose each selected pixel block
and, in the matrix, R the 1st row 4th column element is
quantified for embedding the watermark information. In
extraction process, the watermark can be extracted without
any need to have original host image or watermark image. The
experimental results indicate that the proposed method has
higher watermark invisibility and stronger robustness against
almost all common attacks like cropping, noise adding,
compression, scaling, blurring, sharpening, filtering and etc.
Su and Chen [10] proposed an improved color image
watermarking scheme based on Schur decomposition. From
Schur decomposition, the 4 x 4 unitary matrix U and the upper
triangular matrix D is analyzed and the embedding column ¢
of matrix U is decided by the matrix D’s maximum eigenvalue
column; moreover, it is found that there is strong similarity
between the entries of the 2nd row the cth column and the 3rd
row the cth column in the matrix U. The novelty of the
proposed method is to use these properties to embed and
blindly extract the watermark from the different attacked
images and also use color image as watermark. Experimental
results indicate that the proposed method has better
invisibility, stronger robustness against common image
processing and geometric attacks, higher capacity and
security, better computational complexity, etc., compared
with other proposed methods. The Schur-based method has
better watermark performance compare with QR-based,
SVD-based and spatial domain algorithms.

Su, et al. [11] proposed a new algorithm of blind color image
watermarking based on LU decomposition. The watermark
invisibility enhanced because of the higher similarity of 1st
column the 2nd row element and the 1st column the 3rd row
element of the lower triangular matrix which achieved by LU
decomposition and by slightly modifying rules, the color
image watermark can be embedded into these elements.



Further, to improve the watermark security, Arnold transform
is used and to improve the watermark robustness, the Hash
pseudo-random number algorithm based on MD?5 is used. In
the extraction process, to extract the watermark from the
attacked watermarked image, need to have the watermark
embedding strength and private key. There is no need to have
original watermark image or the host image to extract the
watermark, which mean the proposed method, is blind.
Experimental results indicated that the proposed method has
higher invisibility, stronger robustness against most common
image processing attacks such as JPEG compression, JPEG
2000, salt and pepper noise, Gaussian noise, Median filter,
low-pass filter, sharpening, blurring, scaling and cropping
attacks and furthermore, it has high embedding payload and
computational complexity, compare to other researches’
methods.

Su and Chen [12] proposed a novel blind color image
watermarking using upper Hessenberg matrix. To improve the
proposed method’s security, Arnold transform is used and to
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improve its robustness, the MD5-based Hash pseudo-random
algorithm is used. In the watermark embedding process,
quantization technique is used to embed the encrypted color
watermark image information into the maximum element in
the upper Hessenberg matrix by modifying the biggest energy
element. In the watermark extraction process, the watermark
is blindly extracted from attacked watermarked image, which
means that, there is no need to have original watermark image
or original host image to extract the watermark. Experimental
results indicate that the proposed method has better
invisibility, stronger robustness against most common image
processing attack like JPEG compression, JPEG 2000, salt
and pepper noise, Gaussian noise, Median filter, low-pass
filter, sharpening, blurring, scaling and cropping attacks and
also it has high capacity and computational complexity,
compare to other researches’ methods.

Table 1 shows other researchers” methods and their
Normalized Cross-Correlation (NCC) which measure the
robustness against attacks.

Table 1: Papers’ Methods and Its NCC Results after Attacks

Watermarking Attacks

] Filter Noise < o

o = c = o =

z Methods c | g o 5 3 8§ £ 12 |8 | £ |§

¥ 5] 2|22 8|asal|lS s s 5 e

o s = g & 2 |- E A 0‘? et = I

=1 3]|%210| 3§ © 5

[1] DWT, USC-ABC 0.67] - | 0.89 [0.80] 0.80 | 096 | - |0.75] - | -

[2] Arnold transformation, SVD 0.98] - | 0.95]0.99| 0.95 - - 0.98 -

3] DWT, QR decomposition, CZT, SVD -~ | - [ 096 093] 0.87 | 0.94] - |0.03] 098] 0.99

[g) | Ameldransformation Private Key, MDS, QR 1035|086 0.96 [0.69| 0.89 | 0.89 | - | 0.77 | 0.88 | 1.00
ecomposmon

[o) | Ameldransformation, Private Key, MDS, QR 10.99/092| 0.83 [0.92| 0.95 | 0.99| - | 075 | 0.83| 0.99
ecomposmon

[10] Amold transformation, Private Key, Schur 0.73/0.93| 0.89 [0.85| 0.93 | 0.94 | - | 0.66 | 0.94 | 1.00
Decomposition

[y | Amoldtansiormation, Private Key, MDS, LU 19 92| 0.96| 0.98 |0.89| 096 | 0.99 | - | 0.85 | 1.00 | 0.99
ecomposmon

[12] Amo'dtra”Sforma“g”’ Private Key, MD5, Hessenberg | 4 o610 97| 0.97 |0.96] 0.95 | 099 | - | 0.63 | 1.00 | 0.99
ecomposmon

[13] Amold transformation, SVD 0.80]0.89| 0.98 [0.88] 0.87 | 0.97 | - |0.87 | 0.63 | 0.81

[14] Arnold transformation, DC Coefficient 0.95| - | 0.93 |0.96| 0.98 | 0.90 | 0.79 | 0.93 - -

[15] DCT, AC Coefficient, DCqufflment, YIQ color 091l0.99! 0.98 | - | 0.99 i 083 | 0.97 i 0.99
transformation

[16] | QDFT, IULPM, Arnold transformation, Private Key (0.87| - | 0.94 [0.85| 0.80 | 0.95 | 0.73 | 0.98 - -

[17] DWT, SVD 0.94] - | 0.99 [1.00] 0.96 | - | 0.94]094] - | -

[18] MD?5, Hessenberg decomposition, Contourlet 085 - | o086 | - | 085 | 0.97 i 087 i i
transform

[19] DWT, Arnold transformation, SVD 0.99] - | 0.99 [0.99] 0.99 | - | 0.99 ] 0.99 | 0.99 | 0.99

3. SOME COMMON MISTAKES

In general, watermarking method needs two pre-processing.
First is to find Region of Interest (ROI). This process helps to
find the best place in host image for embedding the
watermark. Second, is to find the best method to embed
watermark to host. The embedding happens in the place,
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which has been determined by ROI process. Most of the
existing watermarking methods do not determine the ROI
which means that the whole host image is used as ROI by
default.

This research proposed a novel DWT-Hungarian color image
watermarking method based on define both process, which
explain  previously. The fundamental problem in
watermarking is to find the right place for embedding
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purposes that has the least effect on the host image quality.
This research uses Hungarian algorithm to find the optimum
embedding places in the host image. Then using DWT scheme
to embed the color image watermark into the second level of
DWT LL2.

Figure 1 shows a block diagram of a general scheme for the
proposed method in this paper. This includes: (i) ROI
detection stage (described in Section A.); (ii) Embedding
watermark in host by using DWT; (iii) Extraction stage,
which shows extraction method for retrieving the watermark
image.

Host Image

Find ROI Embedding

Watermarked

Extraction

Image

Embedding Process

Watermark
Image

Extraction Process

Figure 1: General Scheme for the Proposed Method

3.1 Find Region of Interest (ROI) Process

In the proposed method, Hungarian algorithm is used to find
ROI in host image, which normally used for assignment
problem. The Hungarian algorithm which has been previously
described by Kuhn’s Hungarian algorithm [20] defined as
below.

A. Hungarian Methods

Hungarian method uses to answer, “How to assign M jobs
when N workers are available?” The idea is to find the
combination the results in the least possible cost. Imagine that
you have two workers and two jobs where each worker has a
different cost to do each job. So, there are four combinations
to be considered and the intention is to find the least possible
cost combination. When the number of workers and jobs
increased, such a problem grows exponentially which make it
impossible to consider each combination every time. This
problem is recognized as assignment problem and without the
problem being optimized, to reach at the solution, n! trials
need to be conducted. To solve the assignment problem, the
fastest way is to use Kuhn’s Hungarian algorithm [20] to find
a solution in polynomial time [21].

The Hungarian algorithm steps are as follow and Fig. 2

indicate an example of it [21]:

Step 1: Subtract in row: Find the minimum value in each row
and then deduct it from all entries in the same row.
Therefore, there is at least one zero entry value in each
row of the matrix. Noted that all entries of the matrix
are positive numbers.

Step 2: Subtract in column: Deduct the minimum column

value from all entries on that column. Therefore, there

is at least one zero value in all the columns and rows
of the matrix. Noted that all entries of the matrix are
positive numbers.

Use minimum lines to draw across the columns and

rows in such a way that all the zeros in the matrix are

covered.

Step 3:
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Step 4: The optimality test is completed when the number of
drawn lines is equal to n, nevertheless if it is lower
than n, we need to continue with step 5.

Step 5: From the uncovered entry values find the smallest
entry and then add it to those entries that are covered
twice and deduct it from every uncovered entry. Then
go back to Step 3.

Note: There is a possibility that two distinct assignment

provide the similar total minimum cost value [21].

As it can be seen, Figure 2 shows an example of Hungarian

Algorithm using 4 x 4 matrix [22].

Step 1: Step 2:

9 3 2 4 710 2 716 2 51 0 2
31 6 5 2 05 4 2 05 4 0 0 5 4
Ia 4 9 4‘*[4 0 5 0]*[4 0 5 0]*[2 05 0]
7 7 6 0 7 7 6 0 7 7 6 0 5 7 6 0
Step 3 and 4:

5—1—0—2 5 1 @& 2 9 3 2 4

0—0—5—4 410 0 5 4 316 5

2—0—5—+0 2 0 50 8 4 9 4

5 7 6 0 5 7 6 0 7 7 6 0

Minimum Cost=2+3+4+0=9

Figure 2: Hungarian Algorithm Example [22]

This ROI method is proposed to identify the best embedding
place in host image. To find this area Hungarian algorithm is
used, which will be explained in the next section. The method
was tested against dilJerent host and watermark. This paper
uses 24-bits 512 x 512 color host image from CVG-UGR
image database and 24-bits 32 x 32 color watermark image
(Peugeot logo). The embedding method involves several
steps: (i) the original RGB host is divided to R, G and B
Matrix; (ii) Do Hungarian process for each matrix; (iii)
Provide sub matrix of each color matrix based on divided
counter value (which is private key) and calculate number of
the zero for each sub matrix and store; Find sub matrix which



include maximum value of zero; (v) Choose that submatrix as
ROI area; Embed watermark by DWT level2 in that area; and
(vii) Combine ROI watermarked with original host.

B. Discrete Wavelet Transforms (DWT)

This is a relatively new method which has been used to

support  various digital media activities including
watermarking. These transforms are made up of small waves
called wavelets which vary in frequency and duration. This
transform breaks the image down into three spatial directions,
i.e. horizontal, vertical and diagonal and that is the reason they
tend to represent the characteristics of HVS more closely. The
size of DWT coefficients is higher in the lowest bands and
lower in the higher bands. Many applications that processes
signal such as noise removal, audio and video compressing
and so on make use of DWT. Wavelets are more time focused
and are therefore useful tools in analyzing transient signals
that vary in time. Many of the real signals tend to be
time-varying by nature and therefore the wavelet transform is
suitable for numerous applications. However, one of the
biggest challenges for watermarks is to find the right balance
between robustness and imperceptibility. This is because,
when you try to increase the robustness of the image, the level
of distortion also increases. Nevertheless, DWT is more
preferred as compared to other as it spreads the frequency of
the watermark and facilitates a spatial localization at the same
time within the image. The basis of DWT is to break the
image into sub images of varying spatial and frequency
domains [23], [24].
Furthermore, the wavelet transform indicates a development
process for decomposition of a specified signal on the basis of
orthogonal functions. DWT is efficient to deal with advanced
problems because it has ability to provide both frequency and
location information of the analyzed signal. DWT
decomposition (figure 3) is used to generate four distinct
sub-bands which are non-overlapping multi-resolution. As it
can be seen in Fig. 3, these sub-bands are: LL (Approximate
sub-band), HL (Horizontal sub-band), LH (Vertical sub-band)
and HH (Diagonal sub-band) [25].

LL1 HL1

LH1 HH1

Figure 3: DWT decomposition [26]

C. ROI Concept

Region of Interest (ROI) is one of the considerations in
watermarking. The proposed method used combination of the
basic concept of coloring and Hungarian algorithm to find the
best embedding places from the host image to embed the color
watermark image.

The basic concept of Hungarian algorithm is to find the
minimum entry value of the row (or column) and deducted
from the same row (or column) of the matrix. With this way,
at least one entry value become zero in row (or column) of the
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matrix. The zero entry values show the best locations in the
host image matrix to hide the watermark information in them
randomly.

One way is to use all of the zero entry values to hide the
watermark information. On the other hand, the watermark
matrix size can be calculated and then match them with zero
entry values from the host image which is calculated by
Hungarian algorithm. The proposed method uses a private key
to save the embedded locations in host image matrix for the
extraction purpose.

The novelty of the proposed method is to create number of
sub-images from host image then calculate zero entry values
in all sub-images’ matrix, after that find the sub-image matrix
with the maximum zero entry value in it.

In addition, let’s make an example to make it easy to
understand. We choose Lena image as host with size of
512x512 pixels (24-bits). Then the host matrix is H512x512
with below definition:

Hpn = 3 " h
mxn — 0 j=0 ixj

VxeN:0<x<m AND VyeN :0<y<n 2)

Where m =512 AND n =512 1)

k
SHyx; = Zi_o 2;0 Ry Where k=m—x ANDl=n—y 3)

Equations (1), (2), and (3) mathematically defines host image
and sub host images. Sub host images has been created based
on the x and y value. Figure 4 shows the host image and sub
host images.

Figure 4: Host Image and Sub-host Images

To find ROI area, ratio of zero population in each sub host
image has to be calculated. The equation of ration calculation
is defined based on (4).

YroR = Z/(k x 1) WhereVzeN:0<z<n (4)

The ROI, which has been chosen, is a maximum number of R;.
Figure 5 shows the chosen area.
[ \ )

AN -
| Ml —
i "

L7 )

. N

Figure 5: Selected Area as ROI Region

The next steps are to use one of the watermarking methods to
embed watermark in the ROI area. The proposed method,
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which is used for this experience is DWT level2. Based on 3. By using counter number, create a region of interest
DWT level 2 explanation [22], the method is robust. from host image and calculate number of zero in this
After embedding the watermark in sub host image, the sub area for each RGB color channel:

image returns to the position on the original host image. The

. . - 4, Iculate the maximum zero-pixel value and then
private key shows the R; (ROI) in the host image. Calculate the maximum zero-pixel value and the

select a region area for watermark embedding and

3.2 Embedding Techniques generate the private key by using counter number;

5. Using 2-level DWT to embed the color watermark
The embedding processes (figure 6) for the proposed method into the LL2 in the selected area;
are as below: 6. Return the selected area into the host image after

1. Host image is divided to RGB color channel;

2. Hungarian algorithm is used to find minimum pixel
value and calculate the number of zero-pixel value in
each RGB color channel;

embedding process is finished.

Divided to RGB
color images
A

Counter
Mumber

¥
Nambrol el
channel zhb
)

Private Key

1 Waremark '

- m

k \ ¢ Watermarked

Image

Figure 6: Embedding process
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3.3 Extraction Techniques

One of the novelties of the proposed method is its simplicity.
This section explains how to extract watermark from
watermarked image. As it can be seen in Figure 7, the
extraction technique involves few steps as bellow:

K

Watermarked
Image
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1. Use the private key (created by using counter
number);

2. Extract sub image from watermarked image;

3. Reverse DWT level 2 by using IDWT.

ki

 Return fo selected embedded area of Private Ke
watermark to the host image Y

@mmrm&m DWT Met'-}u@

FidG—
.

Figure 7: Extraction process

3.4 Security Analysis

This section analyzes the security of the proposed
DWT-Hungarian embedding method. First, investigate the
robustness of the generated random embedding location by
looking at the general parameters that formed the embedding
location formula. Then, examine the time complexity of the
watermark image extraction from the host image.

The DWT-Hungarian embedding equation described in
section Il contains three main factors that ensure the
randomness of the embedding locations, increasing the
robustness of the proposed method against JPEG (30)
compression, cropping (50%), scaling, rotation and blurring
attacks, and improve the quality compare to other related
work. This process allows pattern-less and irregular
embedding locations in host image, which increases the
difficulty of predicting the embedded watermark locations.
Finally, in the extraction process by using private key, the
watermark can be extracted easily.

4. EXPERIMENTAL RESULTS

In this section, proposed method evaluated by using the
Structural  Similarity Index (SSIM) and the Peak
Signal-to-Noise Ratio (PSNR) to measuring the quality after
embedding watermark to the host image. For Robustness
measurement use Normalized Cross-Correlation (NCC) after
attack happened to the watermarked image.

The experiments conducted in this section will use “Lena”
image as color host image with size of 512 x 512. For the
watermark image use “Peugeot logo” image with size of 32 x

160

32. JPEG (30) compression, cropping (50%), scaling,
rotation, blurring has been used as watermark attacks.
The proposed scheme process for embedding as below:

1. For counter value to create sub host used 100.

2. The sub host size array is SH =
{512x512 | 412x412 | 312x312 | 212x212 | 112x11
2}

3. The ratio array value is R=

{747 660 | 799 | 486 | 43}. Based on this record R,
has been chosen. The private key is 50.

4. After resize SH, and watermark image to 512 x 512
size, embed watermark by DWT level2 into SH, area.
The PSNR value is 40.7969 and the SSIM value is
0.9994.

Figure 8 shows the host image (Lena), watermark image
(Peugeot logo) and the watermarked image after embedding.

Figure 8: (a) Host image, (b) watermark, (c) watermarked
image
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Table 2 shows the quality of the proposed method compare to after embedding watermark to host based on PSNR and SSIM.
four other related works results (which used the same host As it can be seen in Table 2, the proposed method has better
image with the same size from the same CVG-UGR image quality compare to other related works results, which is
database and the same watermark image with the same size) 40.7969 for PSNR and 0.9994 for SSIM.

Table 2: Watermarked Image Quality Comparison

No. | References Methods PSNR | SSIM
Proposed . . .

1 Method DWT, Hungarian Algorithm, Private key 40.7969 | 0.9994
2 [12] Arnold Transform, Private k_ey, MD?5, Hessenberg 36.3947 | 0.9371
Decomposition
3 [11] Arnold Transform, Private key, MD5, LU 39.4428 | 0.9816

Decomposition
4 [10] Arnold Transform, Private key, Schur Decomposition | 35.8031 | 0.9889
Arnold Transform, Private key, MD5, QR

5 [9] " 36.3521 | 0.9889
Decomposition
Figure 9 and Figure 10 shows the proposed scheme results Hungarian algorithm will have more ROI options to choose
compare to the other related methods. As expected, the two better location with less effect to image quality.

values (PSNR and ISSM) are steadily improving. The

Watermarked Quality Comparision based on PSNR

49
41
40
39
o 38
z, 37
72! 36
A 35
34
B, .
ropose
Method [12] [11] [10] [9]
=—=PSNR  40.7969 36.3947 39.4428 35.8031 36.3521
Figure 9: PSNR comparison results
Watermarked quality comparision based on SSIM
1.02
|
- 0.98
% 0.96
wn 0.94
0.92
0.9
Proposed
e [12] [11] [10] 9
SSIM 0.9994 0.9371 0.9816 0.9889 0.9889

Figure 10: SSIM comparison results
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The next step is to extract watermark image from
watermarked images by using private key. The extraction
steps are:

1. Extract SH based on the private key 50.

2. Reverse DWT level two applied and watermark

image extracted.

Based on the extracted watermark and original watermark
image, the NCC value before attacked is one.
In this research the robustness has been improved for five
attacks which are JPEG (30) compression, cropping (50%),
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scaling, rotation, blurring and NCC value has been compared
with other five related works’ results (which used the same
host image with the same size from the same CVG-UGR
image database and the same watermark image with the same
size). As it can be seen in Table 3 the proposed method
robustness against these five watermarking attacks has been
improved and NCC value for the proposed method is almost
closed to ONE.

Table 3: NCC Result Comparison of Related Works with Proposed Method after Attacks

Host Image (Lena)

Watermark Image (Peugeot logo)

Proposed
Attacks [8] [9] [10] [11] [12] method
’ﬁf"”ﬁﬁ
JPEG (30) .ﬁ &3 :
0.7530 | 0. 0.9591 5
R S
Cropping (50%) B ' 2’*
ul |ln ..é.}m
0.5702 | 0.6264 - 0.8488 0.894317

Scaling (4)

o
(o]
(o]
(o]
(o]
(o]
(e]

Rotation (5)

Blurring (1.0)

Bl B3

0.7839 | 0.7111

08790 | - -

0.906877

Based on Table 3, for JPEG attack the new proposed method
results improved 0.02, cropping improved 0.04, and blurring
improved 0.03 percent. The best results come from scaling in
new methods.

Overall overview shows that proposed method has better
watermark quality after attacks, especially in case of scaling
and blurring attacks. Also, for rotation attack, the extracted
watermark is more visible compare to other related works’
results.

5. CONCLUSION AND FUTURE WORK

In this paper, a novel technique proposed to improve
robustness and quality of watermarking method based on
color image. For experimental result use the same host and
watermark image (“Lena” as host image and “Peugeot logo”
as watermark) which used by other five researchers from the
same CVG-UGR image database. To evaluate the proposed
method with other related works’ results, PSNR and SSIM has
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been used to check the quality result of watermarked image
and NCC has been used to check the robustness after attacked.
The result shows that the new proposed method has higher
quality and stronger robustness compare to other related
works.

For the future work, the proposed method can be extended to
use SVD together with DWT to improve the robustness and
test with many types of watermarking attacks. In addition,
there is possibility to improve the way to find the better ROI
by using fussy logic.
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