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ABSTRACT 

In this digital era, Reliability of a specific web page and 
its referral linking address or sites are questionable due to 
its security parameters. Though user maintains various 
protecting software and highly configured firewall 
systems against attack still some kind of assaults are 
happening at communication devices between sender and 
receiver. Hackers are deploying their molest code in the 
form of intrusions and it causes to attacks such as 
spoofing, Denial of Service (DoS) etc. Identifying those 
intrusion attacks are not limited to analyzing few 
parameters considerations. Rapid development of new 
tools and technologies, hackers are intruding targeted 
victim’s systems to steal/snoop their sensible data. 
Security breaches of the targeted system arises through 
intruding victim’s system by IP tracing and spoofing. 
Intrusions are obtaining on the following categories, 
Stand alone system, Networks and Web oriented 
intrusions. Many research activities are already taken into 
the place to identify causes for intrusions and preventive 
methods. There are more possibilities on web oriented 
intrusions due to web sites and their referral links are 
coming from number of intermediate agents.  This 
research paper is going to discuss about Intrusion 
Detection System (IDS), Web Intrusion Detection System 
(WIDS), Proposed system architecture and 
implementation of WIDS.  
 
Key words: Anomaly Detection, Bayesian Classifier, 
Data Scraping, Intrusion Detection System, IP Spoofing, 
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1. INTRODUCTION 

Intrusion is the mechanism of attacking the targeted 
victim’s system and legal data. Sometimes attacks are in 
the passive manner, which means hacker simply tries to 
listen to the communication in between end users. There 
is no harm in this type of attacks. On the other hand, 
active types of attacks are harmful to the user system and 
data. Intrusion causes to both of those attacking types. IP 
spoofing is the example for passive mode of intrusions 
and Denial of Service (DoS) is an example for active 
mode intrusion attacks. DoS leads to crash the system by 
rising continuous request to the targeted systems. Due to 
continuous requests system losses its resources for 
respond and also this requests will make system to lose 
the data which are in queue [1].  

The w3 consortium announced that year by year web site 
attacking is getting increased due to intrusions. 
Vulnerabilities on security parameters such as 
Confidentiality, Integrity and Availability (CIA) are the 
important issues in web intrusions. Virtual machines are 
comes into the concept for maintaining cloud services to 
provide better performances. Cloud and virtual machines 
leads to connect many intermediate agent systems for 
requests and responses. From those intermediate 
communications, hackers can intrude the targeted systems 
[2].  

Intrusions attacks are giving more loads on web servers 
and due to heavy loads easily servers are getting shut 
down or crashed with mandatory applications. Since 
cloud is implemented on most of the computer 
applications and servers, effective load balancing 
algorithms are needed to avoid heavy loads of intrusions 
kind of attacks [3]. 

TCP/IP protocols policies are simply looking for the 
matching rules and most of those rules replicated in 
firewall implementations. In general these rules are doing 
the tasks as follows; 1. Session creations, 2. Log files 
creations, 3. Session terminations, 4. Data flows 
acceptance or rejections etc [4]. Since numerous 
fragmented data are passing through on communication 
mediums, Intrusions are easily happens at IP 
fragmentation functionalities.  

TCP/IP port 139 and port 445 are the vulnerable ports to 
do attack by the hackers. Commonly attackers scan for 
the above said ports to intrude inside the system for 
collection of system details such as user id, computer 
name, LAN/WAN addresses, private IP address etc. Port 
numbers 139 is “NBT over IP” and Port Number 445 is 
“SMB over IP”. Many corporations and organizations are 
configuring their firewall to protect networks and systems 
from IP spoofing attacks based on the information 
received from TCP/IP ports 139 and 445 [5]. 

2. INTRUSION DETECTION SYSTEM – 
OVERVIEW  

In the earlier attacking methods hackers tried with spam 
texts and spam emails to evade the victim’s sensitive 
data. After the invention of pattern analysis and matching 
system the text oriented attacking methods are came into 
control. Later hackers used images to imbed their 
malicious codes to attack targeted systems security 
functions. The malfunctioned images are called as spam 
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images and these spam images are spread into the 
victim’s web pages through broadcast mechanisms. Once 
the user clicks on these images automatically molest 
contents are starting to execute or it takes into some other 
vulnerable websites or do IP spoofing to perform 
eavesdrop [6, 7]. To avoid spam image attacks many 
research had been taking into the place to identify spam 
contents embedded in images. Optical character 
recognition (OCR) tools implemented to read spam 
contents from images and it is then applied to text pattern 
analysis to compare spam texts indulged in images [8]. 
Intrusion detection system is the mechanism for creating 
alert or acknowledging central security system or the 
administrator about vulnerabilities going to be happening 
at system and its security functions. It’s kind of malicious 
or violation of privacy activities against victim’s system 
and data. Intrusions happening at three levels as follows; 

1. Host Intrusion Detection System (HIDS) 
2. Network Intrusion Detection System (NIDS) 
3. Web Intrusion Detection System (WIDS) 

Host Intrusion Detection System (HIDS): This intrusion 
detection method concentrates on separate/stand alone 
host system. In which all the log files, kernel files, 
monitoring of system files and system connection based 
analysis [9]. Once the targeted system is intruding with 
malicious codes then automatically the attacking 
functions are seeking for the above mentioned file 
system. Network Intrusion Detection System (NIDS): In 
this method, attacking codes are focusing on the 
communication links. Hackers are implementing their 
molest functions through IP address of the network’s 
connected systems. More than one system is connected 
together via connecting mediums such as modem, switch 
and router etc., by an IP addresses. Through these 
mediums, Hacker performs IP Spoofing to trace the 
communication links and then intrude targeted systems to 
hew the victim’s legal data [10]. 
Web Intrusion Detection System (WIDS): Web intrusions 
are happening in the path of crawling progresses. After 
entered search phrase by the user, web bots are moving 
towards the server systems to bring the requested page as 
responses. Before moving to the server, all the requests 
are bypassing the intermediate agents to connect with 
server.  
 

 

 

 

 

 

 

 

 

 

 

Figure 1: General Structure of Intrusion Detection System 

Meanwhile numerous hacking pages are included with 
original contents as visited and visiting links and 
reference pages by image or button forms. Once the user 
clicks those pages, images or the links then automatically 
hacker will intrude the targeted system with the help of 
malfunctioned connectivity [11].  

All the intrusion attacks are looking for the system files, 
kernel files and connecting files to corrupt or strip the 
system information. This corruption obtained in the 
following ways; 

1. Anonymous 
2. Misuse 
3. Penetration 
4. Leakages etc., 

Fig.1 shows that model structure for Intrusion Detection 
System (IDS). In which, requests and responses are 
passing from user to server and vice versa through 
intermediate agent. All the flowing data are matched with 
databases for pattern checking to analyze the reliability. If 
any vulnerable pattern found then alert messages will be 
passing to user/server system administrators.  

3. WEB INTRUSION DETECTION SYSTEM 
(WIDS) 

Web intrusion attacks are ensuing on the web 
applications. Web search engines or Web bots are 
accessing many websites based on the given input key 
phrases. All those key phrases are processed on the web 
crawler’s principles and applications. While fetching 
those web pages, some illegal web documents are also 
moving to the targeted victims system via visiting links, 
images and referral links. Web intrusion leads to perform 
the following type of attacks [12].  

1. Cross site scripting 
2. SQL injection 
3. Session hijacking  
4. Remote access 
5. HTTP violations etc., 

Web intrusion detection system performs analysis and 
detection of malware functions and abnormal activities on 
the web site communications. WIDS generates alert 
signal to the standalone system and web administrators to 
take up necessary remedial actions against above said 
attacks. IDS won’t protect the system from attacks 
instead it gives the warning/alert signals to the users. IDS 
will monitor the following file system for detecting the 
molest functionalities [13].  

1. Monitoring of user and system activities 
2. Auditing of configured files and vulnerabilities 
3. Monitoring the integrity of a files systems and 

critical file systems 
4. Pattern analysis on statistical activities  
5. Abnormal activities analysis 
6. Operating system file analysis  
7. Port analysis etc., 
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The above said points are the mandatory places to 
monitor often to check for attacks. 

 

 
 
 

  

  

  

 

 

 

 

 

 

 

 

Figure 2: WIDS Model Structure 

Fig. 2 shows that model architecture of web intrusion 
detection system.  In the above model, IDS system is 
working in between firewall system and user system or 
server system to generate alert signals.  

WIDS functioning on the basis of error codes returned 
from visited web site links in the following ways; 

1. Domain Name System (DNS) Error 
2. Server Side Error 
3. Web Crawler Failures 

The above said error messages are generated on the basis 
error codes of the web pages while crawling the servers 
and service providers. Every service providers has error 
codes for the concerned activities such as Not connected, 
Not Found, Data fragmentation error, Internal/External 
server error etc. Table 1, shows that some examples for 
error code values and related error status of the web pages 
[14]. 

Table  1: Web Error Status Code and Status Messages 

S. No Status Code Status Messages 

1 Code:0 

Connection Time 
out / Connection 
Refused / 
Connection Error 

/ No Response /  
DNS Lookup 
Failed 

2 Code:301 Moved 
Permanently 

3 Code:302 Moved 
Temporarily 

4 Code:400 Bad Request 
5 Code:403 Forbidden 
6 Code:404 Page Not Found 
7 Code:410 Page Removed 

8 Code:429 Too many 
requested 

9 Code:500 Internal Server 
Error 

 

4. IMPLEMENTATION OF WIDS 

WIDS is working on the basis of TCP/IP parameters and 
its rule violations. Data patterns, classifications, timing of 
responses, acknowledgements, number of requests at the 
moment, heavy loads etc are the important parameters to 
analyze the reliability of a web documents while crawling 
for multiple pages. Implementation of WIDS is focusing 
on those criteria’s for enhanced result.    

Implementation of WIDS  
 Seed URL Key Phrase (SU) 
 Search for Web Page (WP)   
 Retrieve Web Pages for Reference Links (WP(Li)) 

푾풆풃푷풂품풆(푺푼) = 	푾푷(푳ퟏ) + 푾푷(푳ퟐ) + ⋯ 
+푾푷(푳풏 ퟏ)	                 (1) 

 Parse Web Page code to extract Outbound URL links 
(WP(Li)) 
푾풆풃푷풂품풆(푺푼) = 푾푷(푳ퟏ)

푶푳(푳ퟏ) + 푾푷(푳ퟐ)
푶푳(푳ퟐ) + ⋯ + 푾푷(푳풏 ퟏ)

푶푳(푳풏 ퟏ)  
(2)                      

                                                 
 Check for Web Page Freshness/Age to assign score  

and  rank value for concern pages,  
푷풂품풆푹풂풏풌 = 푰푨푽 +∑ 푷푹푽

푵풐.풐풇	푶푳
	푵

푷푪 ퟎ 			                     
(3)                                                                         
Where, 

o IAV = Initial Age Value, 
o PC = Number of Pages Visited, 
o PRV = Page Rank Value, 
o OL = Outbound Links 

 Standardize recorded data set for classification (SD) 

푺푫 = 	 ퟏ
푵 ퟏ

∑ (풙풊 − 풙)ퟐ푵
풊 ퟏ 	 

																																					(ퟒ) 
Where, 
N=Number of data values 
( xi – x ’) = Mean value for the previous data 
values 

 Perform linear separation of data set, 
푾푻풙+ 풃 ≥ ퟏ	풂풏풅	푾푻풙 + 풃 ≤ ퟏ                    (5)        
 
Where, 
W = Weight (vector value) 
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b = Bias value (Scalar value) 
 Look for Misclassification Error,  

푴풆풓풓 = 풎풊풏 ퟏ
ퟐ
‖풘‖ퟐ + 푪∑ 흃풊푵

풊 ퟏ                       (6)      
Where, 

풎풊풏
ퟏ
ퟐ
‖풘‖ퟐ

= 푯풚풑풉풆풓	풑풍풂풏풆	풇풐풓	푳풊풏풆풂풓	푪풍풂풔풔풊풇풊풄풂풕풊풐풏 
흃 = 푺풍풂풄풌	푽풂풓풊풂풃풍풆 

 If (Outbound links==existed) then  
return OL as Web Page 

 Else update index values for Outbound Links 
 While(Visited OL==Null) 

Update the index checking process 
 

5. RESULT AND DISCUSSION 

WIDS for the above implementation is working for 
finding the index values of the every visited web pages 
then it checks for the security and reliability of the visited 
page contents. The reliability of a web links are processed 
on the basis of data patterns from block list and white 
list[15]. KDD99 dataset is specialized for intrusion 
detection mechanisms. Above said implementation also 
working with the help of KDD99 dataset and it yields the 
accuracy of more than 90% based on security parameters. 

Table.2 shows that sample outcome of the above said 
implementation for few web links. Reliability of 
outbound link is calculated from the security parameters 
of TCP/IP protocols, throughput, response times and data 
loads during communications. Security of a web link 
processed in three different places such as total security, 
domain security and transport level security.  

 

 

WIDS’s performance is evaluated by three different 
categories such as Accuracy, Precision and Recall values 
[16, 17].  Accuracy is method to find the closeness of the 
given input data set to existed one. In other hand, error of 
any measurement is the accuracy of that erroneous 
measurement.  

Error measurement is derived as follows; 

퐸푟푟 = 푂푏푠푒푟푣푒푑	푉푎푙푢푒 − 푇푟푢푒	푉푎푙푢푒                       (7)        

And, 

퐴푐푐푢푟푎푐푦 = ∑ 	 	∑ 	
∑ 	

                    (8)      

Precision is the measurement used to find the spread or 
range of the results occurred. These parameters are 
calculated as follows; 

푃푟푒푐푖푠푖표푛 = 	 ∑ 	
∑ 	 	∑ 	

                  (9)         

Recall is the process of retrieval of successful data. In the 
other hand recall is known as sensitive data and it is the 
probability of the relevant document retrieved from the 
given query. Recall is derived as follows; 

푅푒푐푎푙푙 = 	 	
	 	

                (10) 

Fig. 3, shows that reliability of a web link and the time 
duration taken for responses from the servers and/or 
intermediate agents. 

Web 
Links Input Server Duration Transport_ 

security 
Total_ 

Security 
Domain_
Security 

T
L
S 

Reliability 

L1 https://trypap.com/ Netlify 0.5 404 test page B B A 81.67 

L2 http://ihasbucket.com/ NginX 1.5 no_redirect_to
_https C A C 48.33 

L3 
http://hasthelargehadroncol
liderdestroyedtheworldyet.
com/ 

Apache 0.375 Unable to 
connect C A C 48.33 

L4 https://chrismckenzie.com/ Nginx 0.625 x_xss_protecti
on B A A 88.33 

L5 http://endless.horse/ Apache 0.5 

TLS 
certificate 
does not 

match the host 
name 

C A C 48.33 

L6 https://theuselessweb.com/ Netlify 0.375 no_stapled_oc
sp B A A 88.33 

L7 http://tinytuba.com/ AmazonS
3 5.125 Timeout 

reached C A C 48.33 

Table 2: Reliability and Security level of given input with web error status
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Figure 3: Reliability of Web links 

6. CONCLUSION 

New technologies and modern tools for attacking the 
system security for the web document is not limited with 
few identified parameters. Intrusions are always happens 
through many hidden loopholes. This research took 
TCP/IP protocol parameters and time duration for 
responding to the query based on web error code status of 
visited and referral links. In future this WIDS mechanism 
will be applying to alert the victim from unknown attacks 
with more security parameters.  
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