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 
ABSTRACT 
 
Security is one of the significant challenges which limit users 
from taking the full advantage of cloud computing. 
Accordingly, many users have concerns about saving their 
sensitive data in insecure place. Therefore, we need a protocol 
that verifies confidentiality, authenticity, integrity, and 
non-repudiation of data transmission in the cloud. In this 
paper we will present a protocol that help to secure data access 
during transmission. Accordingly, users can send their data to 
the cloud safely and quickly. Thereby, encourage the users to 
take the full advantage of the cloud computing services. We 
used in this paper a private and public key scheme to verify 
data confidentiality. Additionally, we used a hash function to 
verify data integrity. Finally, data authenticity and 
non-repudiation have been verified by applying the digital 
signature mechanism. 
 
Keywords: Cloud Computing, Data Transmission Security, 
Encryption, Elliptic Curve.  

1. INTRODUCTION 
 
Cloud computing is a model for enabling ubiquitous, 
convenient, on-demand network access to a shared pool of 
configurable computing resources (e.g., networks, servers, 
storage, applications, and services) that can be rapidly 
provisioned and released with minimal management effort or 
service provider interaction. This cloud model is composed of 
five essential characteristics, three service models, and four 
deployment models [1]. 

1.1 Cloud Characteristics: 
- On-demand service. The consumer can unilaterally 

provision computer services, such as email, applications, 
network or server, without requiring human interaction with 
each service provider. 

-  Ubiquitous network access. Cloud services are available 
and accessible through standard mechanisms that support use 
by various platforms such as mobiles, laptops, and tablets. 

- Independent Resource pooling. Cloud providers can 
provision computing capabilities to serve many customers 
using a multi-tenant model, with mixed virtual and physical 
resources dynamically allocated and reallocated according to 
customer request. 

 
 

 
 
 
  -  Rapid elasticity. Cloud capabilities can be provisioned 
and released, in some cases automatically. For the customer, 
the capabilities available for provisioning regularly appear 
limitless and can be designated in any quantity at any time. 
  - Measured service. Cloud services usage can be measured 
and reported, which is providing transparency for both the 
provider and consumer. 
 

1.2 Cloud Service Models: 
 

 
 
 
-  Software as a Service (SaaS). The services presented to 

the customer are to use the provider’s applications that 
operate in the cloud. These Applications can be accessed by 
using the web browser or the software interface. Here, the 
customer does not maintain or manage the cloud 
infrastructure, such as the servers, network, operating 
systems, with the potential exception of the user-defined 
configuration settings. 

-   Platform as a Service (PaaS). Here, also the customer 
does not maintain or manage the cloud infrastructure but can 
uses tools managed by the provider such as programming 
languages, libraries, services to deploy on the cloud 
infrastructure.  
    -  Infrastructure as a Service (IaaS). In this service 
model, the customer can deploy and run arbitrary software, 
such as operating systems and applications. Also, the 
customer has authority to control operating systems, storage, 
implemented applications, and limited control of select 
networking components. However, does not maintain or 
manage cloud infrastructure. 
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Figure 1 : Cloud Computing Service Model 
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1.3 Cloud Computing Deployment Models: 
    - Private cloud. The cloud's provider provides 
infrastructure for a particular single Customer. It may be 
maintained, controlled, and operated by the Customer, a third 
party, or some combination of them, and it may exist on or off 
premises. [1]  
   - Community cloud. The cloud's provider provides 
infrastructure for exclusive use by a community of customers 
from groups that have shared concerns. It may be owned, 
controlled, and operated by one or more of the groups in the 
community, a third party, or some combination of them, and it 
may exist on or off premises. [1]  
  - Public cloud. Here, the cloud's provider provides 
infrastructure for public use. It may be owned, controlled, and 
operated by a business, academic, or government group, or 
some combination of them. It exists on the premises of the 
cloud provider [1]  
   -   Hybrid cloud. The cloud infrastructure is a combination 
of two or more different cloud infrastructures (private, 
community, or public) that remain unique entities, but are 
bound together by standardized or proprietary technology that 
enables data and application portability [1] 

2. RELATED WORKS 
 
This research matched with [2] and [3] on ensuring data 
authenticity. Furthermore, this research agreed with [4] on 
proving of data confidentiality, authenticity, integrity, and 
non-repudiation. However, the difference is the 
recommendation on this research, to use elliptic-curve which 
is use short-key length compare it to RSA that is applied a 
long-key length. 
On the other hand, it disagrees with [2] and [3] on confirming 
the data integrity and non-repudiation, which is not approved 
on their researches. 

3. HYPOTHESIS 
The research is undertaken to test the following hypothesis: 

 If we use the private and public key schemes, then the 
data will be confidential. 

 Using hash function will verify data integrity. 
 If we use Digital Signature, then the data will be 

authentic. 
 Using Digital Signature will verify non-repudiation. 

4. PROPOSED SECURITY PROTOCOL 
 
Security is one of the significant challenges which limit users 
from taking the full advantage of cloud computing. 
Accordingly, many users have concerns about saving their 
sensitive data in insecure place. Therefore, we need a protocol 
that verifies confidentiality, authenticity, integrity, and 
non-repudiation of data transmission in the cloud. The 
proposed algorithms have not focused on the main 

components of data security (confidentiality, authenticity, 
integrity, and non-repudiation); also, some researchers did 
not give much concern about the complexity of the algorithm 
they have used. The complex nature of the algorithm directly 
affects the speed of data access, especially when users access 
the cloud using limited resources devices. Hence, we need a 
protocol that will help in speedy and efficient secure data 
access. 
We use in this protocol a hybrid scheme consists of the private 
and public key schemes to ensure confidentiality of data. The 
private Key scheme is used to encrypt and hide the data from 
unauthorized users and the user who knows the key can 
decrypt the data and read. But the private key scheme has lack 
of key distribution, which is solved here by using the public 
key schemes to distribute keys securely. Also, in this protocol, 
we prove data authenticity and non-repudiation by using 
digital signature scheme. Additionally, the hash function has 
been used to confirm data integrity. 

4.1 Symmetric-key cryptography 
Symmetric-key cryptography is an encryption scheme in 

which the sender and receiver of data share a unique key that 
is used to encrypt and decrypt the data. Compare this with the 
public-key scheme, which uses two keys - a public key for data 
encryption and a private key for data decryption. 

  
 
 
 
 
 
 
 
 
 
 
Symmetric-key schemes are simpler and faster, but their main 
disadvantage is that the two parties need somehow exchange 
the key securely. Which is avoided in the public-key scheme 
[5]. 

4.2 Asymmetric-key Cryptography 
In Asymmetric cryptography secret key is divided into two 
portions, a public key, which can be distributed to anyone, and 
a private key. That should be saved secret. 
 
 
 
 
 
 
 
 
 
 
Figure 3 : Asymmetric-key Cryptography 

Figure 2 : Symmetric-key Cryptography 
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In this scheme, someone with the public key can encrypt a 
data, providing confidentiality, and then only the one who 
had the private key can decrypt the data. 

4.3 Diffie–Hellman Key Exchange 
The Diffie–Hellman key exchange (DHKE), proposed by 
Whitfield Diffie and Martin Hellman in 1976, was the first 
asymmetric scheme published in the open literature [6]. the 
two inventors were also influenced by the work of Ralph 
Merkle. It gives a practical solution to the key distribution 
problem; it allows two parties to obtain a shared secret key by 
transmitting over an insecure channel. 

4.4 Digital Signature 
A digital signature is an authentication mechanism that 
enables the message sender to attach a code which acts as a 
signature. The signature is formed by taking the message 
hash and encrypting the message with the sender's private 
key. Which proves the source and integrity of the message [7]. 

4.5 Cryptographic Hash Function 
A hash function H accepts a variable-length block of data M 
as input and produces a fixed-size hash value h = H(M). A 
“good” hash function has the property that the results of 
applying the function to a large set of inputs will generate 
outputs that are fairly distributed and apparently random. In 
general terms, the principal object of a hash function is data 
integrity [7]. 

4.6 AES algorithm 
AES algorithm is declared by NIST as new Encryption 
Standard in 2001. The AES block and key size vary between 
128, 192 and 256 bits. However, the AES standard only 
requests block size of 128 bits. The internal rounds of the 
cipher vary between 10, 12, and 14 according to the key 
length [6]. 
The following table compares AES with DES. 
 
Table 1: Comparison between AES and DES encryption algorithms 
 
 DES AES 
Developed 1977 2000 
Key Length 56 bits 128, 192, or 256 bits 
Cipher 
Type 

Symmetric block 
cipher 

Symmetric block 
cipher 

Block Size 64 bits 128 bits 
Security Proven inadequate Considered secure 

 

4.7   Elliptic Curve Cryptography 
Elliptic Curve Cryptography lies under the category of 
asymmetric encryption algorithms. In elliptic curve 
cryptography, points on elliptic curve are used to derive a 
public key i.e. a generator point in an elliptic curve group is 
agreed upon by the communicating parties. By multiplying 
this generator point by a randomly generated number, 
corresponding private key is generated. In case, the generator 
point and public keys are compromised, it is very hard 

problem for the intruder to get the private key by backtracking 
[9]. 
 
The following table compares Elliptic Curve with RSA. 
 
Table 2: Comparison between Elliptic Curve and RSA  

Security level of 
symmetric key 

80 112 128 192 256 

EC key length (bits) 160 224 256 384 512 
RSA key length 
(bits) 

102
4 

204
8 

307
2 

768
0 

1536
0 

 

4.8 Tamarin Prover 
The Tamarin prover is a powerful tool for the symbolic 
modeling and analysis of security protocols. It takes as input a 
security protocol model, specifying the actions taken by 
agents running the protocol in different roles. Tamarin can 
then be applied to automatically construct a proof that, even 
when arbitrarily many instances of the protocol’s roles are 
interleaved in parallel, together with the actions of the 
adversary, the protocol fulfills its specified properties [8]. 

4.9 Protocol conclusion 
As we mentioned earlier, in this protocol we used a hybrid 
scheme to secure data transmission in the private cloud that 
consists of a private key scheme, a public key scheme, and 
hash function. Accordingly, the protocol steps will be as the 
following: 
•    First, the users exchange the keys using Diffie-Hellman 
key exchange scheme. 
•    Second, they calculate the session keys, which will use to 
encrypt the messages. 
•    Third, the sender calculates the hash value of the message 
using the hash function scheme. 
•    After that, he encrypts the message using the shared 
session key. 
•    Then he signs the message using his private key and 
attaches the signature to the message. 
•    Finally, he sends the encrypted message with the signature 
and the hash to the other party. 
•    On the other hand, first, the user receives the message and 
tries to decrypt it using the shared session key. 
•    Second, he calculates the hash value of the received 
message and compares it with received hash. If they equal, he 
will accept the message. Otherwise, he will ignore it. 
•    After that, he verifies the sender’s signature using the 
sender’s public key. If the verification is correct, he can accept 
the message; else the message will be ignored. 
 

5.  RESULTS 
This section will describe how the founded results have 
proved the hypotheses as follows: 
• Hypotheses NO 1:   If we use the private and public key 
schemes, then the data will be confidential. 
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If the data sent in clear text, anybody can interrupt it and read 
its content. Thus, the data is not confidential. This issue is 
solved here by encrypting the data before sending to the cloud. 
The main schemes for data encryption are private-key and 
public-key systems. But if we use private-key scheme for data 
encryption only, it will be difficult to exchange the secret keys 
between the two parties securely. That is why we use a 
combination of the private-key and public-key schemes to 
provide data confidentiality. Furthermore, the results show 
that the data is confidential. 
• Hypotheses NO 2:   Using hash function will verify data 
integrity. 
The data can be altered and modified while transmission, 
which affects data integrity. In this research, we use a hash 
function to solve this issue, and the results verify data 
integrity. 
• Hypotheses NO 3:   If we use Digital Signature, then the 
data will be authentic. 
When the transmitted data sent without a signature, the 
receiver cannot guarantee that the data has been sent from an 
authentic user. The digital signature can master this issue and 
verify data authenticity. Furthermore, the results show when 
the sender signs the data, the receiver can validate that the 
data sent from an authentic user. 
• Hypotheses NO 4:   Using Digital Signature will verify 
non-repudiation. 
Non-repudiation issue occurs when the two parties own the 
same secret keys. Accordingly, no one can verify who has sent 
the data. Therefore, one of the solutions to this issue is signing 
the data before transmitting. The sender can use his secret 
private key to sign the data, and no one can send the data 
alternatively which will solve non-repudiation issue. 

6.  RECOMMENDATIONS 
 
Here is a summarized list of our recommendations for 
deploying this protocol. 
 
In order to provide data confidentiality: 
1.  The transmitted data in the cloud should encrypt under a 
shared key computed by the two parties. Preferably AES 
should be chosen because it is a standard private key scheme. 
We recommend in this protocol to use 128-bit key lengths for 
data encryption because it is difficult to brute force this key 
length using the available resources for today. 
2.  We recommend using the elliptic curve for the public key 
scheme because we can use a 160-bit key which is required 
low bandwidth and computation resources compare it to 1024 
bit for RSA. Also, if we use a 256-bit for maximum security, 
we need 15360-bit to get similar security level on RSA.  
3. Also, we recommend using the public key certificate to 
prove the ownership of the public key. Otherwise, a man in 
the middle attack can exist. 
In order to provide data integrity: 
In this protocol, we recommend using SHA-3 as a hash 
function to verify data integrity and determine whether data 
has changed or not. Also confirms that data received are 

exactly as sent (i.e., contain no modification, insertion, 
deletion, or replay). Because MD5 and SHA-0, both of which 
have been broken, SHA-1 is considered insecure and has been 
phased out for SHA-2. SHA-2, particularly the 512-bit 
version, would appear to provide unassailable security, we 
recommend using SHA-3 256-bit as a hash function for this 
protocol. 
In order to provide data Authenticity and 
non-repudiation: 
1. In this protocol, the transmitted data should be signed by 
the sender private key to provide data authenticity. We 
recommend using elliptic curve digital signature for signing 
the data. As we mentioned earlier, the main benefit 
guaranteed by elliptic curve cryptography is a smaller key 
size, that reducing storage and transmission requirements. 
2. We recommend using cryptographic nonce to guarantee 
that old communications cannot be reused in replay attacks. 
They can also be helpful as initialization vectors and in 
cryptographic hash functions. 

7. FUTURE WORKS 
 
Many different adaptations, tests, and experiments have been 
left for the future due to lack of time; for example, we need to 
test the recommendations of the proposed protocol in a real 
cloud environment to measure the time and compare the 
results with other protocols time results. 

8. CONCLUSION 
 
Security is one of the significant challenges which limit users 
from taking the full advantage of cloud computing.  The 
proposed protocol aims to secure data transmission in cloud 
computing and verifies data confidentiality, authenticity, 
integrity, and non-repudiation. We have used private and 
public key schemes to verify data confidentiality. 
Additionally, we have used the hash function to verify data 
integrity. Data authenticity and non-repudiation have verified 
by apply digital signature. 
 
We recommend using AES for data encryption and elliptic 
curve as public-key scheme. Moreover, we recommend 
SHA-3 as a hash function and elliptic curve digital signature 
for signing the data. 
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