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Concerns from Cloud Security Issues: Challenges and 

Open Problems 

 

   ABSTRACT 

The Cloud has become a significant topic in 

computing; however, the trend has established a 

new range of security issues that need to be 

addressed. For example, the owners of data might 

be worried because the data and associated 

software are not under their control but rather 

possessed by the Cloud. In addition, the data 

owner may not be aware of where the data is 

geographically located at any particular time. So a 

question arises as to how secure is the data 

contained in the Cloud. To help address this 

question, clients of the Cloud should be given the 

ability to assess the effectiveness of the Cloud’s 

security measures. Other concerns include 

unwarranted and unauthorized stoppage of clients’ 

services in the Cloud, breach of security measures, 

and disruption to service availability. In this 

article, perspectives from Cloud computing 

practitioners are shown to help address clients 

concerns and bring about awareness of the 

measures put in place to ensure the security of the 

client services running in the Cloud. In addition, 

we have reviewed a number of the existing Cloud 

security approaches and techniques to put a 

systematic survey of the current security issues in 

the Cloud environment. Furthermore, we discuss 

challenges and open problems that these 

mechanisms face to be effective and efficient. 

 

Key words: Cloud Computing, Security, 

Encryption, Availability, Scalability, SAS, PAS. 

1. INTRODUCTION 

Cloud computing is a new paradigm in the era of 

technology. This paradigm adds new concepts, 

techniques, and approaches to computing science. In 

Cloud, software and its data are created and 

managed virtually for the users and only accessible 

via a particular Cloud’s software, platform, or 

infrastructure [20]. Before 2005, clients imagined 

renting resources, information, and software to 

operate, run and enhance their devices and 

programs. Currently, it is possible to rent whatever 

resources you like so that this dream is now realized. 

Cloud has four important characteristics: 

 

 

 Availability: The services, platform, and data 

are accessible at any time and place. Cloud 

exposes potentially to greater security threats, 

particularly when the Cloud is based on the 

Internet rather than an organization's platform 

[14]. 

 

 Automatic backup: Day after day, a lot of 

manufacturers of electronic devices rely on the 

concept of Cloud computing and they are 

increasingly including this paradigm in their 

products since it brings the features of 

communication and automatic backup of 

information [2]. 

 

 Adding value and additional services to the user 

such as the ability to synchronize among friends 

on social networking sites such as Facebook and 

friends on phones registered with the same 

names on the Palm phones [2]. 
 

 

 

In this paper, we have attempted to put the readers in 

the current state of security issues in Cloud by 

reviewing the existing approaches and discussing 
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their strengths and limitations of them. The rest of 

the paper is organized as follows. Section 2 states 

six reasons for increasing clients’ fears during the 

use of Cloud services and describes the current 

Cloud security tools. Section 3 describes the 

scenarios of the Cloud threads (or threats). In 

Section 4, we have reviewed the existing solutions 

and discussed several perspectives related to the 

client’s fears against using Cloud services. Finally, 

we have drawn the open problems, conclusions, and 

future work. 

2. REASONS BEHIND CLOUD’S CLIENTS 

CONCERNS 

This section describes several common reasons that 

led to an increase in concerns among the clients who 

use Cloud services. The common reasons are as 

follows: 

 

1. The first question is; what happens if I stop the 

company's servers for work or faced major problems 

preventing them from working? But the truth is that 

regardless of the capacity and capabilities of the 

company that manages these servers, the potential 

collapse of the system is taken place everywhere and 

at any moment, and then this meltdown happens [2]. 

Thus, the second question is, could Cloud computing 

fail? The answer to this question is outside of the 

scope of this paper. 

 

2. Reputable companies attempted to mitigate client 

fears by confirming that the Cloud model is secure, 

the Cloud services are protected, the Datacenters and 

hosted servers are encrypted and the communication 

channel between the client and the Cloud resources 

is secured and then it is protected from any kind of 

attack. However, some attackers claimed that the 

Cloud resources are penetrated much more easily 

than the non-Cloud environment [20]. So that who 

informs us the truth and what is the level of 

protection we believe it does! If Sony is telling the 

truth about encrypting the data, it seems that the 

level of encryption is not strong enough [22]. 

 

3. Due to a lack of control over Cloud software, 

platform, and/or infrastructure, academics and 

practitioners stated that security is a major challenge 

in the Cloud. In Cloud computing, the data will be 

virtualized across different host machines and 

accessed on the Web [14, 17]. From the business 

point of view, the Cloud provides a channel to the 

service or platform in which it could operate [14]. 

Stallman [5] from the Free Software Foundation re-

called Cloud computing with Careless Computing 

because the Cloud clients will not control their data 

and software and then there is no monitoring over 

the Cloud providers and subsequently the data owner 

may not recognize where data is geographically 

located at any particular time. 

 
4. Threats in Cloud computing might have resulted 

from the generic Cloud infrastructure available to 

the public; while it is possessed by an organization 

selling Cloud services ([16, 17]. 

 

Several companies are now offering Cloud 

applications and services including Microsoft Azure 

Services Platform, [1] Web Services, Google, and 

open sources Cloud systems such as Sun Open 

Cloud Platform for academics, clients, and 

administrative purposes [14]. Yet, some 

organizations have not realized the importance of the 

security of Cloud systems. These organizations 

adopted some readily available security and 

protection tools to secure their systems. 

 

Today, Amazon uses the Cloud platform for 

introducing several web services for clients. Amazon 

constructed Amazon Web Services (AWS) platform 

to secure access to web services. The AWS platform 

introduces protection against traditional security 

issues in the Cloud network [1]. Physical access to 

AWS Datacenters is limited and controlled since the 

data owner may be aware of where the data is 

geographically located at any particular time. The 

authorized staff has to log-in in two authentication 

phases with a restricted number of times for 

accessing AWS and AWS Datacenters at a 

maximum [1]. Note that Amazon only offers 

restricted Datacenter access and information to 

people who have a legal business need for these 

privileges. If the business need for these privileges is 

revoked, then the access is stopped, even if 

employees continue to be an employee in Amazon 

or AWS [1]. However, one of the weaknesses of the 

AWS is the dynamic data, which is generated from 

the AWS, and could be listened to and penetrated by 

users [20]. 

 

Microsoft proposed a new secure system, which 

consists of five main services forming the core of the 

operating system: (i) Windows Azure, which is the 

main part of the system and is specialized for 

hosting services and data storage; (ii) Microsoft SQL 

Services, which is a part of the relevant databases 

for these services developed and hosted by the 

system; (iii) Microsoft. NET Services, which is an 

application framework; (iv) Live Services, which 

share photos and synchronize with computers and 

portable devices; and (v) Microsoft SharePoint 

Services and Microsoft Dynamics CRM Services for 

business content management [3]. 

 

Fiore and Aloisio [24] have proposed a new security 

technique to measure the legitimacy of Cloud 
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resources and the trustiness or trustworthiness of 

Cloud database management using metadata and 

privilege-based access control. Using metadata of 

files or everything-as-a-service (XaaS) and system 

context user information have gained several 

benefits together with assurance of Cloud resources 

for trust services. 

 

3. SCENARIOS OF CLOUD THREATS 

Security principles in the Cloud can be lost [1, 7]; 

for example, criminals might penetrate the Cloud in 

many forms. An insider adversary, who gains 

physical access to Datacenters, can destroy any type 

of static content at the root of a web server. It is not 

only physical access to Datacenter that can corrupt 

data, but malicious web manipulation software can 

penetrate servers and Datacenter machines. 

 

Once they are installed malicious software can 

monitor, intercept, and tamper with online 

transactions in a trusted organization. The result 

typically allows criminals full root access to 

Datacenter and web server application. As soon as 

such access has been established, the integrity of 

data or software is in question [15, 20]. 

There are several security products (e.g. Antivirus, 

Firewalls, gateways, and scanners) to secure the 

Cloud systems but they are not sufficient as each one 

of them has only a specific purpose and hence, they 

are called ad-hoc security tools. For example, 

Network firewalls provide protection only at the host 

and network levels [4]. There are, however, three 

reasons why these security defenses cannot be only 

used to secure systems [4]: 

1. They cannot stop malicious attacks that perform 

illegal transactions, because they are designed to 

prevent vulnerabilities of signatures and specific 

ports. 

 

2. They cannot manipulate form operations such as 

asking the user to submit certain information or 

validate false data because they cannot distinguish 

between the original request-response conversation 

and the tampered conversation. 

 

3. They do not track conversations and do not secure 

the session information. For example, they cannot 

track when session information in cookies is 

exchanged over an HTTP request-response model. 

 

Figure 1 shows the data storage and Datacenters, 

which are possibly targeted by the criminals. 

According to computer forensics, the distrusted 

servers and Datacenters are the target of crime. 

Therefore, the question that needs to be answered is 

whether or not data is safe and secure. 

Data confidentiality might be compromised either by 

insider user threats or outsider user threats [6]. For 

instance, insider user threats might maliciously come 

from Cloud operator/provider, a Cloud client, or a 

malicious third party.  

 

 

Figure 1: Cloud Computing Security - taken from 

[17] 

4. CURRENT CLOUD SECURITY APPROACHES 

We survey a number of the current solutions in 

Cloud security as shown in Table 1. This Table 

includes the existing solutions and their strengths, 

weaknesses, and limitations. 

 

 

 

Table 1: The existing approaches and techniques and their strengths, weaknesses, and limitations 
Approaches and 
Techniques 

Strengths Weaknesses Limitations 

An approach introduced in 
[25] suggested the use of 
five-level securities; 
which are based on 
authentication, 
confidentiality, and 
integrity to the data stored 
and accessed by the cloud 
user at Datacenters. 

The authentication 
scheme is based on 
hashed password storage 
between the cloud 
provider and the cloud 
client.  

The data 
confidentiality and 
integrity are provided 

The authentication schema 
limited the access to the 
predefined IP or MAC 
address of the cloud client, 
which makes the access to 
the data restricted to one 
location.  

 

The cloud client can access 
the Datacenter only from one 
location. 
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through the MD5 
cryptosystem hash 
technique.   

The authors in [26] 
presented a wide variety 
of methods that can be 
included to protect and 
secure cloud computing. 

    There were no implementation 
or performance results of 
efficiency WEP OR SSID 
through wireless devices. 

In [27] an approach was 
adopted by using DNA 
cryptography for the 
optimization of data 
security in cloud security. 

The DNA cryptography 
approach is not 
constrained to specific 
encryption and 
decryption algorithms. 

  DNA cryptography is still 
mostly a theoretical concept 
and still not implemented.   

In [28] the authors 
proposed an approach that 
is based on three 
cryptographic techniques 
(Key Policy Attribute-
based Encryption, Proxy 
Re-Encryption, and Lazy 
re-encryption) to secure 
data in cloud Datacenters. 

  The implications of the 
KP-ABE scheme may not 
be entirely realistic, 
because the approach 
assumes the existence of a 
single trusted party who 
monitors all attributes and 
issues all decryption keys 
between cloud client and 
provider. 

 

  

In [29] the authors 
introduced a framework 
for a secure client cloud 
environment through the 
use of a VPN to access the 
network of the cloud 
provider.   

      

5.OPEN PROBLEMS AND CONCLUSIONS 

Several open problems are drawn in this paper: 

 

• The authentication schema limited the access to 

the predefined IP or MAC address of the cloud 

client, which makes the access to the data 

restricted to one location. 

 

• The implications of the KP-ABE scheme may not 

be entirely realistic, because the approach assumes 

the existence of a single trusted party who 

monitors all attributes and issues all decryption 

keys between cloud client and provider. 

 

• Who certifies the cloud provider to be trusted to 

be used by the cloud client? The need for a third 

party is to distribute keys between CC and CP. No 

implementation model proves or justifies that the 

three algorithms can calm the fears of cloud 

clients. 

 

 

The existing Cloud services might face various 

security issues at the Cloud models level. One 

main challenge is the lack of control over the 

Cloud Datacenters. Furthermore, security is not 

integrated into the service development process. 

 

Indeed, the traditional security tools alone would 

not be able to resolve the recent security issues and 

so it will be helpful to incorporate security 

components upfront into the development 

methodology of the Cloud system. In this paper, 

several Cloud practitioners’ perspectives are 

presented to calm the clients’ fears against Cloud 

concerns. As a part of future work, we will present 

a conceptual framework of several components 

that assist to indicate the levels of Cloud security 

that should be taken into account by researchers 

and practitioners. 
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